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Cloud account Onboarding ®; ACCUKNOX

e Choose the Cloud provider (AWS | GCP | Azure)
o Select AWS
m Choose connection method -> Access keys
m Select Label and Tag (It will be used to identify the assets)

Cloud Account Details Label & Tag
Cloud Account Details Label & Tag Set Up Connectivity

Connection Method *

Access Keys - Terraform Script (Recommended) v
Select your Cloud Account
Label @*
> AWSPI2 v
dev-account v
Amazon Web Service Google Cloud Platform Microsoft Azure
(Aws) (ccP)
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How to onboard Cloud Account? ®, ACCUKNOX

e Onboarding Using Terraform Script:
o Navigate to Settings
m Click on Cloud accounts
m Click on Add Account to add a new cloud account

Cloud Accounts solutions v v

) ACCUKNOX |

Dashboard zagreh Onboard Account  + I

© Inventory
aicisues Cloud Account Connected Enabled Last scanned scan

.l Compliance

e > 3 gep: accuknox-cnapp 2024-01-25 @ 6 months ago 18 minutes ago ‘ scan H

()" Remediation > aws aws: 975050082972 2024-07-21 @ 2daysago 7 hours ago ‘ scan

/ Monitors / Alerts
oy g Dgco shaped-infusion-402417 2024-07-21 & 2daysago 8 hours ago ‘ —

@ Reports

2024-07-21 & 2daysago ‘ Scan

\ Notifications

IA azure: 6167e07f-ec68-49bf-aa2a-c 2024-07-22 @ cdayago 8 hours ago ‘ scan

@) Settings

Cloud Accounts
Manage Clusters
User Management
RBAC

Integrations
Labels

Tags
(@) Ask Ada ED




Cloud account onboarding ®; ACCUKNOX

e  After specifying Label and Tag
o  Click on Next
m  Follow the steps and run the terraform Script to create required keys e
u Get the saved keys from “credentials.txt”
n Paste the credentials > Select region > Click on Connect

® ACCUKNOX ) ) )

Cloud Account Details Label & Tag Set Up Connectivity

Pehboard Terraform script to create the Access Key
S Inventory Terraform is an easy way to provision and deploy Infrastructure resources such as servers, databases, network components, etc. By using Terraform, you no longer have to log in nor navig
settings manually in the cloud console. You can now just simply create a Terraform configuration and efficiently apply it directly in a command line.

% Issues

Compliance

Step 1: Install Terraform on your workstation.

4 Runtime Protection
Note: Terraform can be downloaded as a single binary or an executable file from the Terraform download section: Instal

2 Remediation Terraform Guidelines. 4

~ Monitors [ Alerts
step 2: Create a Terraform file and add the below terraform script, e.g, aceuknox_aws_onboard.tf.

{ Reports
£ Notifications
& settings

Cloud Accounts

Manage Cluster

O0:0:0:0:0:0:070

User Management

RBAC
Integrations

Labels

Tags

Groups

Tokens

[ s ] [ onees ]

= Click on Connect to Onboard your

Step 3: After the file is added on the workstation, run the below command to initialize, plan and apply the terraform script. AWS accou nt

Gatng e o

P

\l Chusters
sty

apo (s}

init &8 ter

plan 8 te

Step 4: Get the access key and secret key from the file credentials.txt, Copy & Paste them below and click connect
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Risk Assessment - Cloud Assets View ®) ACCUKNOX

° After Onboarding the cloud account wait for the scan to complete
o Scan is triggered instantly on account onboarding, but the scan completion might take at-least an hour or
more.You will get an email after the successful scan executes.
° Once Scan completed, you should be able to see the cloud assets by navigating to Inventory -> Cloud Assets

Cloud Assets solutions v v

® ACCUKNOX |

Asset Hierarchical View

07/09/24 - 07/23/24 (5)

ashboard
© Inventory
& Cloud Accounts Bvms ® Clusters B storage < Functions 8 Database
Cloud Assets
4 13 3 31 0 2
& Issues
I Compliance
& Runtime Protection
Remediation Search
onitors / Alerts -
Label v Group v Asset Category v Asset type v Data type ¥ Region v %o
Reports
O  Asset Label Findings Last Scan date Asset Category Asset type Monitors Regions
£} Notifications
[0 1000167(agent-name) | NessusTest 50 63 2024-07-22 Host_Scan_Host Host_Scan_Host
[0 6167e07t-ec68-49bf-aa..| AZURE22JUL 2024-07-23 Cloud Account azure_subscription
[0 3d64034d-3c3e-4959 AZURE22JULY 2024-07-23 Management azure_tenant
O None
(@) Askada ED [0 750567562417.dkr.ecrus..| None 7 44 2023-10-17 Container Container
[0 788471067825.dkr.ecrus..| None 8 37 2023-10-30 Container Container
[0 975050082972 NS5G 19 2024-07-23 Cloud Account aws_account




Risk Assessment - Asset Detail View ®) ACCUKNOX

You may further choose to view the misconfigurations associated with
a particular Asset from Asset View Vulnerabilities

Details High &}

ACCUKNOX ! Low

Asset details

Not_available

Dashboard 291

Inventory

Cloud Assets

Cloud Account

Clusters Tuesday, July 23, 2024 07:44 AM

Issues S 3 [0 Lastseen Risk Factor Finding tatus Ignored Exploit Avail..  Tickets Data Type

Compliance 0 0
D 2024-07-23 Low GuardDuty is Enabled: eu-west-2 ctive False False 0 cloudsploit

Runtime Protection Tickets Group

e—— - 5 :
o D 2024-07-23 Low VPC Flow Logs Metric Alarm: eu-west ctive False False 0 cloudsploit

Remediation

Monitors / Alerts [:] 2024-07-23 Low Shield Advanced Enabled: global ctive False False 0 cloudsploit
O 2024-07-23 Low AWS Glue Data Catalog Encryption Eni Active False False 0 cloudsploit
O 2024-07-23 Low XRay Encryption Enabled: eu-west-2 ctive False False 0 cloudsploit
[:] 2024-07-23 Medium Password Expiration: global ctive False False 0 cloudsploit
D 2024-07-23 Not_available Config Service Enabled: global Active False False 0 cloudsploit

]

2N24-n7-23 Lo ClaudTeail Ta ClandWateh: on-woet-2  Active Frleo Enleo n clandeninit



Risk Assessment - Most Critical Findings ®) ACCUKNOX

e Find the most critical findings across your Cloud Environment
o Risk Factor = Critical/High

Findings solutions v v
® ACCUKNOX
Cloud Findings v Asset v Group by v saved Filters v Filter
Dashboard
Inventory S -h ® D @ 3 Data Type
Issues cloudsploit v
Findings . Select Fields to filter
[] Lastseen Assetname Name Risk factor Description Sta "
location v
Registry Scan
¥ D 2024-07-2314:41:15 default-allow-rdp Open SSH: global High Determines if TCP port 2. Active Location X
.l Compliance
i o . _ N . Risk Factor
Runtime Protection [0 2024-07-2314:4115 gke-aryan-cluster-ngl Instance Level SSH Only:.. | High Ensures that instances Active
Remediation
D 2024-07-2314:4115 gke-aryan-cluster-ng Instance Level SSH Only: High Ensures that instances Active
: ” b Not Available
Monitors / Alerts
i 2024-07-23 14:41.15 gke-aryan-cluster-ng Instance Level SSH Only. High Ensures that instances Active
Identity g 9 V! 9 Y = ignored Exploit Available
Reports O 2024-07-2314:4115 default-allow-ssh Open SSH: global High Determines if TCP port 2..  Active e UL i GELED
Notifications
— [0 2024-07-2314:4115 gke-aryan-cluster-ngl-..  Instance Level SSH Only-..| High Ensures that instances .. Active Tickets Is New
, Settings
True  False True  False
O 2024-07-2314:4115 accuknox-cnapp Audit Logging Enabled: High Ensures that default au..  Active
Location
D 2024-07-23 07:24:23 root-1-1712312389-librari. Root MFA Enabled: global | High Ensures a multi-factor Active [ocation &
D 2024-07-23 07:24:23 root-1-1712312389-librari. Root Account In Use: gl High Ensures the root accou. Active
D 2024-07-23 07:24:23 975050082972 CloudTrail Enabled: glo. High Ensures CloudTrail is en Active
[0 2024-07-23 07:24:23 975050082872 CloudTrail Enabled: eu High Ensures CloudTrail is en. Active
C \ 1 2 >

N U || g TN A N A =



Risk Assessment - New Findings ®; ACCUKNOX

e Find the recent most findings

Findings solutions v v
® ACCUKNOX
Cloud Findings v Asset v Group by v Saved Filters v :‘,—: <
Dashboard
Inventory Se / B8 C B & (
Issues
Findings [ Lastseen Assetname Name Risk factor Description
Registry Scan
D 2024-07-23 14:4115 8ccl88dc21525271bca76124e9b566b5b87calfe Service Account Key Rotation: global Medium Ensures that service account keys are rotated within desired number
Compliance
. % E] 2024-07-23 14:4115 gke-aryan-cluster-ngl-8eclaé5e-kOw6 Instance Default Service Account: us-centrall  Low Ensures that compute instances are not configured to use the default
Runtime Protection =
Remediation O 2024-07-2314:4115 default-allow-rdp Open S$SH: global High Determines if TCP port 22 for SSH is open to the public
Monitors / Alerts
D 2024-07-23 14:4115 default Private Access Enabled: asia-southl Medium Ensures Private Google Access is enabled for all Subnets
Identity
Reports [0 2024-07-2314:41:15 gke-aryan-cluster-ngl-8eclaé5e-67bl Instance Maintenance Behavior: us-centrall Not_available Ensure that "On Host Maintenance” configuration is set to Migrate for Y
Notifications
[0 2024-07-2314:4115 accuknox-cnapp Project Ownership Logging: global Low Ensures that logging and log alerts exist for project ownership assignr
Settings
O 2024-07-2314:41:15 default Flow Logs Enabled: australia-southeast2 Low Ensures VPC flow logs are enabled for traffic logging
E] 2024-07-2314:4115 f34c689db4c6d402ceff5931ec25d1d3d8771c51 Service Account Key Rotation: global Medium Ensures that service account keys are rotated within desired number
[0 2024-07-2314:41:15 default Flow Logs Enabled: europe-wests Low Ensures VPC flow logs are enabled for traffic logging
D 2024-07-23 14:4115 gke-aryan-cluster-ng-a452da2d-grp Autoscale Enabled: us-centrall Low Ensures instance groups have autoscale enabled for high availability
2
K@ L 2 [0 2024-07-2314:41:15 default Multiple Subnets: global Low Ensures that VPCs have multiple networks to provide a layered archite
Getting started: Onboarding X
B Cloud Aecaimn 10 21(|3]|la]ls 94 >

©  Clusters
©  Registy




Risk Assessment - Most Impacted Assets across cloud

®) ACCUKNOX

e Find the recent most findings
group by assets
Click on any of the findings

O

o

6 issues found across muzammil@accuknox.com

muzammil@accuknox.com

Asset ID

063f0db7-3bb8-497e-aece-dl2e90def5el

Asset Type

(@© Dpiscovered about 2 day ago, on 21/07/2024
(@© Lastdetected on 23/07/2024

Assets

Last seen

2024-07-23 07:24:23

2024-07-23 07:24:23

2024-07-23 07:24:23

2024-07-23 07:24:23

2024-07-23 07:24:23

2024-07-23 07:24:23

a
g
a
a
O

Asset

muzammil@accuknox.c

muzammil@accuknox.c

muzammil@accuknox.c

muzammil@accuknox.c

muzammil@accuknox.c

muzammil@accuknox.c

inn 11nAer NDA

aws_iam_user

Finding

IAM User Unauthorized t.

IAM User Account In Use.

IAM User Admins: global

Users Password And Ke.

No User IAM Policies: glo..

AM User Has Tags: glob..

Asset Category

IAM

Risk Factor

Low

Not_available

Not_available

Medium

Low

Description

Ensures AWS IAM users t.

Ensure that AWS IAM Us

Ensure that IAM user ac.

Ensures the number of |

Detects whether users

Ensures IAM policies are...

Status

Active

Active

Active

Active

Active

Active

Location

global

Location

global

global

global

global

global

global



How to Remediate Cloud Misconfigurations? ®) ACCUKNOX

° Misconfigurations/Findings could be more for a larger infrastructure (Cloud Account) compared to smaller one. The
approach should be to attend to the following -

o Find Most Critical Finding that are unique T ﬁoup by FIndings for a \
o  Find Assets Grouped with associated . . particular Data-Source

Findings and filter further based on severity (For example - Misconfiguration -
Cloudsploit) will showcase
similar findings grouped
together for a resource

16152 is performi

ated Networking Ei

13> 2023-08-13  Accelerated Networking Ei

Ticket Configuration v Group by v
Accelerated Networking Enabled: eastus2

I Misconfiguration list for the Onboarded Cloud Account I

000000 o0Oo0Ooooao

D [Lastseen | Finding [So that user don’t have to work
20250913 1AM User Has Tags: gaba S S —— on same issue twice]
O 2023-09-13 IAM User Without Permissions: global . Searc \ /
O 2023-09-13 Access Keys Extra: global > Ticket Configuration v Asset X v
O 2023-09-13 1AM User Account In Use: global 2B O | rsisios Last seen Finding / \
O] 2023-08-13 1AM User Account in Use: global o «p 20230812 Open PosigreSaLs e-aast Group by Assets for a
D 2023-09-13 IAM User Without Permissions: global o s pa rtlcu Iar Data_Sou rce
0 wp> (For example -
O 2023-09-13 IAM User Without Permissions: global o 3 e M iSCOﬂﬁg u I’ation _
[J 2023-09-13  IAM User Unauthorized to Edit: global O S Cloudsploit) will showcase all
0 ——— O o> dmiaety ESaReETegE2 the issues associated to a
- o o particular Asset such as
2023-09-13 IAM Username Matches Regex: global .
' ol S3bucket, Host, Container etc.
O 2023-09-13 Access Keys Last Used: global
(m]
ale [So that user can focus on
o lits wsets of choice] /
10




How to set up ticketing tool? ®) ACCUKNOX

e Setup Ticketing Configuration from Settings >> Integrations >> CSPM 2

Ticketing Backends

(o)
@b

Jira Cloud Jira Cloud
pria Gunu-test

# ACCUKNOX

B Dashboard

B inventory

e Then go to the Remediation >>
Ticket Summary to get Overview of
the Issues

Tickets

[You need to raise issues from Asset Detalil
page or Issues >> Vulnherability section to
see Ticket Summary]

ojojoyo




CSPM Compliance Dashboard

®) ACCUKNOX

Overview of CSPM Compliance Across Multi Cloud

CSPM Executive Dashboard

Total Cloud Accounts Total Pass V/s Fail Status

3 18885
Total Total

arning (821

Not Available

parmerdemo v [} Partner~

Compliance Summary- CIS, HIPAA, PCI, CIS-2

Name Assets Checked  Passed Warning Failed NotAvailable
@03 28
380 (58]
8 w 0.0%
Compliance Summary based on Asset
Fail Pass Warning Available

SLA - Compliance Tickets Age

MAY

12



Compliance Summary ®) ACCUKNOX

e To see the compliance summary for the cloud account
o Click on Cloud Asset Summary
o  Choose the Compliance you want to see from the list

A K Cloud Assets Summary solutions v )i~
Select Cloud Accounts v Region v
Dashboard
Invent ;
eDtory, Compliance  Detailed View
# Issues
.l Compliance 33 Compliance found Control Assets Description Compliance Result
Baselines
! 0 APRA 234 STANDARD Rolated Findings > 110 Ensure multi-factor authenticatio.. 7 Multi-Factor Authentication (MFA) ad.. 29 % Ea EN
CSPM Executive
Dashboard Controls : 7 93.4% Compliant
k) etup access keys duringin.. 7 AWS console defaults to no check box.. 29 % Ea EN
Cloud Assets
Summa 7 3 e
Y €IS  AWSCISBenchriari, 3 Sfiedrhdoo 112 Ensure credentials unused for 45 WS IAM users can access A 100 [ o |
Runtime Protection v Controls : 26
7 113 Ensure there is only one active ac.. 36 Access keys are long-term credential.. 86 %
, Remediction , ysiors long sl (]
Monitors / Alerts o B Rolated Findings > P
! (c1s awscis Benchmark... 114 Ensure access keys are rotated ev.. | 38 Access keys consist of an access key . | 68% [0 | 26 |
Identity Controls : 52 40.7% Compliant
Reports 115 Ensure 1AM L 36 IAM users are granted access to servi, n% n n
I = Roloted Findings >
CIs AWws CIs Benchmark... 116 Ensure 1AM policies that allow full 76 IAM policies are the me y which 13% | 66 | [ 10 |
} Settings Controls : 35 41.7% Compiiant
7 Ensure a support role has beencr.. 0 rovides a support center thatc.. 0% KN | o |
AWSIWEISATehBse Roloted Findings >
ell-Architect... o o
119 Ensure that all the expired SSL/TLS .. 0 To enable HTTPS connections to your .. 100 % | o | EE
Controls : 5 23.8% Compliant
) Ask Ada €D 120 Ensure that IAM Access analyzer i o Enable IAM Access analyzer for IAM p. 0% BN | 0 |
2 Roloted Findings >
CIS Azure CIS Benchmar...
1.4 Ensure no root use acces.. 1 The root user account is the most priv.. 0 [ | | o |
Controls : 54 99.6% Compliant
g 1|2 3]»

13
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How to view failed Compliance? ®) ACCUKNOX

e To see the compliance summary for the Failed results

e Click on Cloud Asset Summary and select any compliance from the compliance list
o Click on the failed check from the Results
o  You can select filters by Compliance to see specific compliance

Description Compliance Result
Detailed View 3
Multi-Factor Authentication (MFA) ad.. 29 % “ n
Asset Message Result Severity Compliance Recommended Action Solution Reference Link
AWS console defaults to no check box.. 29 % “ n
Policies arn:aws:ia Role mana. FAILED VAIT  +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/latest/Us
AWS IAM users can ss AWS resou. 100 % n
Policies arn:awsia Role mana FAILED VAT +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/latest
Access keys are long-term credential 86 “ n L ,
policies arn:aws:ia. Role mana FAILED VAIT +20 Ensure that all IAM roles are scoped to spe. https://docs.aws.amazon.com/
Access keys consist of an access key 68 n m ™ . " ,
Policies arn:awsiia. Role mana FAILED VAIT +20 Ensure that all IAM roles are scoped to spe. https://docs.aws.amazon.com/IAM/latest/Us
IAM users are granted access to servi KN o arn:awsia Role mana, FAILED VAT 420 Ensure that all IAM roles are scoped to spe..  https://docs.aws.amazon.com/IAM/latest
IAM policies are the means by which .. 13% m n »olicies arn:awstia. Role mana m VAIT  +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/late:
[0 iomRolePolicies arn:aws:ia. Role mana FAILED VAIT  +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/late
D iamRolePolicies arn:aws:ia. Role mana. FAILED VAIT +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/latest/Us
[0 iamRolePolicies arn:awsiia. Role mana FAILED VAIT  +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/latest/Us
D iamRolePolicies arn:awsia. Role inline FAILED VAIT +20 Ensure that all IAM roles are scoped to spe https: amazon.com/IAM/latest/Us
M iamRolePolicies arn:awstia Role mana FAILED VAT +20 Ensure that all IAM roles are scoped to spe https://docs.aws.amazon.com/IAM/latest/Us
tal Count: 66 1 2 3 4 >

14
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®, ACCUKNOX

AWS Risk Assessment

Compliance failure and
Misconfiguration



How to identify critical S3-buckets?

®) ACCUKNOX

e Go toInventory >> Assets page and Filter for Asset Type as s3bucket
e Look for S3bucket with count in Total Vulnerabilities

»* ACCUKNOX

Dashboard
nventory
Cloud Assets
Clusters

% lssues

.l Compliance
Runtime Protection

=y Remediation
Monitors / Alerts

Identity

] Reports

\ Notifications

Settings

Cloud Assets

& Cloud Accounts

4

AWS5G

o|jo|yo|ljocyjoyo|o|yo|o

Group
Asset Label
accuknox-dev-back-u..  AWS5G
accuknox-dev-back-u..  AWS5G
accuknox-dev-spire AWS5EG

accuknox-do-logs

<)
g

o
5
o

vanta-terra.

accuknox-Ii

vanta-terra.

accuknox-onprem-fron.

9fds-assets.

AWS5G

AWS5G

Byvms

13

® Clusters

3

Asset Category

Findings

Last Scan date

2024-07-24

2024-07-24

2024-07-24

B storage

31

aws_s3_bucket

Asset Category
Object Storage
Object Storage

Object Storage

Object St

Object Storage

Object Storage

Object Storage

Object Storage

solutions

<> Functions

v Data type

Asset type

aws_s3_bucket

aws_s3_bucket

s3_bucket

aws_s3_bucket

aws_s3_bucket

s3_bucket

0

Monitors

B Database

Region

Regions

us-east

2

16



Identify S3 buckets accessible on public networks ®) ACCUKNOX

e After Identification of S3bucket with misconfiguration
o Click on the bucket with misconfiguration(accuknox-dev-spire) to see the detailed view

Asset details Vulnerabilities

accuknox-dev-spire

High @

975050082972 Low
Medium
AWSS5G

Not_available

Wednesday, July 2. 24 07:25 AM

us-east- . "
Findings
Search
Tickets Groups Audit Files
CEEEE——

Ticket Configuration v Group by v Data Type v Risk Factor v

Ignored v Status v Tickets v Exploit Available v

Last seen @
[0 Lastseen Risk Factor Finding Status Ignored Exploit Avail..  Tickets Data Type
J 2U24-U/1-44 NOL_avanapie 53 BUCKeL tNCrypuon eniorcement us-east ACuve raise raise v clouaspioit
D 2024-07-24 Not_available S3 Transfer Acceleration Enabled: us-east-1 Active False False 0 cloudsploit
[0 2024-07-24 Low $3 Bucket MFA Delete Status: us-east-1 Active False False 0 cloudsploit
[:] 2024-07-24 Medium S3 Bucket All Users Policy: us-east-1 Active False False 0 cloudsploit
O 2024-07-24 High $3 Bucket Public Access Block: us-east-1 Active False False 0 cloudsploit 1 7

confidential and proprietary - limited distribution under NDA



How to identify unencrypted EBS Volume? ®, ACCUKNOX

e To identity the unencrypted EBS Volume associated with the Onboarded Cloud Account, Please
navigate to Issues -> Findings
o  Apply Cloud Findings in the filter
o Search for “ebs volume” in the search field

A K Findings solutions v v
Cloud Findings v Asset v Group by v
Dashboard
Inventory ebs /_ B D 2 0
astias EBS Encryption Enabled: us-west-2 ~ Medium [ >.d
u
Findings [J Lastseen Assetname Name Risk factor Description Description Result solution erences Source Code Details
Registry Scan
O 2024-07-2406:43:09 vol-0f38a46063ea738af EBS Encryption Enabled: us-west-2 Medium Ensures EBSW | Ensures £8S volumes are encrypted at rest Asset
.l Compliance vol-0f38a46
R P O 2024-07-2406:47:05 5a780f3baalce EBS Encryption Enabled: us-east-1 Medium Ensures EBS v Asset Type
@ Finding for in resource | ) aws_ebs_volume
Remediation [0 2024-07-24 06:43:09 vol-0abéefa23b7bfadsb EBS Encryption Enabled: Medium EnsuresEBS v (D Failing since about 3 day ago, on 21/07/2024 Siaies 7
Monitors | Alerts @ Lastdetected on 24/07/2024 ¥ Adtive
[0  2024-07-24 06:43:09 vol-0667682a59c4 EBS Encryption Enabled: us-west-2 Medium Ensures EBS v
Identity s
Compliance Frameworks
Reports [0  2024-07-24 06:43:09 vol-054198496197505(f EBS Encryption Enabled: us-west-2 Medium ENsures EBS Vi orming soon N6
Notifications o e prn ey s i severity /
O 2024-07-2406:43:09 vol-0358d385a1d7d1737 EBS Encryption Enabled: Medium Ensures EBS v Asset Information
Settings -1 Medium
O 2024-07-2406:47:05 vol-0219159678da6f249 EBS Encryption Enabled: us-east-1 Medium Ensures EBS v ©c903326-4512-4e63-8alb-4fbaceBaoa0b T
0
O 2024-07-2406:43:09 vol-0126f46¢7570967ae EBS Encryption Enabled: us-west-2 Medium Ensures EBS v
Notes
[0  2024-07-24 06:43:09 livanta-onprem-dynamic-pv..  EBS Encryption Enabled: us-west-2 Medium Ensures EBS v
[0  2024-07-24 06:43:09 livanta-onprem-dynamic-pv..  EBS Encryption Enabled: us-west-2 Medium Ensures EBS v 82972volume/vol-0138. °®
>
@) Askada [0  2024-07-24 06:43:09 livanta-onprem-dynamic-pv EBS Encryption Enabled: us-west-2 Medium Ensures EBS v
}
° ¢ nnection_n
s }
! e

confidential and proprietary - limited distribution under NDA



How to identify if root user has enabled MFA? ®, ACCUKNOX

e Toidentity if the root user has enabled MFA with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter
o  Choose High/Critical Severity

Cloud Findings v Asset v Group by v saved Filters v

; B TR
[J lastseen Assetname Name Risk factor Description Status Location H
Root Hardware MFA: global - 24 >4
O 2024-07-24 06:47:05 accuknox-dev-spire et Public Access Block: us-east-1  High Ensures S3 public access blol
[0 2024-07-24 06:52:26 accuknox-cnapp Audit Logging Enabled: global High Ensures that default auditlog  Description Result References Source Code Details
O 2024-07-24 07:6:51 975050082972 CloudTrail Enabled: eu-west-3 High Ensures CloudTrail is enablec —
Ensures the root account is using a hardware MFA device aee;
975050082972
O 2024-07-24 06:52:07 975050082972 CloudTrail Enabled: ap-south-1 High Ensures CloudTrail is enablec
Asset Type
[0 2024-07-24 06:36:38 975050082972 CloudTrail Enabled: ap-northeast-2 High Ensures CloudTrail is enablec @ Finding for in resource | 2 aws_account
@© Failing since about 3 day ago, on 21/07/2024 e
O 2024-07-24 0716:51 975050082972 Root Hardware MFA: global High Ensures the root account is u ats
@© Lastdetected on 24/07/2024 .
® Active
O 2024-07-24 06:36:44 975050082972 CloudTrail Enabled: sa-east-1 High Ensures CloudTrail is enablec
. Ignored
- LA e . Compliance Frameworks
D 2024-07-24 06:50:51 975050082972 CloudTrail Enabled: eu-west-2 High Ensures CloudTrail is enablec
No
[0 2024-07-24 06:37:10 975050082972 CloudTrail Enabled: ap-northeast-1 High Ensures CloudTrail is enablec Severity #
Asset Information
[0 2024-07-24 07:6:51 975050082972 CloudTrail Enabled: global High Ensures CloudTrail is enablec ¢ ® High
Tickets
O 2024-07-24 07:05:22 975050082 CloudTrail Enabled: ap-southeast-2 High Ensures CloudTrail is enablec
0
Notes




How to identify if s3 bucket policy allow global write, delete

S ®) ACCUKNOX
permission?

e To identity the s3 bucket misconfiguration with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter
o  Search for s3

Settings

Ensures S3 bucket policies do not allow global write, delete, or read permissions
kapp.accuknox.com

Findings solutions v v
Cloud Findings v Asset v Group by v saved Filters v Tt ¢
Dashboard
/' ®
Inventory 2
Issues
Findings [] lLostseen Assetname Name Risk factor Description Status Location
Registry Scan
[0 2024-07-24 06:47:05 kapp.accuknox.com 3 Bucket All Users Policy: us-east-1 Medium Ensures S3 bucket policies do not allow glob..  Active us-east-1
Compliance
s ¢ [0 2024-07-240716:51 EIB2FLZPCFTTSD Public $3 CloudFront Origin: global Medium Detects the use of an $3 bucket as a CloudFr..  Active global
Runtime Protection S 8
Remediation [0 2024-07-24 0716:51 EI8Z2IEJKKMLEA Public $3 CloudFront Origin: global Medium Detects the use of an $3 bucket as a CloudFfr..  Active global
|~ Monitors / Alerts
) O accuknox-s3-dev $3 Bucket All Users Policy: us-east-1  Medium [/ X
Identity
Reports O accuknox-onprem-s3-divy Access Keys Rotated: g
= Description Result ces Details
Notifications PR .
[0 2024-07-24 06:47:05 accuknox-onprem-frontend $3 Bucket All Users Policy: us-east-1 Mediun
Asset

2024-07-24 06:47:05 accuknox-dev-spire

Asset Type

| aws_s3_bucket

@ Finding for in resource

iling si 3d
(@ Failing since about 3 day ago, on 21/07/2024 st
(@© Lastdetected on 24/07/2024 3
® Active
. Ignored
Compliance Frameworks
Coming Soon. No
" Severity /'
Asset Information
Medium
!
10a4-aafd-bd2cBefclces Tickets

v ’ 20




How to find Open SSH? ®) ACCUKNOX

To find the open SSH in the onboarded AWS account  [opensstus-east1 [l © X

Description Result Solution  Reference Source Code Details

Determine if TCP port 22 for SSH is open to the public Asaet

e Navigate to the Issues > Findings
Py Sea rCh fo r SS H 2725!21(; stack-BastionSecurityGroupDABBYEBD-3Eay

@ Finding for in K ack ti GroUpDABBIER Asset Type
e Click on the finding to view the details Eayciesd
@ Failing since about 3 day ago, on 21/07/2024 status 7
@ Lastdetected on 24/07/2024 o Aekive
Cloud Findings b Asset v Group by v \gnored
Compliance Frameworks
g soon. No
severity /
ssh Asset Information
® High
pa |
Tickets
[[J lLastseen Assetname Name Risk factor Descripti 0
Notes
D 2024-07-24 07:02:03 r-gcp Instance Level SSH Only: us-centrall High Ensures t
P ¢ y
[0 2024-07-24 06:52:26 gke-aryan-cluster-ng-a452d.. Instance Level SSH Only: us-centrall High Ensurest t [-JC)
[0 2024-07-24 06:52:26 gke-aryan-cluster-ng-a452d.. Instance Level SSH Only: us-centrall High Ensures t 10
}
connection_name’ : "aws
[0 2024-07-24 06:52:26 gke-aryan-cluster-ngl-8ecla.. Instance Level SSH Only: us-centrall High Ensures tnatinstances are not conngurea to.. | Acuve us-centrail
[0 2024-07-24 06:52:26 gke-aryan-cluster-ngl-8ecla. Instance Level SSH Only: us-centrall High Ensures that instances are not configured to..  Active us-centrall
D 2024-07-24 06:47:05 eks-infra-stack-BastionSecuri. Open SSH: us-east-1 High Determine if TCP port 22 for SSH is open to th..  Active us-east-1
[0 2024-07-24 07:02:03 default-allow-ssh Open SSH: global High Determines if TCP port 22 for SSH is open to t Active global
[0 2024-07-24 06:52:26 default-allow-ssh Open SSH: global High Determines if TCP port 22 for SSH is opento t Active global
[0 2024-07-24 06:52:26 default-allow-rdp Open SSH: global High Determines if TCP port 22 for SSH is open to t. Active global

21
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How to Identify IAM related security misconfiguration? ®) ACCUKNOX

To identify the critical IAM misconfiguration
e Navigate to Issues > Findings
e Search IAM in the search bar
e Click on the findings to view the details

Findings solutions v I v
Cloud Findings v Asset v Group by v Saved Filters v :_;" <
»om[ 7 [1E2] (o E 3 0]
IAM User Admins: global Medium (2] P4
[] lLastseen Assetname Name Ris|
Description Result Solution References Source Code Details
[0 2024-07-24 07:16:51 thiago@5gran.net IAM User Admins: global Mex
Ensures the number of IAM admins in the account are minimized Aazst
D 2024-07-24 07:16:51 sujith.kasireddy@accuknox.co. IAM User Admins: global Mex rahul@accuknox.com
Asset Type
[0 2024-07-24 071651 rahul@accuknox.com IAM User Admins: global Met @ Finding for in resource Ira CCUKTS by i
[0 2024-07-24 07:16:51 muzammil@accuknox.com IAM User Admins: global Mex ® Failing since about 3 day ago, on 21/07/2024 Status 7/
(© Lastdetected on 24/07/2024 .
= = ® Active
G 2024-07-24 07:16:51 EKS_User IAM User Admins: global Me
7 Ignored
[0 2024-07-24 0716:51 achref@accuknox.com IAM User Admins: global Mec Compliance Frameworks
Comiing:Soon No
" Severity /'
Asset Information
. Medium
{
Tickets
0
Notes




How to Identify if encryption is enabled for EKS secrets? e

User can identify if encryption is enabled for the EKS secrets by following steps,

Select Cloud Findings in findings-type filter

Add Cloud Account from Select fields to filter, Choose aws cloud in the cloud account filter.

Also, User can directly search for the Assets/Findings from the Search field

ACCUKNOX

Then user can click on any findings to get more detailed information with solutions and to create ticket for that particular issue.

| EKS Secrets Encrypted: us-east-1 -_Bl

Description Result Solution  References  Source Code Details
Ensures EKS clusters are configured to enable envelope encryption of Kubernetes secrets using KMS. Asset
EKSCluster-fJOirZus9CxD
Asset Type
@ Finding for in resource | EKS er-fJOirz aws_eks_cluster
@ Failing since about 1 month ago, on 21/07/2024 St 7
Q@ Lastdetected on 16/08/2024 X
® Active
. Ignored
Compliance Frameworks
Coming Soon. No
3 Severity /
Asset Information
® High
Tickets
0
Notes

2:cluster/EKSClus

confidential and proprietary - limited distribution under NDA

X

Data Type
cloudsploit

Select Fields to filter

Cloud account

Location X Cloud account X

Risk Factor

Unknown Informational Low

Not Available

Ignored

True  False

Tickets

[+] @ True False

Location

Location

Cloud account

975050082972

Medium critcal

Exploit Available

True  False

Is New

True False

23



How to identify if Insecure HTTP Port open to public? ®; ACCUKNOX

e Toidentity if the HTTP port open to public with the Onboarded Cloud Account:
e User can navigate to Issues -> Findings

o  Apply Cloud Findings in the filter

o  Search for “open HTTP” in the search field

|OpenHTTP:us—east—1 - @&

Description Result Solution References Source Code Details

Asset
k8s-elb-ae55f3e0b4f134cf68f781e9d48292a5

Determine if TCP port 80 for HTTP is open to the public

Asset Type
@ Finding for in resource k8s-elb-ae55f3e0b4f134 f781e9d48292a5 aws_vpc_security_group
@ Failing since about 4 day ago, on 12/08/2024 StatiE 7
@® Last detected on 16/08/2024 )
® Active
i Ignored
Compliance Frameworks
Coming Soon No
- us- - V4
Asset Information Open HTTP: us-east-1 - [_—J
il
)escription Result Solution References Source Code

Restrict TCP port 80 to known IP addresses,
http:/ /docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html

24
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How to identify RDS instances are not deployed in public subnet? © ACCUKNOX

e Toidentity if the RDS database instances are not deployed with the Onboarded Cloud Account:
° User can navigate to Issues -> Findings

o  Apply Cloud Findings filter.

o  Apply for high risk in cloud findings.

RDS Public Subnet: us-west-2 - 2] X

Description Result Solution References Source Code Details D\

Ensures RDS database instances are not deployed in public subnet. Asset

livanta-onprem-instance-1 X
Asset Type Cl’eClte Tleet

@ Finding for in resource k | ! or stanc aws_rds_db_instance

@© Failing since about 1 month ago, on 21/07/2024 ok A

Please select a ticket configuration. If you do not have a ticket configuration, please
@© Lastdetected about 3 day ago, on 13/08/2024

® Active go to the Integrations page.
" Ignored
Compliance Frameworks compliancej X v
Coming Soor No
Severity /'

Asset Information

1 e High m Create Ticket

Tickets

RDS Public Subnet: us-west-2 - 4

ptior Result Solution References Source Code

e Replace the subnet groups of rds instance with the private subnets.,,
} https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html

25
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How to identify if cloud trail is enabled for the cloud account? ‘® ACCUKNOX

e Toidentity if the cloud trail is enabled for cloud monitoring for an onboarded cloud account:
° User can navigate to Issues -> Findings

o Apply Cloud Findings filter.

o  Apply for high risk in cloud findings.

Finding X

| CloudTrail Enabled: ap-northeast-1 q

Description

Solution
Ensures CloudTrail is enabled for all regions within an account
Enable CloudTrail for all regions and
ensure that at least one region
monitors global service events,
http://docs.aws.amazon.com/awsclou
getting-started.html

Compliance Frameworks

No compliance found

Affected Assets /s B D 2 0O
[0 tastseen Asset Finding Risk Factor Description status 18
[0 2024-08-16 06:43:45 975050082972 CloudTrail Enabled: ap High Ensures CloudTrail isen..  Active ap-nc
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Compliance failure for CIS Benchmark ®, ACCUKNOX

To Identify CIS failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

Cloud Assets Summary solutions v v
@ ACCUKNOX
| aws 975050082972 | AWS5G | v Region v
Dashboard
Kiventony; Compliance Detailed Vi
Issues
Compliance 28 Compliance found Control Assets Description Compliance Result
Baselines
o APRA 234 STANDARD [ Related Findings > 110 Ensure multi-factor authentication (MFA. 7 Multi-Factor Authentication (MFA) ad. 29 % “ n
CSPM Executive
Dashboard Controls : 7 43.9% Compliant
111 Do not setup access keys during initial us.. | 7 AWS console defaults to no check box. “ n
Cloud Assets
Summal = ® i < = =
2 (cis AWS CIS Benchmark... @ Bolated Findings > 112 Ensure credentials unused for 45 days or... | 7 AWS IAM users can access AWS resou... |100 % (o (7|
Runtime Protection v kCU”WH 25
Remediation 113 Ensure there is only one active access ke. 36 Access keys are long-term credential “ n
Monitors / Alerts flre Rolated Findings > .
/ (c1s AWS CIS Benchmark... 114 Ensure access keys are rotated every 90 ..| 38 Access keys consist of an acc 68 % = E
Identity Controls : 52 40.7% Compliant
Reports 115 Ensure IAM Users Receive Permissions O 36 IAM users are granted access to servi % “ n
Notications £y Rolated Findings >
cIs AWS Cis Benchmark... 116 Ensure 1AM policies that allow full "*:*" ad. 76 IAM policies are tt neans by which m “
Settings Controls : 35 41.7% Compliant
117 Ensure a support role has been created t.. | 0 AWS provides a support center thatc.. |0 % [ 1] | 0 |
Related Findings -
AWS Well-Architect...
1 3t all the expired SSL/TLS certifi 0 To enable HTTPS connections to your 100 % “ -
Controls : 5 23.8% Compliant
1.20 Ensure that IAM Access analyzer is enab... | 0 Enable IAM Access analyzer for IAMp.. | 0% “ n
[ Related Findings >
u BAIT 8
1.4 Ensure no root user account access key 1 The root user account is the most priv 0% =g | |0 |

ey

Controls 58.6% Compliant

Total nt: 52 1 2

w
v
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Compliance failure for HIPAA Benchmark

®) ACCUKNOX

To Identify HIPAA failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

aws 975050082972 | AWS5G

Compliance  Detailed View

28 Compliance found
WAy FeaRamp

Controls: 4

@ FERPA

Controls: 3

FISMA

(e

Controls: §

@ General Data Protec...

Controls : 3

56.3% Compliant

Belated Findings >

58.0% Compliant

Roloted indings >

59.2% Compliant

Rolated Findings >

245% Compliant

[ Related Findings >
.  HIPAA B8
Controls: 8 63.6% Compliant
: Rolated Findings >
IRST  HITRUST CSF
Controls : 13 7.1% Compliant
o e S [@ Related indings >

¥ Region

Control Assets
164.312(a) (1) Access Controls 27
164.312(a) (2)(iv) Encryption and Decryption 18
164.312(b) Audit Controls 54

aws 975050082972 | AWS5G
164.%
164.%

Compliance Detailed View
164.%

Plugin Asset

164.%
1642 usersMfaEnab. arn:aws:i
64.%

arn:aws
usersMfaEnab. arn:aws:i
usersMfaEnab.

arn:aws:i

usersMfaEnab. arn:aws:i

0|0 g |0|8 |0 s

usersMfaEnab..  arn:aws
[0 rootAccountin.. arn:aws:

confidential and proprietary - limited distribution under NDA

Description Compliance Result
Implement technical policies and pro.. 100 % n El
mplement a mechanism to encrypt 100 % [ o | | 5 |
Implement hardware. software. and/ 33% 6 | ==
v Region v Failed % Severity
Message Resuit Severity Complia... Recommended Action
ISMS-P FOR A
User: abhi Enable an MFA device f
+20
KOREAN FINAI
Access ke. High Remove access keys fo.
+19
ISMS-P FOR A
Us Enable an MFA device f
+20
ISMS-P FOR A <
User: nan Enable an MFA device f
+20
ISMS-P FOR A o =
User: thia, Enable an MFA device f
+20
ISMS-P FOR A
User: sujit. Enable an MFA device f
+20
AWS WELL-AF
Root acc. High Create IAM users with a
+R

. Filter

Solution Reference Lir :
http://docs.aws.amazon
http:/[docs.aws.amazon.
aws.amazon

http://docs

[|docs.aws.amazon

http:/[docs.aws.amazon.

aws.amazon,

http://docs

p://docs.aws.amazon.

Select Fields to filter

control_name L

program_name X control_name X

program_name

HIPAA il

control_name

164.312(d) Person or Entity Authentication v

28



Compliance failure for ISO 27001 Benchmark ®) ACCUKNOX

To Identify ISO 27001 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

aws 975050082972 | AWS5G v Region v

Compliance Detailed Vi

28 Compliance found Control Assets Description Compliance Result

A0.11 Policy on the Use of Cryptograp. 66 A policy on the use of cryptographic ¢ 90 %

Related Findings >

)
Isms ISMs-P for AWS
—

A10.1.2 Key Management 25 A policy on the use, protection and lif 100 %

C

Controls : 21 40.4% Compliant

AJ121.2 Change Management 45 Changes to the organization, busines. 93%
Related Findings
I 1SO 27001
A12.1.3 Capacity Mar ment i y . i
Controls : 39 53.6% Compliant Al21.3 Capacity Managemen aws 975050082972 | AWS5G v Region v Failed v Severity v . Filter
T Select Fields to filter
Al12.2] Controls Against Malware
[@ Related Findings > " S control_name &l
SO 1SO 27018 e Compliance Detailed View b3 -
ontroissh 8.9% Compliant p2S 1 miomation program_name X control_name X
[J Plugin Asset Message Result Severity Complia.. ~ Recommended Action Solution Reference Lir &
A ) program_name
; : @ Related Findings O  cloudfrontwaf The Clou FAILED MITREAWSA™ | Enter the WAF service...  https://docs.aws.amazor
Korean Financial Se... > +10 il ™ 4 - ' 150 27001 v
Controls : 26 Al12.42 Protection of Log Informat NIST SP 800-!
4 C g [0 guardbDutyMa No Guard, m - Configure the member ocs.aws.amazor control_name
+
A.12.2.] Controls Against Malware v
A9 4R of MITRE AWS A
A1243 Administrator and Operal [ cloudfrontwat.. amowsc.. Theclou. ([T service...  htt ocs.aws.amazor
LGP LGPD +10
Sontral 58.1% Com - HITRUSTCSF -
Controte=4 581% Compliant Al127]1Information Systems Audit ]  shieldAdvanc None Shield su m Enable AWS Shield Adv aws.amazor
S Audl +1
HITRUST CSF
[0 guardbutyEna.. None Guardbut m Enable GuardDuty fora..  https://docs.aws.amazor
+14
HITRUST CSF
= None Shield su FAILED Configure emerg https://docs.aws.amazor
+1
NIST CSF _
O Shield su. m Enable AWS http ocs.aws.amazor
+13
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Compliance failure for Mitre AWS Attack Framework ®) ACCUKNOX

To Identify Mitre framework failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

aws 975050082972 | AWS5G v Region v
Compliance Detailed View
28 Compliance found Control Assets Description Compliance Result
Account Manipulation 49 Measures should be put in place to pr.. 40 % B (4 ]
Related Findings >
LeFD
Brute Fol 7 Additior il
Controls: 4 58.1% aws 975050082972 | AWS5G v Region v Failed v Severity v ilter
Create Account 25 Accoun Select Fields to filter
_ . @ Related Findings > :
Mitre AWS Attack Fr... ) pllncs:  DataNea NI & control_name
Data from Cloud Storage Object Dataiin
Controls : 14 319% Compliant
. program_name X control_name X
Def 2 - [J Plugin Asset Message | Result Severity Complia..  Recommended Action  Solution Reference Lin i
eface Disaste
@ Related Findings > program_name
G NISHE00:171 ” E mRolePolic ws Role man. s Ensure that all IAM role..  https://docs.aws.amazor
) A 5 X iamRolePolici..  arn:awsi ole ma e nsure that all 1AM role attps:/[docs.aw e AWE R tiack Framework .
Sontralsia $47% comilant Exploit Public-Facing Applicatior 2 Control
VAT N .
= arn:awsi Role man. m = Ensure that all IAM role. control_name
Impair Defences 132 Necess X
olated Findings > — Impair Defences ¥
NISTCSF: O iamRolepolici m Ensure that all IAM role. https://docs.aws.amazor
+20
Controls : 38 63.7% Compliant Implant Container Image 3 Control
vAIT -
[0 iamRolepolici arn:aws: m Ensure that all IAM role.
+20
Modify Cloud Compute Infrastructure | 107 Modifici
clated Findings > _—
NIST SP 800-53 iamRolePoll armiawsi m Ensure that all IAM role |docs.aws.amazol
+20
Controls : 13 615% Compliant Network Denial of Service 16
VAIT
& arn:awsii Role man. m Ensure that all IAM role. //docs.aws.amazor
+20
Netwark Seannina 20 Mensiir
> VAT
[0 iamRolePolici Role m Ensure 31l 1AM role. amazot
T +20
67.2% Comoliant
VAIT
[0 iamRolePolici am:awsi Role man. m Ensure that all 1AM role. /docs.aws.amazor
+20
VAT
O iamRolePolici arn:awsii m Ensure that all IAM role. amazot
+20
VAT
O Role man. m Ensure that all IAM role. amazot
+20
vAIT
m arn:awsi Role has | Faiep | amazor
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Compliance failure for NIST 800 compliance

To Identify NIST 800 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

Cloud Assets Summary

aws 975050082972 | AWS5G | v Region
Dashboard
iventory, Compliance Detailed View
Issues
.+l Compliance 28 Compliance found Control
GREIES
R 3.12 Security Assessment
@ Related Findi
CSPM Executive ﬁ LGPD %
Dashboard
Controls : 4 58.1% Compliant 3.13 System and Communications Pro
Cloud Assets
Summary s g i
" Related Findings > 3.14 System and Information Integrity
. X Mitre AWS Attack Fr...
Runtime Protection v
o Controls : 14 31.9% Compliant 31 Access Control
Remediation
Monitors / Alerts Related Findings > 3.3 Audit and Accountability
Q Related Findings 3.3 Audit and Accountability
NIST 800-171
Identity @
Controls : 10 54.7% Compliant
Roports 3.4 Configuration Management
Notifications i
@ NIST CSF © Related rindings > 35 Identification and Authentication
Settings
Controls : 38 63.7% Compliant

3.6 Incident Response

Rolated Findings >
NIST SP 800-53 3.8 Media Protection
Controls : 13 615% Compliant
BETA_ Q
Ask Ada €D 3.9 Personnal Security

Getting started: Onboarding X Rolated Findings >
° T PCI
|
[} Controls: 8 67.2% Compliant Cou

o—¢
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Assets

o
@

solutions
Description Compliance
Implement controls that evaluate ma 100 %

Monitor, control, and protect commun.

dentify, report, and correct system fla.

Limit system access to authorized use. 8 %

Create and retain system audit logs a

Establish and enforce security config. 959
dentify system users, processes actin. 45%
Establish an operational incident-han.. |50 %
Protect (i.e. securely store) system m 61%
Ensure that organizational systems ¢ 939

Result

0

[ 6 |
[ 1|
| 100 |
En
| o |

®) ACCUKNOX

N
N

EEEEEREEREE
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Assistive Remediation For AWS Risks ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation " X
Create Ticket

To Remediate the findings (Approach 1)

Please select a ticket configuration. If you do not have a ticket configuration, please
go to the Integrations page.

e Navigate to Issues > Findings
e Select the finding and create a ticket for it

Root Hardware MFA: global - e} X Close

compliancej X v

Description Result Solution References Source Code Details
i Wi Asset
Ensures the root account is using a hardware MFA device
975050082972 Create Ticket solutions v Aditya v
Asset Type & Backtoall

@ Finding for in resource | aws_account

Ticket1
@© Failing since about 3 day ago, on 21/07/2024 St 7
(@© Lastdetected on 24/07/2024 . Create ticket
® Active
Priority
- Ignored
Compliance Frameworks Highest %
Coming Soon No
Ticket Titie*
i Severity /' Root Hardware MFA: global
Asset Information
{ ® High Ticket Description
§" : "{67606le-b3bl-470a-bdag-cef23a9f394 . 3 1 b 6= v @ E||eoDx| 0
2 A R e B Tickets
o Description Ensures the root account is sing a hardware MFA device
arr cy_attachment

Synopsis
Impacted Assets

Asset Port

975050082972 global

Solution

Enable a hardware MFA device for the root account and disable any virtual devices, https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials mfa_enable physicalhtml

Plugin Output

FAILED, Root account is not using an MFA device 3 2



r AWS Risks ®, ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 2)

e Navigate to Inventory > Cloud Assets

e Select the finding and create a ticket for it

Search

AWS5G v Group v Asset Category v aws_s3_bucket v Data type v Region v o)

O Asset Findings Last Scan date Asset Category Asset type Monitors Regions
O  accuknox-dev u 2024-07-24 Object Stor 0 us-east-1
O  accuknox-dev-back-u. Object Storage aws_s3_bucket 0 us-east-1
Details solutions v Aditya v
[0 accuknox-dev-spire -
complianc v Group by v Data Type v Risk Factor v Create a ticket
Dashboard
1l irvsttory Ignored v status v Tickets v Exploit Available v @ @ O |e 3 | @
Cloud Assets Last seen 6
Clusters
Issues = Last seen Risk Factor Finding Status Ignored Exploit Avail..  Tickets Data Type
Compliance L 2uzaus-z4 NOL_Qanapie >3 BUCKEL ENCTypuon ENTOFCement us- Acuve raise raise u clouaspioi
Runtime Protection
\:‘ 2024-07-24 Not_available S3 Transfer Acceleration Enabled: us-¢ Active False False 0 cloudsploit
= Remediation
% D 2024-07-24 Low S3 Bucket MFA Delete Status: us-east- Active False False 0 cloudsploit
|~ Monitors | Alerts
) Identity O 2024-07-24 Medium $3 Bucket All Users Policy: us-east-1  Active False False 0 cloudsploit
Reports
2024-07-24 High S3 Bucket Public Access Block: us-eas' Active False False 0 cloudsploit

Notifications
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Assistive Remediation For AWS Compliance Failure ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 3)

e From the detailed view of Cloud Asset Summary

e Select the failed compliance and create a ticket for it

iamRolePolicies P&

Description Q Recommended Actions

Ensures IAM role policies are properly scoped with specific permissions Ensure that all IAM roles are scoped to specific
services and API calls.

@ Finding for in resource

Category:
1AM

balancing.amazo WsServiceRoleForElasticLoadBalancing

Message Details

Role managed policy allows actions on all resources
Asset

Solution Reference Link arn:aws:iam:975050082972:role/aws-service-

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roleshtml 4 role/elasticloadbalancing.amazonaws.com/A
WsServiceRoleForElasticloadBalancing

Compliance Frameworks Asset Category
Category: IAM
+15 .
Region
None
Compliance Sub Controls
Result
ITGOVERNANCE  ARTICLE 25 - DATA PROTECTION BY DESIGN AND BY DEFAULT  PRAC-4 | m
MODIFY CLOUD COMPUTE INFRASTRUCTURE  IMPAIR DEFENCES ~ CC5.]1  USER RIGHTS MANAGEMENT .
Severity
IDENTITY AND ACCESS MANAGEMENT 3.5 IDENTIFICATION AND AUTHENTICATION
Low
A9.21 USER REGISTRATION AND DE-REGISTRATION  IDGV-2  DEDP-1  IDAM-6
Account

MAINTAIN A SYSTEM SECURITY PLAN  ROLE BASED ACCESS CONTROLS  2.5.1 MANAGEMENT OF USER ACCOUNTS
aws 975050082972
1A - IDENTIFICATION AND AUTHENTICATION  A.6.1.1 INFORMATION SECURITY ROLES AND RESPONSIBILITIES

CONTROL ACTIVITIES: DEPLOYS CONTROL ACTIVITIES THROUGH POLICIES AND PROCEDURES  DEAE-1

116 ENSURE IAM POLICIES THAT ALLOW FULL “*:*" ADMINISTRATIVE PRIVILEGES ARE NOT ATTACHED  ID.GV-4

ROLES AND RESPONSIBILITIES ~ CC6.  CCB3  DATAREVIEW  ACCESS PERMISSIONS

confidential and proprietary - limited distribution under NDA 34



®, ACCUKNOX

AZURE Misconfigurations

Critical Risks



How to identify all issues in Azure Network security group? ®) ACCUKNOX

e Goto Inventory >> Assets page and Filter for Asset Type as azure_network_security_group
e Look for Azure Network security group with count in Total Vulnerabilities

Cloud Assets

“ ACCUKNOX

Asset Hierarchical view  07/28/24 - 08/11/24 B

& Cloud Accounts BvMs @ Clusters ® storage < Functions 8 Database

3 9 0 2 0 0

Label Group . Asset Category azure_network _security_¢ . Data type Region

O Asset Label Findings Last Scan date Asset Category Asset type Monitors Regions

O AZURE26JUL 1 2024-08-03 Networking azure _network_security_group 0 eastus
O AZICMA 2 2024-08-11 Networking azure _network _security_group 0 eastus
| AZICMA 2024-08-11 Networking azure _network _security_group 0 eastus
D AZICMA 2024-08-11 Networking azure _network _security_group 0 eastus

Getting stortedt Onboosding X

Cloud Accounts >
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Identify Azure Network security group issues ®) ACCUKNOX

e After Identification of Azure Network security group with misconfiguration
o Click on any misconfiguration to get the detailed view

p
Asset details Vulnerabilities Open RDP: eastus » X
8]
vedom w42 | AssetType: aure _network _securi ity _group Status: Active
Medium
AZICMA ;
eastus © ignored No
Tickets: 0 2
Risk High
0 0 0 0 Factor e
Tickets Groups Audit Files Monitors Ticket Config. EL
— —

Description Result solution  References

Ticket Configuration Group by Data Type Risk Factor

Deter p f 5 tot 5
lgnored i okt ot Avaliable Determine if TCP port for RDP is open to the public

[«

[0 ‘tastseen Risk Factor Finding status ignored Exploit Avail.  Tickets Data Type ‘/
[0 2024-08-n High ©Open RDP: eastus Active False false 0 cloudsploit |

O 202s-08-n Low Open HTTPS: eastus Active False fFalse 0 cloudsploit

[0 202s-08-n Medium NSG Flow Logs Enabled: eastus Active False false ] cloudsploit
[0 202s-08 High Open HTTP: eastus Active False False 0 cloudsploit
O 2024-08-n Low NSG Log Analytics Enabled: eastus Active False False 0 cloudsploit

37
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How to Identify if the DDoS protection is enabled? ®) ACCUKNOX

e To identify if the DDoS protection is enabled in Azure Public IP Addresses, Please navigate to Issues -> Findings

o  Select Cloud Findings in findings-type filter
o Add Cloud Type from fields to filter, Choose azure_subscription in the cloud type filter.
o  Also, User can directly search for the Assets/Findings from the Search field
o  Then user can click on any findings to get more detailed information with solutions and to create ticket for
that particular issue
ACCUKNOX - |
— Asset Group by saved Filters - [E-Y Filter — Public IP Address DDos Protection: eastus ~ medium [} X

il il e ke eseitios AR : et Ensures that DDoS IP Protection is enabled for Microsoft Azure Public P Addresses Avoct

() b [ . T : Asset Type

— en— @ Finding forin resource -

ol it B s N il s issciiasiotichusciall i @ Falling since about 5 day ago, on 06/08/2024 i

© Lastdetected on 11/08/2024 § e

= o Ccompliance Frameworks fgnored
. Tickets Now No
o i s i RO il i Asset Information Savarhy
0|s t DO Medium
O 2 . 45 at DD A
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How to Identify if the VM Disks are not publicly accessible? ®) ACCUKNOX

e To identify if the VM Disks are not publicly accessible in Azure Virtual Machine, Please navigate to Issues -> Findings

o  Select Cloud Findings in findings-type filter

o Choose “Findings” in the group by filter

o  Also, User can directly search for the Assets/Findings from the Search field
O

To get more detailed information and ticket creation user can click on that particular findings

Findings

Slosrigheees fat

ACCUKNOX

Finding

VM Disk Public Access: eastus -

Description
Solution
Ensures that Azure virtual machine disks are not accessible publicly

Disable publ
Assetname Name Risk factor Disable publ

all

virtual machine

n -1 083144 VM Disk Double Encrypti..  Medium https://leam.microsoftcom/er
us/azure/virtual-machir

8 -1108:3144 VM Disk Has Tags: eastus  Low enable-private-links-for-import-

n 2024-08-11 08:3124 VM Disk public Access:..  High Swport-porkat

Compliance Frameworks
1 2024-08-11 08:3kaa VM Disks Deletion Confi..  Low

All the affected assets by this particular finding.

Affected Assets 2
C”Ck on any findings to VieW [0 |‘tostseen Asset Finding Risk Factor Description Status Location
. . ] ) t figh that Azure virtu Active pasty
get more detailed view. :
H O g figh tAzure virtu.  Active sty
2024-08-11 08:3144 VM Disk Public Access High Ensures that Azure virtu Active sastus
2024-08-11 08:3L424 VM Disk Public Access High Ensures that Azure virtu. Active eastus ’%O
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How to Identify if the RDP Port is Open in Azure Network

@
Security Group? ACCUKNOX

e Toidentify if the RDP portis open in Azure Network Security Groups, please navigate to Issues -> Findings

Select Cloud Findings in the findings-type filter.
You can also directly search for the specific Assets/Findings using the Search field.

For more detailed information and to create a ticket, click on the particular finding.
Users can also add notes to a particular finding.

o O O O

Findings
ACCUKNOX openror:eastus [l X
RDP Determine if TCP port for RDP is open to the public Asset
Asetype
@ Finding for i
[0 tastseen Assetname Name Risk factor @ Failing since o on Stotus 7
(@© Lastdetected on 11/ ———
[0 2024-08-1108:31a4 Open RDP: eastus High
compliance Frameworks tgnesed
No
Asset Information Severity #
o g
Tekets
0
ot
I
l B Users can also add multiple cor ts her
confidential and proprietary - limited distribution under NDA




How to Identify if the Recovery Services Vault is Encrypted with

BYOK in Azure?

®) ACCUKNOX

e Toidentify if the Recovery Services Vault is encrypted with Bring Your Own Key (BYOK) in Azure, please navigate

to Issues -> Findings.

(e}

Select Cloud Findings in the findings-type filter.

Choose Findings in the group by filter.

You can also directly search for the specific Assets/Findings using the Search field.
For more detailed information and to create a ticket, click on the particular finding.

Nikhil v

A K Findings knoxcspm
M —
Vault
count Last seen Assetname Name Risk factor 1 Description status Location
| 1 2024-08-11 08:31:24 Recovery Services vault.  High Ensure that Microsoft Az Active centralus
1 High Ensure that Microsoft Az Active east
Active
2024-08-11 08:31:44 Ensures that Key Vaults . Act
2024-08-03 06:50:32 Key Ensures that Key vaults - Act australicea
2024-08-11 08:31:44 Ensures that Key Vaults _  Act australioso
2024-08-03 06:59:32 ey v Ensures that Key Vaults . Active brazilsouth
2024-08-11 083144 Key Vault In Use: brazils Ensures that Key vaults . Act brazilsouth
2024-08-03 06:50:32 v Vault in U ] Ensures that Key Vaults - Activ anada

Getting stortedt Orboaraing

finding

Recovery Services Vault BYOK Encrypted: centralus -

Description

Ensure that Microsoft Azure Recovery Services Vaults have BYOK encryption encbled.

compliance Frameworks

Affected Assets
Risk Factor

Last seen Asset finding

2024-08-11 08:3144 Recovery Services Vault.  High

Description

Ensure that Microsoft Az

Solution

Modify Recovery Service vault and
enable BYOK encryption,
hitps:leam microsoft.com/en-

usazurefbackup/encryption-at-rest-

with-cmk
/ B0 § 2

status Location

Active centralus

]

i) N

-t




How to Identify if the SQL Server Firewall Rule Alerts Monitor is ) ACCUKNOX

enabled in Azure?

e Toidentify if the SQL Server Firewall Rule Alerts Monitor is enabled in Azure, please navigate to Issues -> Findings.
o  Select Cloud Findings in the findings-type filter.
Choose Findings in the group by filter.

O
o You can also directly search for the specific Assets/Findings using the Search field.
o For more detailed information and to create a ticket, click on the particular finding.
o User can also sort the findings based on various parameters like last seen, affected assets count etc.
; ACCUKNOX Findings . solutions Nikhil +
e [ |e—— e g ™
i >cl;)udsg;loi!

Select Fields to filter

count Last seen Assetname Name Risk factor Description :
cloud account

1 2024-07 06:34:18 6167e07f-ec68-40bf-a Active Advisor Recomm. Medium Ensure that all Microsoft.. Cloudtype x  Cloud account x
Risk Factor
Unknown informational  Low High  Critical
Not Available
Ignored Exploit Available
True False True  False
Tickets Is New
Sorting finding based on the last seen - - = -
e False =
Cloud type

azure_subscription

Cloud account

Cloud accaunt

42
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How to Identify if the Microsoft Azure Advisor

@
recommendations are implemented in Azure? ACCUKNOX

e  Toidentify if the Microsoft Azure Advisor recommendations are implemented in Azure, please navigate to Issues -> Findings.
o  Select Cloud Findings in the findings-type filter.
o You can also directly search for the specific Assets/Findings using the Search field.
o For more detailed information and to create a ticket, click on the particular finding.

Findings
SR \G'oup ) | s =
Searc . Active Advisor Recommendations: global = medium [} X
Description Result solution References ource Code Details
Findings ‘
[J ‘rastseen Assetname Name Ensure that all Microsoft Azure Advisor recommendations found are implemented to optimize your cloud Asset
Registry Scan deployments, increase security, and reduce costs. 6167e07f-ec68-49bf-aa2a-c2e2c4d5c3i8
[[] 2024-07-2406:34:16 8167a07f-ac68-40bf-a.. Active Advisor Recommendations: AssetType
compliance

azure_subscription

@ Finding for in resource I

@ Falling since about 1 month ago, on 22/ status /'

(@© Lastdetected about 1 month ago, on 24 ® Active
ignored

Ccompliance Frameworks s

__—
Asset Information —
Modify Severity to some other value

Low
4
Medium

High
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How to Group different findings together in Azure?

®) ACCUKNOX

To Group different findings together in Azure, please navigate to Issues -> Findings.
Select Cloud Findings in the findings-type filter.
You can also directly search for the specific Assets/Findings using the Search field.

After getting the specific finding user can select the findings and click on Group to group findings together.
Later user cfilter findings based on the created groups too.

O O O O

Findings

Cloud Findings

Asset

f

U

4rows selected  Total Recor

Last seen

Assetname

Name

Risk factor

Description

P ——

Add to group x Create a new group

Choose the type of group: o

@® nNewgroup Tesl-gronWZ?{

Back

O existing group

2024-08-19 07:18:05

2024-08-19 07:18:05

2024-08-19 07:18:05

2024-08-19 07:18:05

B167a07f-ec68-40bf-a

B167e07i-ec68-40bf-a.

B167207f-ec68-49bf-a

B167a07f-ec68-40bf-a.

Key Vault In Use: germanywestcentral

Security Contact Additional Email: global

Key Vault In Use: centraluseuap

Azure Bastion Host Exists: centralus

Medium

Ensures that Key Vaults

Ensure Additional email |

Ensures that Key Vaults

Ensure that thera is at L,

2024-08-1

9 07:18:05

2024-08-1

9 07:18:05

2024-08-19 07:18:05

2024-08-19 07:18:05

2024-08-19 07:18:05

B167207f-ec88-40bf-a

f-ec68-40bf-a

6167e07f-ec68-40bf-a

134

Key Vault In Use: switzerlandwest

Azure Bastion Host Exists: eastus

Azure Bastion Host Exists: brazilsouth

Azure Monitor Logs Enabled: global

Postgrasql Flexible Server Logging Enabled: gl.-

confidential and proprietary - limited distribution under NDA

Low

Medium

Medium

Low

Medium

Ensures that Key Vaults

Ensure that there is at |

Ensure that thers is at |

Ensure that Azure Monit.

Ensures Activity Log ale.

Pt
cloudsploit

selact Fielde 1o filter
= |

Group x  Cloudtype x
Risk Factor
informational  Low

Unknown Medium  High Critical

Not Availble

ignored exploit Available
Tue  False Tue  False
Tickets Is New

Tre  False Tue  False
Cloud type

azure_subscription

Group

Test-groupl23 I
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How to Identify if the Storage Account Logging Enabled in Azure? '® ACCUKNOX

e Toidentify if the Storage Account Logging Enabled in Azure, please navigate to Issues -> Findings.
o  Select Cloud Findings in the findings-type filter.
o You can also directly search for the specific Assets/Findings using the Search field.
o For more detailed information and to create a ticket, click on the particular finding.

Findings
? ACCUKNOX
Cloud Findings Asset . =
i Storage Account Logging Enabled: global 1w [ ¢
Storage Account Logging Enabled Description Result solution Source Code Details
Ensures Activity Log alerts for the create/update and delete Storage Account events are enabled Asset
[ stname Name Risk factor t 616707f-ec68-49bf-aa2a-c2e2c4d5c3f8
Asset Type
[] e07-ec88-a0bf-a storage Account Logg Low e @ Finding for in resource | azure_subscription
Failing since about 1 month ago, on 22/07/2024
S 9 ! 9 : status 7/
@© Lastdetected on 19/08/2024
in Progress
Compliance Frameworks 9 active

Exception Requested

Asset Information s] Fixed
“{ User can change status of the issue. > merogrees
id ] 10 2| 218e7! Potentia
- T

waiting 3rd Party

For Verificatior

e 45



How to Identify if the PostgreSQL Flexible Server Logging

@
Enabled in Azure? ACCUKNOX

e  Toidentify if the postgreSQL Flexible Server Logging Enabled in Azure, please navigate to Issues -> Findings.
o  Select Cloud Findings in the findings-type filter.
o You can also directly search for the specific Assets/Findings using the Search field.
o For more detailed information and to create a ticket, click on the particular finding.

Findings solutions . v

cloud Findings Asset Group by saved Filters Filter Apply

s cloudsploit

? ACCUKNOX

select Fields to filter

- Cloud type
[J tseen Assetname Name Risk factor Description

location % Cloudtype x

[0 's-08-19 07380 Azure Bastion Host Exists: italynorth Medium Ensurethatthereisatl. 4 k
PostgreSQL Flexible Server Logging Enabled: global ~ medium [ X

[0 '4-08-19 07180 QL server Firewall Rule Alerts Monitor: global Medium Ensures Activity Log Ale.
= Description  Result  Solution  References  Source Code Details
[0 14-08-19 0718:05 6167e07i-ec68-40bf-a..  Azure Bastion Host Exists: eastus2euap Medium Ensure that thera is at

Ensures Activity Log alerts for create/update and delete PostgreSQL Flexible Server events are enabled. Asset
[ 1+-08-19 07:18:0 8 ec68-a0bf-a.  Azure Bastion Host Exists: norwaywest Medium Ensurethatthere isatl. 4 6167607-ec68- 49bf-aa2a-c2e2c4d5c38
[ '4-08-19 0718:0! [ ec68-40bf-a. Azure Bastion Host Exists: jioindiacentral Medium Ensure that there is at ’ @ Finding for in resource |

@ Falling since about 1 month ago, on 22/07/2024

status /'

" o7 & Bastion Host Exists: southeastas Mediurr sure that there is at £ 9/0!
] 1a-08-19 07:18:0 Azure Bastion Host Exists: southeastasia Medium Ensure that there is o @ tastdetected on19/0 -
[ '4-08-19 07:18:0 Azure Bastion Host Exis! teurope Medium Ensure that there is at | \gnored
3 No
| '4-08-19 07180 Postgresql Flexible Server Logging Enabled: glo..  Medium Ensures Activity Log ale.
Severity /'
= Asset
@) Ask Ada G = 2
[0 14-08-19 0718:05 6167e07i-ec68-40bf-a  Azure Bastion Host Exists: norwayeast Medium Ensure that thera is at 4 =t Medium
Getting storted: Oriooring i
Tickets
<([v][2]l3]la]|>
Reghitry it
Notes
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How to Identify all the findings within the Global region in Azure? ‘®© ACCUKNOX

e Toidentify all the findings within the Global region in Azure, please navigate to Issues -> Findings.
o  Select Cloud Findings in the findings-type filter.
o In the advanced filter add location, then select Global region in location and apply it.
o For more detailed information and to create a ticket, click on the particular finding.

Findings
cloud Findings Asset Group by saved Filters =
cloudsploit
select Fields to filter 3
Location
location x  Cloudtype x [ w~ame Risk factor Description status Location
Risk Factor =
[[J virtual Network Alerts Monitor: global Medium Ensures Activity Log Ale..  Active global
Unknown  Informational  Low High  Critical
[[] admin security alerts Enabled: global Medium Ensures that security al. Active global

Not Available

) _\ [[] Postgresal server Database Logging Enabled:g..  Medium Ensures Activity Log ale..  Active global
Ignored Exploit Available

rue  False True  False [ security Contact Enabled for Subscription Owne..  Medium Ensure that security ale.  Active global
Tickets Is New [ security contacts Enabled: global Medium Ensures that security co..  Active global

True  False Tue  False
[[] satserverFirewall Rule Alerts Monitor: global Medium Ensures Activity Log Ale..  Active global

Cloud type

[[] Postgresal Flexible Server Logging Enabled: glo. Medium Ensures Activity Log ale..  Active global
azure_subscription
. [ Active Advisor Recommendations: global Medium Ensure that all Microsoft..  Active global
Locatior
global
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Compliance failure for Azure CIS Benchmark v2.0.0 ®) ACCUKNOX

e To ldentify CIS failed compliance checks > Navigate to Compliance and select Cloud Asset Summary
e After that choose the cloud account for which you want to assess the compliance posture.

Cloud Assets Summary

# ACCUKNOX
/s Region

compliance D

25 Compliance found Control Assets Description compliance Result
() Reloted Findings - 1.23 Ensure That No Customn Subscripti The principle of least privilege should .. %
o APRA 234 STANDARD a u o torn Subscrif 0 e princip! ast pi ge shoul 100 n “
Cloud Assets Controls: 7 08.7% Compliant
P 1.5 Ensure Guest Users Are Reviewed 0. 0 Azure AD is extended to include Azure . [100 % KN Em
summary
@) Related Findings » 2.1 Ensure That Microsoft Defender f.. 1 Microsoft Defender for DNS scans alln.. |09 .. . .
CIs Azure CIS Benchmarks...
Controls - 5 B e e
Controls :53 98.9% Compliant 2115 Ensure that Auto provisioning of . 1 Enable automatic provisioning of the “ “
@ Reloted Findings » 2118 Ensure Additional email address.. 0 Microsoft Defender for Cloud emailst.. |0 % = [ 0 |
g Related Findings
CIs Azure CIS Benchmark ...
Controls: 77 98.5% Compliant 1 Turning on Microsoft Defender forsQL.. |09 — n
fications
2.7 Ensure That Microsoft Defender fo Turning on Microsoft Defender for Stor. %
ttings ' GAT B Related Findings » FREAIS i gion w — “
Controls: 6 08.7% Compliant 21.8 Ensure That Microsoft Defender f 1 Turning on Microsoft Defender for Co 09 Bl | 0 |
3.11 Ensure Soft Delete is Enabled for A 5 The Azure Storage blobs contain data.. |91 % 5
| (6 Reioted Findings » - m
& California Consumer P...
Getting storted: Onboarding % Controls: 8 98.8% Compliant 3.15 Ensure the "Minimum TLS version 5 ne cases, Azure Storage sets the. 98 % — B
€ Cioud Accounts
&  Clusters 3.1 Ensure that Secure transfer require. 5 Enable data encryption in transit 28 % — m
Reglstry (G Reioted Findings »
COPPA

confidentiaol and oroprietaryv
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Compliance failure for HIPPA Benchmark v2.0.0

®) ACCUKNOX

e To Identify HIPPA failed compliance checks > Navigate to Compliance and select Cloud Asset Summary
e After that choose the cloud account for which you want to assess the compliance posture.

cloud Assets summary

compliance  Detailed View

25 Compliance found

Conuois o

wi.r% Compuant

Related Findings »

Region

control

164.312(a)(1) Access Controls

184.312(e)(1) Transmission s

164.312(2)(2)(ii) €ns

Controls :13

FERPA

Controls: 4 98 compliant
5 Setoted rinangs »

&= FISMA =
Controls: & 98.6% Compliant
o General Data Protectio... i
Controls: 3 902% Compliant
Retotearinngs »

iz HIPAA 0 s
Controls: 5 07.6% Compliont
WIKST  HITRUST CSF Dl

98.0% Compliant

networkacces

storageAccount

Storage A.

storageAccount storage A.

storageAccount

Jsubscrip.

Storage A

FAILED

FAILED.

FAILED.

FAILED.

Fy
K
c

ewall of ea

configure th

sure all Storage A

orage Account

sure all Storage Account

https:/,

https:/ fleam microsoft com/

https:/fleam.microsoft com/

Assets Description compliance] Result
17 Implement technical polic nd pro. 95 m
0 implement hardware, softwars, and/. =
Cloud Assets Summary
10
- Filter Apply
; g A Region Resuit severity
select Fields to
L/ result
complia: Detailed View 2
program_name X result X
O rlugin Asset Message Severity Compliance  Recommended Action Solution Reference Link
program_name
) BaIT " s / /
[m} elmm. [subscrip. immutabi. FAILED enable a data immutability. https://leam.microsoft com/ AR
0 Jsubscrip.  storage A | [T >
FAILED
BarT
[0 blobserviceimm. immutabi FAILED Enable a data immutability. soft com/
Bair
] able a data immutability. am.microsoft. com/
; BaIT
[  blobserviceimm.. fsubserip.  immutabi_ | (S enable a data immutablity..  https:/
" Barr
[m} [subscrip. FAILED Enable a data immutability
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confidential and proprietary - limited distribution under NDA



Compliance failure for ISO 27001 Benchmark

®) ACCUKNOX

e To ldentify ISO 27001 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary
e After that choose the cloud account for which you want to assess the compliance posture.

Cloud Assets Summary

A

compliance

25 Compliance found

9 General Data Protectio...

Controls: 3

Region

Control
| Related Findings >

A10.11 Policy on the Use of Cryptograp.
99.2% Compliant

= HIPAA

Controls:§

AJ21.3 Capacity Management

£ Reloted Fingings

21221 Controls Against Malwg
97.6% Compliant

HIRST  HITRUST CSF

Controls: 13

Al2.4] Event Loggig
8 Relotear

98.9% Compliant fection of Log Information

AJ251 installation of Software on Ope.

AJ126.1 Management of Systems Audit

A126.2 R tions on Software Install

. 1s027001
Controls - 45 90.2% Compliont
soith B Belotsg Fingings
Controls: 6 98.8% Compliant
ol B Ealatsd Findings »

AJ271 Information Systems Audit Con.

A.]2.4.3 administrator and Operator Lo..

Description

A policy on the use of cryptographic c

To get more detatiled view of controls
The use of resources shall be monitor.
Detection, prevention and recovery ¢

Event logs recording user activities, ex

Logging facilities and log information

System administrator and system op.

procedures shall be implemented to

information about technical vulnerab.

Rules governing the installation of sof

Audit requirements and activities inv.

compliance

29 %

Result

497

100

100

0%

99t
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A

mp!

(m]

o 1 1 O O = A s - O v O O <

Cloud Assets summary

ance  Detailed View

Plugin

opentadoopNa.

scalesetMultiaz

identityenabled

blobContainersp.

tisversionCheck

openTelnet

resourceusageli

identityenabled

vmbiskDataEncr.

storageAccount.

Asset

None

None

None

None

None

Jsubscrip.

None

None

Message

No existin.

No existin.

No existin..

No existin

No securi

None of t.

No existin..

No storag.

PASS|

PASSED

PASS|

PASSED

3
i s
8 8 8

severity

High

High

Result

compliance

HITRUST CSF
«22

FISMA

2

Severity

Recommended Action

Restrict TCP port 8020 to kn.

wMultiple zones can only be

enabl m or user-ass

Ensure each blob containe.

sSet the minimum TLS versio,

CP port 23 to kno.

Check if resources are clos.

tem or user-ass:

M Data Disk En

able the HTTPS-only opti.

k-3

solution Reference Link £

Jfleam.microsoft

nttps:/ flearn.microsoft.com/

nttpe:/ fleam.microsoft. com/

nttps:/ fleam.microsoft com/

Jazure.microsoft com

nttps:/ flearn.microsoft.com/

https:/fleam.microsoft.com/

nttps:/ fleam.microsoft com/

/{leam.microsoft com/

nttps:/ flearn.microsoft.com/
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Compliance failure for NIST 800-171 Benchmark

To Identify NIST 800-171 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary
After that choose the cloud account for which you want to assess the compliance posture.

Cloud Assets Summary

A

Region

Compliance Detaile

25 Compliance found

Related Finding >
Korean Financial Ssecu... B tuatearirans;

Controls: 22 93.5% Compliant

- ) Related Findings »
[ LGPD
Controls: 4 00.1% Compliant

NIST 800-171 B etoted rincings >

Controls: 10 00.2% compliant

e ieEeE ) Related Findings >
Controls: 48 00.1% Compliant
g NIST SP 800-53 8 feotedindngs >
Controls: 14 80.2% Compliant
Y aes PCI Related Findings »
pcl

Control

3.1 Risk Assessment

3.12 security Assessment

3.13 system and Communications Pro.

3.14 system and Information Integrity

3.1 Access Control

3.3 Audit and Accountability

3.4 Configuration Management

3.5 identification and Authentication

3.6 Incident Response

3.8 Media Protection

Assets

21

N
@

Description

A systematic process of identifying h..

Implement controls that evaluate ma.

Monitor, control, and protect commu..

Identify, report, and correct system fl

Limit systerm access to authorized us..

Create and retain system audit logs a.,

Establish and enforce security config.

Identify system users, processes actin

Establish an operational incident-han

Protect (i.e. securely store) s

®) ACCUKNOX

Compliance

100 %

99 %

99 %

99 %

n
o
@
c

i H ﬂ H H H H 5

~
o
o
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Assistive Remediation For Azure Risks ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation )
Create Ticket

To Remediate the findings (Approach 1)

Please select a ticket configuration. If you do not have a ticket configuration, please
go to the Integrations page.

e Navigate to Issues > Findings
e Select the finding and create a ticket for it

PostgreSQL Flexible Server Logging Enabled: global ~ medium [ X Close Create Ticket

compliancej X v |

Description Result References Details
Ensures Activity Log alerts for create/update and delete PostgreSQL Flexible Server events are Assex
enabled

Asset Type

Croate Ticket

solutions
azure_subscription
@ Finding for in resource

< Backtoall
/ status /
(© Failing since about 1 month ago, on 22/07/2024 Ticket 1
Acti
© Last detected on 1/08/2024 niActve
ignored Create ticket
Compliance Frameworks No priority
g8 Priority
severity /'
Asset Information Medium Ticket Title *
Tickets
0

B I H &=k %@ emx o

Description Ensures Activity Log alerts for create/update and delete PostgreSQL Flexible Server events are enabled.

Synopsis
Impacted Assets
Asset Port
global
Solution
| Add a new log alert to the Alerts service that monitors for PostgreSQL Flexible Server create/update and delete events, https://learn.microsoft.com/en / -monitor og-alerts I

Plugin output

FAILED, No existing Activity Alerts found 5 2



Assistive Remediation For Azure Risks ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 2)

e Navigate to Inventory > Cloud Assets

e Select the finding and create a ticket for it

Cloud Assets

07/28/24 - 0824 (5)

& Cloud Accounts @ Clusters ® storaae ¢h Functions 8 Database

3 9 0 Findings 2

Group by Data Type Risk Factor Create a ticket
ignored Status Tickets exploit Available @ 5 0 @@ W C
l AZICMA Group. Asset Category S 8
O Asset Lobel Blndinigs fostfaan cats B tostseen Risk Factor  Finding status Ignored Exploit Avail.  Tickets Data Type
[0  aOScd3ca-Bbec-a28c-..  AZICMA 3 2024081 [0 202s-08-n Low security Policy Alerts Enabled: global ~ Active False False 0 cloudsploit
] 760Icf2f-8i0e-49dI-bdc.  AZICMA 2024-08-1 I 2024-08-11 Madium Azure Bastion Host Exists: switzerlandw Active False false 0 cloudsploit I
[0 AzuresackupRo_sastus..  AZICMA 2024-08-0 O 2024-08-n Low Key Vault In Use: brazilsouth Active False false 0 cloudsploit
[0  aureupdateManagem..  AzicMA 2024081} [0 2022-08-n Low storage Account Logging Enabled: glo Active False False 1 cloudsploit
[J  AzreautomationAccou..  AZICMA 2024-08-11 | 2024-08-11 Madium Azure Bastion Host Exists: australiaeas Active False false 0 cloudsploit |

|oran-EndoT-en e ane-ne-n O 2024-08-n Medium Azure Bastion Host Exists: westus Active False false 0 cloudsploit
[0 2024-08-n Medium Azure Bastion Host Exists: northcentral Active False False 0 cloudsploit
m 2MN24-NAR-N e Vau Vet In Liea: nanmmsua st Antiva Falza Falea n Alandeniait



Assistive Remediation For Azure Compliance Failure ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 3)

e From the detailed view of Cloud Asset Summary

e Select the failed compliance and create a ticket for it

storageAccountsHttps X
Description Q Recommended Actions
Ensures HTTPS-only traffic is allowed to storage account endpoints Enable the HTTPS-only option for all storage
Accounts.

@ Finding for in rescurce

Category: Storage
Accounts
Message Details
Storage Account is not configured with HTTPS-only traffic
Asset
solution Reference Link
https://learn.microsoft com/en-us/azure/governance/policy/samples/ensure-https-sterage-account (7
Compliance Frameworks Asset Category
Category: Storage Accounts
g oo my @ @ o e
None
Compliance Sub Controls
Result
UTILIZE SECURITY CONTROLS  IMPLEMENTATION OF CONTROLS  INFORMATION PROTECTION PROGRAM
CONTROL ACTIVITIES: THE ORGANIZATION INTERNALLY COMMUNICATES INFORMATION, INCLUDING OBJECTIVES AND RESPONSIB.. i
PRDS-5  DEAE-l  IMPLEMENT COMPLANT POLICIES & PROCEDURES  INFORMATION SECURITY MANAGEMENT P Y
ENDPOINT PROTECTION 3.8 MEDIA PROTECTION ~ DATA SECURITY AND DATA BREACHES  MP - MEDIA PROTECTION 9
31 ENSURE THAT SECURE TRANSFER REQUIRED IS SET TO ENABLED 313 SYSTEM AND COMMUNICATIONS PROTECTION fgeoint
ATL2 INTENDED DESTINATION OF PIl  NETWORK PROTECTION  TRANSMISSION PROTECTION ~ PRDS-2 A

A10.4 PROTECTING DATA ON STORAGE MEDIA LEAVING THE PREMISES

AI81.4 PRIVACY AND PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION
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®, ACCUKNOX

GCP Risk Assessment

Compliance failure and Misconfiguration



How to identify open SSH port? ®) ACCUKNOX

e Toidentity the if the SSH port open to public with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter
o Search for “open SSH" in the search field

Open SSH: global - = X

Description Result Solution References Source Code Details + Create Tick

Determines if TCP port 22 for SSH is open to the public Asset,

default-allow-rdp

Asset Type
@ Finding for in resource  gcp_compute_firewall | default-allow-rdp gep_compute _firewall
Q@ Failing since about 1 month ago, on 21/07/2024 Statis 2
@© Lastdetected on 07/08/2024 )
® Active
. Ignored
Compliance Frameworks
Coming Soon. » No
. Severity #
Asset Information
e High
i
34250130ec9 Tickets
0
Notes
date_discove z Iadd Comments and Press Ctrl + Enter to Submit
last_seen 7T01:47:20.713477Z
data__id 5951000 Open SSH: global - Z
¥ "data 2]
¥ “stearr
10.0
} Description Result Solution References Source Code

connection_name” : "gep’

Restrict TCP port 22 to known IP addresses., https://cloud.googIe.corn/vpc/docs/usingAfirewolls

mpute.googleapis.com/projects/acet
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How to identify security issues related to compute instance? ‘® ACCUKNOX

e Toidentity the compute instance security issues with the Onboarded Cloud Account, Please navigate to Inventory -> Cloud
Assets
o  Apply GCP account label in the filter
o Choose gcp_compute_instance from the Asset Type filter
o Click on the findings to view the details

Asset details Vulnerabilities

Cloud Assets

® ACCUKNOX nstance-202408

< ¥ 58 ligh
a shaped-infusion-4024 Low
19JUNESS
Dashboard

fost

< Inventory
& Cloud Accounts Bvms

Monday, August 5, 2024 13:32 PM
Cloud Assets

Clusters 4 2 3

Imports

0 0 0 0

Tickets Groups Audit Files Monitors
Issues — —_—

Findings

Registry Scan

.l Compliance 19JUNESS v Group v v gcp_compute_instance v Data type v Region v [

& Runtime Protection

(- Rermaciation Asset Label Last Scan date Asset Category Asset type Monitors Regions

- Monitors / Alerts

o instance-20240802-09 19JUNESS 2024-08-05 Host gcp_compute_instance 0 us-centrall-b
Identity

E) Reports

instance-20240805-110 19JUNESS 1 2024-08-07 Host gcp_compute_instance 0 us-centrall-f

\ Notifications

00O | O s«

instance-20240807-08 19JUNESS 1 2024-08-13 Host gcp_compute_instance 0 us-centrall-a
Settings




Identify compute disk security issue for all the onboarded GCP

®, ACCUKNOX
account?

e To identity the compute instance security issues with the Onboarded Cloud Account, Please navigate to Inventory -> Cloud
Assets
o Choose gcp_compute_disk from the Asset Type filter
o Click on the findings to view the details

Findings

Ticket Configuration v Group by v Data Type v Risk Factor v

Cloud Assets

® ACCUKNOX < Ignored v Status v Tickets v Exploit Available v

Last seen B

Dashboard

< Inventory [0 tLostseen Risk Factor Finding Status Ignored Exploit Avail..  Tickets Data Type

& Cloud Accounts Bvms @ Clusters B storage
Cloud Assets
D 2024-07-25 Medium CSEK Encryption Enabled: us-centrall | Active False False ] cloudsploit
Clusters 4 23 4 35
Imports O 2024-07-25 Low Disk MultiAz: us-centrall Active False False [ cloudsploit
Issues O 2024-07-25 Low VM Disks CMK Encryption: us-centrall | Active False False 0 cloudsploit
. Compliance
D 2024-07-25 Low Disk Automatic Backup Enabled: us-ce¢| Active False False 0 cloudsploit
Runtime Protection
Remediation ; c
Label v Group M Asset Category q - Data type v Region v Tp]
/ Monitors / Alerts
Identity
[0  Asset Label Findings Last Scan date Asset Category Asset type Monitors Regions
© Reports
\ Notifications [0 gke-aryan-cluster-ngi-8ecla. GCP25JAN 2024-07-25 Block Storage gep_comr=rts it ~ ~ mmeen -
; Settings ) I N Asset details Vulnerabilities
[0 gke-aryan-cluster-ngl-8ecla. GCP25JAN 2024-07-25 Block Storage gep_con
[0  gke-aryan-cluster-ng-a452d GCP25JAN 2024-07-25 Block Storage gep_con
[0 gke-aryan-cluster-ng-a452d. GCP25JAN 2024-07-25 Block Storage gep_con
3 [0  gke-ravi-cluster-default-pool. GCP25JAN 2024-08-07 Block Storage gep_con Grsdio Sl 9. 3054 G5 Ak
N ABkAdﬂ hursday, July 25, 2024 07:15 AM
O  instance-2 19JUNESS 2024-08-05 Block Storage gep_con
D instance-20240805-110241 19JUNESS 2024-08-07 Block Storage gcp_con
Groups Audit Files Monitors
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How to identify publicly exposed ports? ®) ACCUKNOX

e Toidentity the if all the ports open to public with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter
o Apply risk factor as “High”
o Select the filters by cloud account

Open All Ports: global e P
Description  Result  Solution  References  Source Code Details . Filter Clear Filter Apply
Determines if all ports are open to the public ALsel
alkow-all Data Type
AssetTyps cloudsploit v
@ Finding for in resource  gcp_compute _fire gep_compute_firewall
o { Select Fields to filter
@ Failing since about 2 day ago, on 05/08/2024 status 7
© Lastdetected on 07/08/2024 ) misc__cloud_account ¥
® Active
5 Ignored Location X Cloud account X
Compliance Frameworks
Coming Soon » No Risk Factor
T — Severity / Unknown Informational Low Medium Critical
c 3d-48e7-b0e5-380e534b4065 Tickets
0 Ignored Exploit Available
True  False True  False
Notes
dd Comments and Press Enter Su Tickets Is New
© True Faise True  False
Location
Location v
- I Cloud account
| ompute.googleapis.com/pro ap X shaped-infusion-402417 <
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How to identify unique findings impacting multiple assets? ®) ACCUKNOX

e  Toidentity the unique findings with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter

o  Apply cloud account filter and select severity as Medium/High/Critical
o  Apply Group by findings filter / e

(
¥ Saved Filters v = IE ¢

Data Type

cloudsploit v

Select Fields to filter

X o X misc_ _cloud_account v
Count Last seen Assethname Name Risk factor Description Status Location
1 2024-08-19 09:08:42 accuknox-cnapp Audit Logging Enabled: global High Ensures that default audit logging is enabled on the orga.. ~ Active global Location X  Cloud account X
5 2024-08-07 07:12:38 gke-ravi-cluster-defaul..  CSEK Encryption Enabled: us-centrall  Medium Ensures Customer Supplied Encryption Key Encryptionis .. Active us-centrall  Risk Factor
Unknown Informational Low
1 2024-08-19 09:08:42 accuknox-cnapp Enable Usage Export: global Medium Ensure that setting is configured to export Compute insta. Active global
= - Not Available
5 2024-07-25 06:56:42 gke-aryan-cluster-ng Instance Automatic Restart Enabled: Medium Ensure that Virtual Machine instances have automatic re Active us-centrall
5 4 7 07:12:3 /i-clustel 5 stance Level SSH Only: us-cel sure: S es ed to allow ec. ctive s-cel i i
5 2024-08-07 07:12:38 gke-ravi-cluster-defaul. Instance Level SSH Only: us-centrall High Ensures that instances are not configured to allow projec Active us-centrall lgnored fxp|0ll Available
5 2024-07-25 06:56:42 gke-aryan-cluster-ng Instance Maintenance Behavior: us-c..  Medium Ensure that "On Host Maintenance” configuration is set to Active us-centrall True False True False
5 2024-07-25 06:56:42 gke-aryan-cluster-ngl Instance Preemptibility Disabled: us Medium Ensure that preemptible Virtual Machine instances do no. Active us-centrall
Tickets Is New
n 2024-08-19 09:08:42 accuknox-onboard Member Admin: global Medium Ensure that IAM members do not use primitive roles such Active global T e 1 :
rue False rue False
1 2024-08-19 09:08:42 k8s-fw-afb2f5d12b65d4. Open HTTP: global High Determines if TCP port 80 for HTTP is open to the public Active global
Location
1 2024-08-19 09:08:42 allow-8080 Open Internal web: global High Determines if internal web port 8080 is open to the public Active global
Location v
2 2024-08-19 09:08:42 default-allow-ssh Open SSH: global High Determines if TCP port 22 for SSH is open to the public Active global

Cloud account
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How to identify multiple issues impacting single assets?

e  Toidentity the unique findings with the Onboarded Cloud Account, Please navigate to Issues -> Findings
Apply Cloud Findings in the filter
Apply Group by Asset filter

® ACCUKNOX

Dashboard
Inventory
Issues
Findings
Registry Scan
I Compliance
Runtime Protection
Remediation
Monitors / Alerts
Identity
Reports
Notifications

Settings

Ask Ada

(o]

O

Findings

ch
Count Last seen Assethame
2 2024-08-19 08:23:45 k8s-fw-a21fb58e85le94.
n 2024-08-19 08:23:45 shaped-infusion-402417
1 2024-08-19 08:23:45 APl key 2
2 2024-08-19 08:23:45 default
1 2024-08-19 08:23:45 79312ad2456f75b0af32.
6 2024-08-05 13:23:07 instance-20240802-089.
1 2024-08-19 08:23:45 GAR-Testing
1 2024-08-19 08:23:45 default
2 2024-08-19 08:23:45 default
2 2024-08-19 08:23:45 assetcovGCPdaty
1 2024-08-19 08:23:45 default-allow-ssh

N —

Name

Open HTTP: global

Excessive Firewall Rules: global

API Key Rotation: global

Private Access Enabled: europe:

Service Account Managed Keys: glob.

Disk MultiAz: us-centrall

Member Admin: global

Flow Logs Enabled: us-eastl

Private Access Enabled: asia-southe.

Dataset Labels Added: global

Open SSH: global

confidential and proprietary - limited distribution under NDA

Risk

High

Medi

Low

Medi

Low

®) ACCUKNOX

Low

Medi

Low

Medi

High

solutions v v
saved Filters v
Tissues found across shaped-infusion-402417
shaped-infusion-402417
Asset ID Asset Type Asset Category
a2790399-c26¢-4a8a-b82a-d2f05f92763d  gcp_project Cloud Account
Location
global
(@ Discovered about 14 day ago, on 05/08/2024
@ Lastdetected on 19/08/2024
Assets B O s
[J lLastseen Asset Finding Risk Factor Description Status Location
O d-infusion-402417  VPC Network Logging: g.. ~ Medium Ensures that logging an..  Active global
[0 2024-08-19 08:23:45 shaped-infusion-402417 ogin Enabled: global  Low Ensures OS loginis ena..  Active global
O 08-19 08:23:45 >d-infusion-402417  Audit Configuration Log..  Low Ensures that logging an..  Active global
O 2024-08-19 08:23:45 infusion-402417 Sinks Enabled: g Low Ensures a log sink is en. Active global
| | infusion-402417 Low Active global
[0 2024-08-19 08:23:45 shaped-infusion-402417 Medium Ensures that logging an..  Active global
=] sion-402417 Low ging an Active global
[J  2024-08-19 08:23:45 infusion-402417 __Audit Logging Enabled High Ensures that default au..__ Active global 61




How to identify unused disk in the onboarded account?

®) ACCUKNOX

e  Toidentity the unique findings with the Onboarded Cloud Account, Please navigate to Issues -> Findings

. . . .
o Apply Cloud Findings in the filter
. . . .
o Apply filter for severity High/Medium
. . o . .
o Search for Disk directly or Use group by findings filter
Findings solutions v
Cloud Findings v Asset v ~ saved Filters v
Search
Count Last seen Assetname Name Risk factor Description Status Location
1 2024-08-19 08:23:45 APl key 1 API Key API Restriction: global Medium Ensure there are no unrestricted API keys available within .. Active global
1 2024-08-19 08:23:45 shaped-infusion-402417  Audit Logging Enabled: global High Ensures
Disk In Use: us-centrall = Medium [/
4 2024-08-19 08:23:45 pvc-3435a2da-503d-4..  CSEK Encryption Enabled: us-centrall  Medium Ensures
e . 5 . :
1 2024-08-19 08:23:45 pvc-3435a2da-503d-4..  Disk In Use: us-centrall Medium Ensure t
1 2024-08-19 08:23:45 shaped-infusion-402417  Enable Usage Export: global Medium Ensure t Ensure that there are no unused Compute disks.
1 2024-08-19 08:23:45 shaped-infusion-402417  Excessive Firewall Rules: global Medium Determi
@ Finding for in resource Iy
3 2024 instance-20240802-09..  Instance Level SSH Only: us-centrall High 8
@© Failing since about 4 day ago, on 15/08/2024
16 2024-08-19 08:23:45 deleteme Member Admin: global Medium ensuret (O Last detected on 19/08/2024
1 2024-08-19 08:23:45 alkow-all Open All Ports: global High Determi .
Compliance Frameworks
>oming Soon.
12 2024-08-19 08:23:45 a39 Open HTTP: global High Determi
Asset Information
1 2024-08-19 08:23:45 default-allow-rdp Open RDP: global High Determi
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ik E

Asset

pvc-3435a2da-503d-47ac-b6f5-43cd1a0351d |

Asset Type

gep_compute _disk
Status 7/
® Active
Ignored

No
Severity /'

Medium

Tickets

0 62



How to identify if service account keys are exposed? ®) ACCUKNOX

e Toidentity the if service account keys are exposed to public with the Onboarded Cloud Account, Please navigate to Issues
-> Findings
o Apply Cloud Findings in the filter
o  Apply risk factor as “medium”
o  Select the filters by cloud account

|Service Account Key Rotation: global = Medium [/ X

Description  Result Solution  References  Source Code Details

Ensures that service account keys are rotated within desired number of days. Ascet
112058931e327bf9c90e653f4{944d!
Asset Type
@ Finding for in resource p_service ount _key | a12058931e327bf9c90e6 Ja9cdbée gep_service_account_key
@© Failing since about 1 month ago, on 21/07/2024 i
@© Lastdetected on 07/08/2024
® Active
" Ignored
Compliance Frameworks
Coming Soon. » No
: Severity #
Asset Information
Medium
|
Tickets
0

Service Account Key Rotation: global = Medium [/

Description Result Solution References Source Code

} : . : :

~ “data__akas": [ Rotate service account keys that have not been rotated in over defined threshold time.,
4 BEF o gpgBap iAol poject EesinaienBpp/a https://cloud.google.com/iam/docs/creating-managing-service-account-keys
data__name’ a12058931e327bf9c90e653f4fC '9aScdbbe
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How to identify service accounts with admin privilege?

®) ACCUKNOX

e Toidentity the if service account keys have admin permissions with the Onboarded Cloud Account, Please navigate to

Issues -> Findings
o Apply Cloud Findings in the filter
o  Apply risk factor as “medium”
o  Select the filters by cloud account

|Service Account Admin: global = Medium [ |

Description Result Solution  References  Source Code

@ Finding for in resource  gc rvice_account | cost-opt-accuknox-cnapp
(@ Failing since about 1 month ago, on 25/07/2024

@© Lastdetected on 07/08/2024

Compliance Frameworks
Coming Soon.
Asset Information

i |

5c9f-404b-ad46-61c024e9be7e

account

17232fbal581e5

228871597

connection_name’ : "gep
¥ “data__akas™: [
gep:/ [iam.googleapis.com/projects/accuknox-cnapp/s.
data__name" : "cost-opt-accuknox-cnapp@accuknox-cnappiam.gservic.
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Ensures that user managed service accounts do not have any admin, owner, or write privileges.

Details

Asset
cost-opt-accuknox-cnapp
Asset Type

gep_service_account
Status #
® Active
Ignored
No
Severity #
Medium

Tickets

Service Account Admin: global

Description Result Solution

Medium

References

Ea

Source Code

https://cloud.google.com/iam/docs/overview

Ensure that no service accounts have admin, owner, or write privileges.,
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How to identify if RDP port exposed to public? ®) ACCUKNOX

e Toidentity the if rdp ports are exposed to public with the Onboarded Cloud Account, Please navigate to Issues -> Findings
o  Apply Cloud Findings in the filter

o  Apply cloud account filter and select severity as High/Critical

Filter Clear Filter Apply
Open RDP: global - &z

X
Description Result Solution References  Source Code Details Data Type
Determines if TCP port 3389 for RDP is open to the public Asaat cloudsploit v
default-allow-rdp
Asset Type Select Fields to filter
@ Finding for in resource firewall | default-allow-rdp

gep_compute_firewall
.
@ Failing since about 8 day ago, on 05/08/2024 e Cloud account

@© Lastdetected on 13/08/2024

o Active )
Location X Cloud account X
5 Ignored
Compliance Frameworks s
Coming Soon No Risk Factor
Asset Information Beus# Unknown Informational Low  Medium l High l Critical I
< o High
Ticket > Not Available
0
i Ignored Exploit Available
id G Ente t True  False True  False
o °®
3 Tickets Is New
sdk_version” : 510
True False True False
Open RDP: global - A
Location
Description Result Solution References Source Code Location ¥

Cloud account

Restrict TCP port 3389 to known IP addresses., https://cIoud,googIe.com/vpc/docs/using—firewolls shaped-infusion-402417 v
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How to identify if Insecure HTTP port are exposed to public? ‘® ACCUKNOX

e Toidentity the if Insecure HTTP port are exposed to public with the Onboarded Cloud Account, Please navigate to Issues ->
Findings
o Apply Cloud Findings in the filter
o Search for “HTTP”

|Open HTTP: global  NetAvailable [/ | X

Description Result Solution References Source Nataile

Affected Assets 7 B D@20

Determines if TCP port 80 for HTTP is

[ Lastseen Asset Finding Risk Factor Description Status L3
@ Finding for in resource
. B 2024-08-07 07:12:38 k8s-fw-afb2f5d12b65d4. Open HTTP: global Not_available Determines if TCP port Active globg
@ Failing since about 2 day ago, on
O Lastdetected on 07/08/2024 [0 2024-08-0706:31:35 default-allow-http Open HTTP: global Not_available Determines if TCP port Active glob
Compliance Frameworks [0 2024-08-07 06:31:35 k8s-fw-ac2a8beb26f13 Open HTTP: global Not_available Determines if TCP port Active glob
Coming Soon.
: [0 2024-08-07 06:31:35 k8s-fw-a59a67f96d242. Open HTTP: global Not_available Determines if TCP port Active globg
Asset Information =
! [0 2024-08-07 06:31:35 k8s-fw-acdc8fd14b474. Open HTTP: global Not_available Determines if TCP port Active globg
[0 2024-08-07 06:31:35 k8s-fw-a9f5{7554e523. Open HTTP: global Not_available Determines if TCP port Active globg
[0 2024-08-07 06:31:35 k8s-fw-a7bla3543427a Open HTTP: global Not_available Determines if TCP port Active globg
[0 2024-08-07 06:31:35 k8s-fw-a39f425adc7f14 Open HTTP: global Not_available Determines if TCP port Active globg
[0 2024-08-07 06:31:35 k8s-fw-aa54587732da3. Open HTTP: global Not_available Determines if TCP port Active globf
[0 2024-08-07 06:31:35 k8s-fw-a2ifb58e851e94. Open HTTP: global Not_available Determines if TCP port Active globt
¥ "data_ [ [ __2024-¢ KRs-fi-aoaREREC2ad Onen HIIP- alohal Nat_avgilable Datarmings if TCP nort Active, Ak
g mpute.googleoy
1 otal Records: 13 1
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How to identify if logging is enabled for storage?

e Toidentity the if logging is enabled for storage with the Onboarded Cloud Account, Please navigate to Issues -> Findings

o  Apply Cloud Findings in the filter
o  Search for “Storage”

Storage Permissions Logging: global =~ Medium [/

Description Result Solution References Source Code

Ensures that logging and log alerts exist for storage permission changes

@ Finding for in resource gcp >ct | accuknox-cnapp

(@© Failing since about 1 month ago, on 20/07/2024

(@© Lastdetected on 07/08/2024

Compliance Frameworks
Coming Soon

Asset Information

595-3a5e-47ac-8cba-c98768101d23

ts_count”: 0

data_type

connection_name’ : 'gcp

~ "data__aka [
gcp://[compute.googleapis.com/projects/accuknox-cna...
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Details + Create Ticket

Asset

accuknox-cnapp

Asset Type
gcp_project
status 7

® Active

Ignored
2 No
Severity #

Medium

Storage Permissions Logging: global = Medium [/
Description Result Solution References Source Code

Ensure that log metric and alert for storage permission changes.,
https://cloud.google.com/logging/docs/logs-based-metrics/

®) ACCUKNOX
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How to identify if instance are allowed project-wide SSH? ®) ACCUKNOX

e Toidentity the if instance are allowed to SSH project-wide with the Onboarded Cloud Account, Please navigate to Issues ->
Findings
o Apply Cloud Findings in the filter
o Search for “SSH"

| Instance Level SSH Only: us-centrall - (24} | X

Description Result Solution References Source Code Details + Create Ticke!

Ensures that instances are not configured to allow project-wide SSH keys Asset

gke-ravi-cluster-default-pool-adad9155-kdxw

Asset Type
@ Finding for in resource gcp_compute_in: e | gke-ravi-cluster-default-pool-adad9155-kdxw gep_compute_instance
@© Failing since about 1 day ago, on 06/08/2024 S 2
@© Lastdetected on 07/08/2024 )
® Active
2 Ignored
Compliance Frameworks
Coming Soon. ) No
s Severity #
Asset Information
® High
g |
d" : "784870b9-1088-405(-8fb7-be o7 Tidkets

Instance Level SSH Only: us-centrall - 4

Description Result Solution References Source Code

Ensure project-wide SSH keys are blocked for all instances.,

‘connection_name” : "gep

! https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys

¥ "data__akas™: [

‘gcp:/ [compute.googleapis.com/projects/accuknox-cna...

] 68
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Compliance failure for CIS Benchmark ®) ACCUKNOX

To Identify CIS failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

Cloud Assets Summary solutions v v
® ACCUKNOX
| > accuknox-cnhapp | GCP25JAN | v Region v
Dashboard
foventory, Compliance Detailed View
Issues
Compliance 25 Compliance found Control Assets Description Compliance
Baselines Related Findings -
(-E FISMA 111 Ensure that Separation of duties is 0 It is recommended that the principle 100 %
CSPM Executive Controls : 4 81.6% Compliant
Dashboard
1.1 Ensure that corporate login credent. 0 Use corporate login credentials inste. 100 %
Cloud Assets Zon Related Findings >
Summary | CIS GCP CIS Benchmark...
14 Ensure that there are only GCP-ma. User managed service accounts shou,
. X Controls : 48 80.6% Compliant
Runtime Protection v
1.5 Ensure that Service Account has n 4 account is a special Google

Remediation

= @ Related Findings >
(Cis  ecpcisBenchmark.. B Reedtnde

Monitors / Alerts

o
o
@
c

1sure that IAM users are not assig 0 Itis recommended to assign the Servi 100 %
Controls : 72 84.8% Compliant
Identity
Reports 1.7 Ensure user-manage: 18 Service Account keys consist of a key 26 %
Rolatod Findings >
; General Data Protec...
Notifications .
- " 1.8 Ensure that Separation of duties is 0 It is recommended that the principle 100 %
Controls: 3 64.1% Compliant
Settings
210 Ensure that the log metric filter an. 0 It is recommended that a metric filter
Rolated Findings >
HIPAA
Controls: 4 89.7% Compliant 211 Ensure that the log metric filter an, 0 It is recommended that a metric filter 100 %
Ask Ada €D 21 Ensure that Cloud Audit Logging is .. 0 It is recommended that Cloud Audit L. | 0%
= Related Findings > =~
HTRUST ~ HITRUST CSF
Getting started: Onboarding
© Controls : 12 80.1% Compliant nsure that sinks are confiqured fo 0 Itis recommended to create a sink th 0%
|
C? tal R 1 231>
©
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Compliance failure for ISO 27001 Benchmark ®) ACCUKNOX

To Identify 1ISO 27001 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

Cloud Assets Summary solutions v 4 v

ACCUKNOX

|3 accuknox-cnapp | GCP25JAN | v Region v

95 Dashboard

Inventor ;
. Compliance  Detailed Vie
& Issues
Compliance 25 Compliance found Control Assets Description Compliance Result
Baselines Controls : 12 80.1% Compliant
A10.11 Policy on the Use of Cryptograp.. 1 A policy on the use of cryptographic c.. 97 % KN [ 35 |
CSPM Executive
Dashboard Related Findings >
IS 1SO 27001 A10.12 Key Management A policy on the use, protection and lif 100 % n
Cloud Assets Controls : 30 80.2% Compliant
Summa - Compliance  Detailed View s
i A.12.21 Controls Against Mal =
R 1SO 27017 [@ Related Findings > ]  Plugin Asset Message Result Severity Compliance Recommended Action Solution Reference Link
A L4 A12.3. Information Backup
@ Remediation 8 : KOREAN FINANCIAL SECU g
= Controls: 6 5.6% Compliant [0 flowLogsEnabled projects/ac..  The subnet m Enable VPC flow logs for each VPC subnet https://cloud.google.com/vpc/docs/using-fi
w
|~ Monitors / Alerts A2
Al124
O None No log metr. FISMA  +19 Ensure that log metric alert exist for VP.
Identity Related Findings >
0 1SO 27018 o N KOREAN FINANCIAL SECU = )
T A12.4.3 Administrator and ¢ OJ nesubnet . | (TR e Enable VPC flow logs for each VPC subnet  https:/
port Controls: 5 61.4% Compliant
KOREAN FINANCIAL SECU :
Notifications [0 flowlogsEnabled o | e ! Enable VPC flow hittps://ct gl
A12.7.1 Information Systems H2
Settings 3 i [@ Related Findings > o ot KOREAN EINANCIALSECT 6 VPC flow i Saeh VG
Korean Financial Se. a pro ot 2% e VPC flov foreach veC
A13.11 Network Controls
Controls : 16 80.9% Compliant O proje Logging soc3 a4 abled on all Kuber.
Al3.1.3 Segregationin Netwt [ fiowtogsenabled projec ubnet KOREANFINANCIALSECY - £nable VPC flow logs for each VPC g-fl
Related Findings > gt
LGPD @ KOREAN FINANCIAL SECU
BETA - floy ojects/ - w logs for each VPC subne
(@) Ask Ada D N . . A1321 Information Transfer projact = W s foreac ubnet
~ Controls : 3 80.5% Compliant
KOREAN FINANCIAL SECU o oo for
&= [ Faeo | s Enable VPC flow logs for ea
A13.2.3 Electronic Messaain
Rolatod Findings > OREAN FINANCIAL SEC
u e lated Findings ‘ [  flowLogsEnabled suonet . | (ENEEY KOREANFINANCIALSECY Enable vPC flow logs for each VPC subnet
Total Re W
mn flowLoasEnabl projects, The subnet m i E le VPC flow loas for each VPC subnet oud.google.com/vpc/docs q-fl

SSRdy
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Compliance failure for PCI DSS Benchmark ®) ACCUKNOX

To Identify PCI DSS failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

3 accuknox-cnapp | GCP25JAN N Region v

Compliance Detailed View

25 Compliance found Control Compliance Result
Lonuors: s s1./% Lomprant
storagePermissionsLogging [ X
Requirement 10 - Tra 9 9ging [
@ RelatedFindings > - .
@ NIST CSF 8 Relctedrindngs Bescription Q Recommended Actions
Requirement 11 - Test
Controls : 32 80.6% Compliant Ensures that logging and log alerts exist for storage permission changes Ensure that log metric and alert for storage
permission changes
Requirernent ] - Firew @ rinding for in resource  Category: Logging  None
[@ Related Findings >
g NIST SP 800-53 8
Requirement 2 - Defq| Details + Create Ticket
Controls : 13 81.3% Compliant Message Je

No log metrics found

Requirement 3 - Cart

Asset
e PCI Related Findings > Solutl(/)n Reference LlnI; / / None'
htt loud I I docs/logs-based-metri 2
Requirement 4 - Encr ps://cloud.google.com/logging/docs/logs-based-metrics/ 4 Asset Category
Controls: 8 95.4% Compliant _ N
Compliance Frameworks ategony:Logging
Requirement 6 - Sec = Region
[ RolatedFindings > HITRUST [ - 1 \
@ soc 2 Type Il B8 o ‘f’ HTRUST &g, e ( @) a4 None
i = Result
Controls : 10 84.9% Compliant Requirement 7 - Resti

Compliance Sub Controls m

AJ2.4.3 ADMINISTRATOR AND OPERATOR LOGS ~ ACCESS PERMISSIONS  INCIDENT MANAGEMENT

Severity
PERFORM CONTINUOUS MONITORING ~ RS.AN-3  A12.4.1 EVENT LOGGING ® Medium
CLD.13.1.4 ALIGNMENT OF SECURITY MANAGEMENT FOR VIRTUAL AND PHYSICAL NETWORKS
Account

1A - IDENTIFICATION AND AUTHENTICATION 164.312(B) AUDIT CONTROLS ACCESS CONTROL
&) accuknox-cnapp
A16.1.7 COLLECTION OF EVIDENCE DE.CM-7

2.10 ENSURE THAT THE LOG METRIC FILTER AND ALERTS EXIST FOR CLOUD STORAGE IAM PERMISSION CHANGES
A10.3 CONTROL AND LOGGING OF DATA RESTORATION 13.1.4 PROVISIONING FUNCTIONS

DATA PROCESSING RECORDS 3.14 SYSTEM AND INFORMATION INTEGRITY

ARTICLE 30 - RECORDS OF PROCESSING ACTIVITIES REQUIREMENT 10 - TRACK ACCESS INTERNAL AUDIT
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Compliance failure for SOC 2 Benchmark ®) ACCUKNOX

To Identify SOC 2 failed compliance checks > Navigate to Compliance and select Cloud Asset Summary

> accuknox-cnapp | GCP25JAN v Region v

Compliance Detailed Vie

25 Compliance found Control Assets Description Compliance Result
Controis : 8 81./% Compliant
Al o s i s L —e
Compliance Detailed View
@ Rolated Findings >
g NIST CSF 8 AL2
Controls : 32 80.6% Compliant ] Plugin Asset Message Result Severity Compliance Recommended Action Solution Reference Link :
cc21 ' /
[:I privateAccessEnabled projects/ac. Subnet doe. m NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.com/vpc/docs/configu
Related Findings >
g NIST SP 800-53
CCs.
Controls : 13 8l [0 privateAccessEnabled projects/ac. NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.com/vpc/docs/configu
CC6.1 ; y
< O privatea Enabled projects/ac. NISTCSF  +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.com/vpc/docs/configu
olated Findings =
PCI
CC6.2 . ;
Controls : 8 95.4% Compliant [0 privateAccessEnabled projects/ac. Subnet doe. m NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.co pc/docs/configu
cce3 - ’
Rolated Findings > [:] privateAccessEnabled projects/ac. Subnet doe. m NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.goog pc/docs/configu
SOC 2Typel ll
Controls : 10 84.9% Compliant pe / / )
= : [J privateAccessEnabled projects/ac. NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.com/vpc/docs/configu
CC6.7 ,
soc3 olated Findings > D privateAccessEnabled projects/ac. Subnet doe. m NIST CSF +15 1 r the VPC Network service. 2. Enter the. https://cloud.google.com/vpc/docs/configu
Controls: 5 9.1% Compliant ccr y , ,
[0 privateAc nabled projects/ac. bnet doe m NIST CSF +15 1. Enter the VPC 2. Enter the. https://cloud.google.com/vpc/docs/configu
[0 privateAccessEnabled projects/ac. Subnet doe. m NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. https://cloud.google.cor onfigu
[:I privateAccessEnabled projects/ac. Subne m NIST CSF +15 1. Enter the VPC Network service. 2. Enter the. //cloud.google.com/v onfigu
[ osLoainEnabl None 0S login mm LGPD  +I5 Set enable-osloain in project-wide metad. https://cloud.google.com/compute/docs/in:

F 1 2 72
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Assistive Remediation For GCP Risks ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation x
Create Ticket

To Remediate the findings (Approach 1)

Please select a ticket configuration. If you do not have a ticket configuration, please
go to the Integrations page.

° Navigate to Issues > Findings
° Select the finding and create a ticket for it

Open SSH: global - @& Close

Description Result Solution References Source Code Details

compliancej X v

Asset

Determines if TCP port 22 for SSH is open to the public Create ticket

default-allow-ssh

Priority
AssetType Priority g
@ Finding for in resource | default-allow gcp_compute_firewall
Ticket Title *
Faili in 1 month n 21/07/2024
@© Failing since about 1 month ago, on 21/07/20! Statiis 7 Sen S gioba
@© Lastdetected on 07/08/2024 5 -
® Active Ticket Description
BIH =k == oDz e
; Ignored
Complmnce Frameworks Description Determines if TCP port 22 for SSH is open to the public
Coming Soon No
Synopsis
" Severity /' Impacted Assets
Asset Information 4 £
{ ® High Asset Port
A7-1b ? T default-allow-ssh global
bc6236 Tickets

Solution
Nptite firawall 0 Restrict TCP port 22 to known IP addresses,, https://cloud.google.com/vpc/docs/using-firewalls

Plugin Output

FAILED, Firewall Rule:(default-allow-ssh) has SSH: TCP port 22 open to 0.0.0.0/0 7 3
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Assistive Remediation For GCP Risks ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 2)

e Navigate to Inventory > Cloud Assets

e Select the finding and create a ticket for it

19JUNESS X v Group 04 Asset Category v Asset type v Data type 0% Region v C [

[ Asset Label Findings Last Scan date Asset Category Asset type Monitors Regions
D shaped-infusion-402417 19JUNESS 1 2024-08-07 Cloud Account gcp _project 0
D 034cf065fb4447e2908a. 19JUNESS 2024-08-07 IAM gcp_service_account_k 0 global
D 0e07d3724576623009d 19JUNESS B R e o e e
Findings 2
Search
complianc v Group by v Data Type v Risk Factor v
Ignored v status v Tickets v Exploit Available v @ @

Last seen 6

B lostseen Risk Factor Finding status ignored Exploit Avail..  Tickets Data Type
2024-08-07  Medium VPC Network Logging: global Active False False 0 cloudsploit
O 2024-08-07  Low 05 Login Enabled: global Active False False 0 cloudsploit
O 2024-08-07  Low Audit Configuration Logging: global  Active False False 0 cloudsploit
O 2024-08-07  Low Log Sinks Enabled: global Active False False o cloudsploit
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Assistive Remediation For GCP Compliance Failure ®) ACCUKNOX

AccuKnox offers solution reference links to assist with the remediation
To Remediate the findings (Approach 3)

e From the detailed view of Cloud Asset Summary
e Select the failed compliance and create a ticket for it

serviceAccountManagedKeys

Description © Recommended Actions
Ensures that service account keys are being managed by Google. Ensure all user service account keys are being
managed by Google

@ Finding for in resource

Category: projects/shap: sion-402417/

g @shay usion-
1AM 402417jam.gs unt. 77980ef0397fbe3e31d16d0d3clec0c09d
Message Details
The user service account key is not being managed by Google
Asset

Solution Reference Link projects/shaped-infusion-402417/serviceAcc
https://cloud.google.com/iam/docs/creating-managing-service-account-keys 3 ounts/gar-test@shaped-infusion-402417.iam.
gserviceaccount.com/keys/eb5del7798aef03

Compliance Frameworks | %
(as ms @ (as Create Ticket
\ ¥

Compliance Sub Controls

1.4 ENSURE THAT THERE ARE ONLY GCP-MANAGED SERVICE ACCOUNT KEYS FOR EACH SERVICE ACCOUNT

Please select a ticket configuration. If you do not have a ticket configuration, please

AUDIT LOGGING AND MONITORING  ARTICLE 25 - DATA PROTECTION BY DESIGN AND BY DEFAULT go to the Integrations page.

1.4 ENSURE THAT THERE ARE ONLY GCP-MANAGED SERVICE ACCOUNT KEYS FOR EACH SERVICE ACCOUNT

testcompliance X v
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®, ACCUKNOX

Integrations



How to do CSPM ticketing Integration with Jira Cloud? [1] ‘® ACCUKNOX

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to
Settings->Integrations-> CSPM > Add connector

1. Choose Jira Cloud as the connector and Click Next.

Add Connector

Type*

Fype

Email Backend
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How to

do CSPM ticketing Integration with Jira Cloud? [2] ®' ACCUKNOX

° Fill all
a.
b.
C.
d
° Form
Jira Cloud

Nome*

secret*

-] Is Jira admin

the necessary fields and test the connection before saving the integration.

Integration Name: Enter the name for the integration. You can set any name. e.g., Test JIRA

Service Desk URL: Enter the site name of your organisation. e.g., https://jiratest.atlassian.net/

User Email: Enter your Jira account email address here.e.g., jira@organisation.com

Token: Enter the generated Token here from https://id.atlassian.com/manage-profile/security/api-tokens. .e.g.,
KRVXXXXXXXXXXXXX39.

ore detailed steps refer to the Accuknox help documentation.

Help

service Desk URL* Email *

confidential and prop

78

rietary - limited distribution under NDA


https://help.accuknox.com/integrations/jira-cloud-cwpp/

How to do CSPM ticketing Integration with ServiceNow? [1] ®) ACCUKNOX

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to
Settings->Integrations-> CSPM > Add connector

° Choose ServiceNow as the connector and Click Next.

Add Connector
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How to do CSPM ticketing Integration with ServiceNow? [2] ®) ACCUKNOX

e Fill all the necessary fields and test the connection before saving the integration.

a. Integration Name: Enter the name for the integration. You can set any name. e.g.,MyServiceNow
b. ServiceNow URL: The URL of the ServiceNow instance. e.g. https:/my-instance.service-now.com
C. Instance Username: The Username associated with the instance. e.g.,admin

d. Secret: The current password of the instance.
e For more detailed steps refer to the Accuknox help documentation.

ServiceNow Help @

Name *

Username *

Seinen
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https://help.accuknox.com/integrations/servicenow/

How to create default template for ticket creation? [1] ®) ACCUKNOX

After integrating with a ticketing tool like Jira, ServiceNow etc. User can create default templates for the
tickets that they create for that Navigate to Settings->Ticket Template-> Add template

Ticket Templates

# ACCUKNOX

I Add template -+ I

[0 nName Type

[0 nootalist software Template Data-List

wﬁm Misconfiguration Finding
[0  iac scan vulnerability Finding .

[0 saseline Template control

[0 vulnerability (Group by Finding) \ Finding
lList of all templat i

[ compliance Template

[0 registry scan vulnerability Finding

Ticket Template \

@\ Ask Ada €20

Getting stortedt Onbooraing

Clcud Accounts > v 7 F i o page: 20~ 1
Clusters

Registry

81



How to create default template for ticket creation? [2] ®) ACCUKNOX

e Fill all the necessary fields and test the connection before saving the integration.
a. Name: Used for easier access to templates in configurations.

b. Data Type: Associates the template with a selected data type (e.g., vulnerability) for availability on specific pages.
C. Title Template: Generates ticket titles in the ticketing system by populating variables.
d. Dynamic Template: Formats and combines data for multiple objects within a group.
e. Static Template: Applies consistent data (e.g., solution or description) across a group with similar findings.
Ticket Template ,,,H “ ot
{{ vuinerability.description }}
—— _synopsis =

{{ vuinerabilitymisc.synopsis }}

__Impacted Assets__

Vulnerability (Group by Finding)

Data type (@) *

Finding {{ vulnerability.solution }}
__Plugin output__
.

Title template ) {{tool_output }}

Dynamic template: ()

B IH “iE=E %S@2 ®O0OX @ /

| {{asset}} |{{location}} |

{{vulnerability}}

82
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®, ACCUKNOX

Reporting



Report Generation ®) ACCUKNOX

After getting the findings data populated, a report can be generated for all the misconfigurations or a specific
compliance across cloud accounts

° Navigate to Reports -> CSPM & Select Generate CSPM Instantaneous Report
e Specify, Name, Description and Select the Cloud accounts to report on

CSPM

- solutions v Solutions v
® ACCUKNOX !

©, Search
Generate CSPM Instantaneous Report 4

88 Dashboard

CWPP CSPM Custom
Inventory
Configuration
Issues
dfCompliance CSPM Report - On Demand
Runtime Protection Name * Description *
Remediation Month;y Report Cloud Assessment Report for the month of J¢
Monitors / Alerts @ select Cloud Accounts
Identity
2 {Select Cloud Account ~ J
Reports
O O Select All ade detailed ticket summary
Notifications

ickets raised to cloud misconfiguration will be included in the
A\ 6167607f-ec68-49bf-aa2a-c262c4d5c38 | AZURE22JULY prt

O
<
O 3aws 735362266271

O aws 975050082972 | AWS5G

O 3 shaped-infusion-402417 | 19JUNESS
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Report Generation ®) ACCUKNOX

e Select Compliance Report(Only checks from single framework are included) or Misconfiguration Report
e Include Asset Summary and Ticket Summary as required & click on Generate Report

Cloud Security Posture

e Select the Compliance Program Management Report
Prepared by :

® ACCUKNOX

Prepared for :  solutions
O Compliance Report (Only one compliance @ Cloud Account Mi

selection allowed)

onfiguration Report Period

Summary
Title : Month;y Report
Select All Description : Cloud Assessment Report for the month of January
<. APRA 234 STANDARD Cloud Account : /A 6167007f-ec68-49bf-aa2a-c2e2c4d5c38 | AZURE

aws 735362266271 | AWS
cis AWS CIS Benchmark v1.4.0 )
aws 975050082972 | AWS

cis AWS CIS Benchmark v1.5.0 ©) shaped-infusion-402417 | GCP

aws 956994857092 | AWS
cs  AWS CIS Benchmark v2.0.0 ‘

) accuknox-cnapp | GCP

Include detailed asset summary Include detailed ticket summary
Total Cloud Accounts Total Findings Checks Passed Total Assets with
The top 50 misconfigurations will be included. For more details, please check the Cloud Asset Summary All Tickets raised to cloud misconfiguration will be included in the Findings
Page. report.
N p 5 2515 7000 / 9515 3087
2 Active ® 3 Disconnected
Generate Report
o Overall Compliance
Compliance Percentage ¢
General Data Protection Regulation (GDPR) EU Korean Financial Security Agency Guidelines
(680) (1369)
® failed (366) ® failed (315)
warning (0) warning (12)

Checks scanned

® passed (314) ® passed (1042)
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®, ACCUKNOX

CNAPP

(Cloud Native Application
Protection Platform)



CNAPP Dashboard with onboarded Cloud, Clusters & Containers

®) ACCUKNOX

ACCUKNOX

Dashboard
Inventory
Issues

.l Compliance
Runtime Protection
Remediation
Monitors / Alerts
Identity
Reports
Notifications

Settings

) Ask Ada

CNAPP Dashboard

Findings
2119 Total Open Findings @2% @s5* @ az% @0 34
-

Top 3 Asset Categories with

Findings

@ ows_account
aws_s3_bucket Toralfincings

Host_Scan_Host

1285 Total Assets Scanned

Image Risk Assessment

2360 Total Vulnerabilities
@ Critical (168)

Medium (705)

Negligible (19)

Top 5 K8s External Egress/Ingress Workloads

o

211475 Total External Connections ngress 70.9 % Egress

90.8k

13.8k
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9.1 %

Top 3 Cloud Accounts with Failed Controls

azure_subscription-6167e07f-ec68-49bf-aa2a-c2e2c4d5c3f8

gep_project-shaped-infusion-402417

aws_account-975050082972

Assets with findings

Image Severity Distribution

12 Total Images

@ Critical (6) @ High (7)
Medium (12) Low (12)

Negligible (2) @ No issue (0)

Total Malware: 0 Total Sensitive Data: 1

Top 5 Namespace Specific Alerts

® nginx

9
Total Alerts wordpress-mysql

solutions v

Compliance Status

APRA 234 STANDARD-93.4%

AWS CIS BENCHMARK V1.4.0-44.6%

AWS CIS BENCHMARK V1.5.0-40.7%

AWS CIS BENCHMARK v2.0.0-41.7%

@ failed Warning @ Passed

Runtime Policies Assessment

Discovered Custom Hardening

@ Active:0
stivero
Total policy ® Inactive: 94

Changed: 1

Top 10 Alerts by Policy

pending: 0

gnored: 0

2Ist Jul 2024 22nd Jul 2024

M harden-wordpress-pkg-mngr-exec

harden-nginx-remote-services [l harden-nginx-write-etc-dir

prose i in
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