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Nessus Integration Prerequisites

AccuKnox will require the following details to be able to integrate with Nessus and
fetch the results:
e URL of nessus deployment - The URL that is used to access the Nessus
deployment (Eg: http://nessus.accuknox.com:8834)
e Access Key
e Secret Key
The access and secret keys are generated in the Nessus Instance:

. Otenable NessusEssentials ~ Scans Settings
e Switch to the

S t t t b SETTINGS My Account
ettings tab, 0 oo
n avi g ate to My o Advanced Account Settings API Keys
®
Acco u nt e AP I = API Keys are used to authenticate with the Nessus REST API (version 6.4 or greater) and passed
Ps with requests using the "X-ApiKeys" HTTP header. For more details, see the A
keys a n d Cl ICk O n a NOTICE: API Keys are only presented upon initial generation. Please store them in a safe location
G o as they can not be retrieved later and will need to be regenerated if lost.
enerate . |
. Py
. CO py the Generate

ACCOUNTS

generated keys. PR v




Nessus Integration Prerequisites

e FolderID

Fetch the Folder ID from the Nessus Deployment where the scan results are stored:
1. Navigate to the Scans tab and select the folder where the scan results are stored
2. Inspect the page: (ctrl+Shift+J on Windows)

a . M Ove to N etWO rk Otenable NessusEssentials ~ Scans Settings

tab FoupErs My Scans import | NewFolder | @ NewsScan
b. Select an entry

with the folder _id e —

variable S My Basic Network Scan o Demant ei30 Bt 1i06 B

Systems, Here's... Webapp scan test On Demand April 30 at 12:59 PM

c. Select the Preview
tab

d. Note the id next to , scronvis @) ) o)) (= e
the name of the S
folder (In the
below screenshot
case, the scans

My Host Discovery Scan On Demand April 30 at 12:50 PM

mory  Application  Security Lighthouse  Recorder Perforn ights

last_modification_d:

are stored in “My o e
Scans” Folder and ™

the id for it is “3”) () AcCUKNOX



Nessus Integration

Method 1: When the Nessus URL is accessible from the AccuKnox SaaS

Forward the gathered prerequisites to AccuKnox team along with the desired scan
interval and the integration will be done in the platform from the backend.

Method 2: When the Nessus URL is not accessible via the AccuKnox SaaS

(In case of On Prem Nessus without internet access)
e Create a label from the AccuKnox platform
e CSPM base URL will be:
o https://cspm.demo.accuknox.com
(In case of demo)
o hitps://cspm.accuknox.com
(In case of SaaS subscription)
o hitps://cspm.<your-domain>
(In case of On Prem AccuKnox)



https://cspm.accuknox.com
https://cspm

Nessus Integration

e Instead of the AccuKnox platform connecting to Nessus and fetching the results, the
results from Nessus can be fetched and forwarded to the AccuKnox platform.

e This will only require outbound connectivity via the Firewall from the Nessus deployment
to the AccuKnox SaaS via port 443.

e The data exporter is provided as a docker image available here

e Replace the $values in the below command and run on a machine that has docker
installed and can reach the nessus deployment.

docker run --rm -it \ _ -
-e nessus url=$nessus url \ e After running the command, a message “File

-e folder_id=$folder id \ Received Successfully” is shown

-e nessus_access_key=$access_key \ e After this message is confirmed, wait for a
-e nessus_secret_key=$secret_key \ few minutes and the results will be visible on
the AccuKnox platform

-e CSPM_BASE_URL=%cspm_url \
-e label=%label \

-e internal_tenant_id=$tenant_id \
-e ARTIFACT_TOKEN=%token \
accuknox/nessus:v1

() AcCUKNOX


https://github.com/accuknox/accuknox-jobs/tree/main/nessus-job

AccuKnox can integrate with Nessus to provide host scanning capabilities for the

Hosts such as Windows, Unix and Linux machines.

To view the results
that were
aggregated from
Nessus, navigate to
Issues — Findings
and select the Filter
as Host-Endpoint
Findings

® ACCUKNOX

Dashboard
Inventory
e Issues
Findings
Registry Scan
.l Compliance
% Runtime Protection

&) Remediation

- Monitors / Alerts

Identity
=] Reports
[\ Notifications

&5 Settinas

o
(@) Ask Ada >

Getting started: Onboarding X

©  Cloud Accounts >

& Clusters >

Findings

[ Host-Endpoint Findings ~ ] Asset

O/ 0|0

Container Image Findings

CIS K8s Benchmark
Findings

Host-Endpoint Findings
Cloud Findings

Static Code Analysis
Finding

laC Findings
AWS SecurityHub Findings

Cluster Findings

2024-08-0717:24:50

2024-08-0717:24:50

2024-08-0717:24:50

2024-08-0717:24:50

Assetname

10.0.0.167(agent-name)

10.0.0.167(agent-name)

10.0.0.167(agent-name)

10.0.0.167(agent-name)

10.0.0.167(agent-name)

10.0.0.167(agent-name)

10.0.0.167(agent-name)

Name

Ubuntu 16.04 LTS / 18.04 ...

Ubuntu 14.04 LTS / 16.04 ...

OpenssL 11.0 < 11.0j Mult...

Ubuntu 20.04 LTS / 22.0..

Ubuntu 20.04 LTS / 22.0..

ubuntu 16.04 LTS / 18.04 ...

OpensSsSL 1.0.1 < 1.0.1e Info...

Group by

Risk factor

High

Medium

Medium

High

Critical

Medium

Low

solutions v

Description

The remote Ubuntu 16.0...

The remote Ubuntu 14.0...

According to its banner,...

The remote Ubuntu 20.0...

The remote Ubuntu 20.0...

The remote Ubuntu 16.0...

According to its banner,...

1 2 3

Accuknox v

Saved Filters v

Status

Active

Active

Active

Active

Active

Active

Active

4 5

=
S=1C

() AcCUKNOX



Nessus Scan - Thunderbird vulnerability on Linux

Click on the findings to show more information about the vulnerability associated with
the Host. There are a set of critical CVEs associated with Thunderbird

Ubuntu 20.04 LTS / 22.04 LTS [ 23.04 [ 23.10 : Thunderbird vulnerabilities (USN- - 2 <
6468-1)
Description Result Solution References Source Code Details + Create Ticket
The remote Ubuntu 20.04 LTS [ 22.04 LTS [ 23.04 [ 23.10 host has packages Gl
installed that are affected by multiple vulnerabilities as referenced in the USN- 10.0.0.167(agent-name)
6468-1 advisory. Asset Type
Host_Scan_Host

- It was possible for certain browser prompts and dialogs to be activated or

dismissed unintentionally by the user due to an insufficient activation-delay. This Status 7

vulnerability affects Firefox < 119, Firefox ESR < 115.4, and Thunderbird < 115.4.1.

(CVE-2023-5721) e Active
Ignored

- An attacker could have created a malicious link using bidirectional characters
to spoof the location in the address bar when visited. This vulnerability affects » No
Firefox < 117, Firefox ESR < 115.4, and Thunderbird < 115.4.1. (CVE-2023-5732)

Severity /'
- Drivers are not always robust to extremely large draw calls and in some cases
this scenario could have led to a crash. This vulnerability affects Firefox < 119,
Firefox ESR < 115.4, and Thunderbird < 115.4.1. Tickets
(CVE-2023-5724)

® Critical

0
- A malicious installed WebExtension could open arbitrary URLs, which under the
right circumstance could be leveraged to collect sensitive user data. This Notes
vulnerability affects Firefox < 119, Firefox ESR < 115.4, and Thunderbird < 115.4.1.
(CVE*202375725) Add Comments and Press Ctrl + Enter

to Submit |KNOX



Nessus Scan - Result & Solution for Thunderbird vulnerability

Select the Results tab for more info regarding the checks done. Solutions tab to
view the fix for the vulnerability. This shows that Thunderbird needs to be updated.

Ubuntu 20.04 LTS [ 22.04 LTS / 23.04 [ 23.10 : Thunderbird vulnerabilities (USN- - 2! X
6468-1)

Description Result I Solution References Source Code Details + Create Ticket
Asset
- Installed package : thunderbird _1:102.13.0 +build1-Oubuntu0.22.04.1 10.0.0167(agent-name)

- Fixed package : thunderbird _1:115.4.1+build1-Oubuntu0.22.04.1 Asset Type

Host_Scan_Host

Ubuntu 20.04 LTS / 22.04 LTS / 23.04 | 23.10 : Thunderbird vulnerabilities (usN- ([l © X
6468-1)
Description Result Solution Referenceode Details + Create Ticket
Update the affected packages. Rsset

10.0.0.167(agent-name)

Asset Type

Host_Scan_Host

Status /'

R el _ IACCUKNOX



Nessus Scan - OpenSSL Vulnerability

An OpenSSL related vulnerability was found that allows an attacker to perform
command injection.

OpenSSL 1.1.1 < 1.1.1p Vulnerability - @ X

Description Result Solution References Source Code Details + Create Ticket

The version of OpenSSL installed on the remote host is prior to L11p. It is, therefore, Assot
affected by a vulnerability as referenced in the 1.11p advisory. 10.21.0.5(PIBSRVNESAP)
Asset Type

- In addition to the c_rehash shell command injection identified in CVE-2022-
1292, further circumstances where the c_rehash script does not properly sanitise

Host_Scan_Host

shell metacharacters to prevent command injection were found by code review. Status 7

When the CVE-2022-1292 was fixed it was not discovered that there are other

places in the script where the file names of certificates being hashed were ® Active

possibly passed to a command executed through the shell. This script is

distributed by some operating systems in a manner where it is automatically Ignored

executed. On such operating systems, an attacker could execute arbitrary ) No

commands with the privileges of the script. Use of the ¢ _rehash script is

considered obsolete and should be replaced by the OpenSsL rehash command severity /'

line tool. Fixed in OpensSSL 3.0.4 (Affected 3.0.0,3.0.1,3.0.2,3.0.3). Fixed in OpensSSL o ER

111p (Affected 1.1.1-1.1.10). Fixed in OpensSSL 1.0.2zf (Affected 1.0.2-1.0.2ze). (CVE-

2022-2068) Tickets

Note that Nessus has not tested for this issue but has instead relied only on the 0

application's self-reported version number.

Show Less. Notes

Add Comments and Press Ctrl + Enter

@ Finding for in resource  Host_Scan_Host | 10.21.0.5(PIBSRVNESAP) SRS | ACCUKNOX

—~ 2 S A



Nessus Scan - OpenSSL Vulnerability

e The risk of command injection can be eliminated by upgrading the OpenSSL
package as the vendor fix is already available..
e Aticket can be created to perform the update and the track progress

openssL1.11 < 1.11p vulnerability [ © X
Description Result Solution References Source Code Details + Create Ticket
Path : /snap/core20/2318/usr/bin/openssi OpenssL 111 < 1.11p Vulnerability - % %
Reported version : 1.11f
Fixed version : 1.11p
Description Result Solution References Source Code Details + Create Ticket
Upgrade to OpensSSL version 1.11p or later. Asset

10.21.0.5(PIBSRVNESAP)

Asset Type

Host_Scan_Host

Status /'

® Active

() AcCUKNOX



Nessus Scan - Vulnerable Windows Server

The windows server was found to be missing a security update, leading to multiple
vulnerabilities

KB5032250: Windows Server 2008 R2 Security Update (November 2023) - 24 X
Description Result Solution References Source Code Details + Create Ticket
Asset

The remote Windows host is missing security update 5032250. It is, therefore,
affected by multiple vulnerabilities

- Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution
Vulnerability (CVE-2023-36402)

10.0.0.13(VAGRANT-2008R2)

Asset Type

Host_Scan_Host

Status /'
- Windows Pragmatic General Multicast (PGM) Remote Code Execution
Vulnerability (CVE-2023-36397) ® Active
; . . Ignored
- Windows SmartScreen Security Feature Bypass Vulnerability (CVE-2023-36025)
» No
Note that Nessus has not tested for these issues but has instead relied only on
the application’'s self-reported version number. Severity /'
Show Less... ne
® Critical
Tickets
@ Finding for in resource  Host_Scan_Host | 10.0.0.13(VAGRANT-2008R2)
0
@ Failing since on19/08/2024
Notes

(© Lastdetected on19/08/2024

Compliance Frameworks
Coming Soon...

Add Comments and Press Ctrl + Enter

to Submit

JACCUKNOX



Nessus Scan - Vulnerable Windows Server

The security update to fix the vulnerabilities can be confirmed and applied.

KB5032250: Windows Server 2008 R2 Security Update (November 2023) - & X
Description Result Solution References Source Code Details + Create Ticket
Asset

The remote host is missing one of the following rollup KBs : 10.0.0.13(VAGRANT-2008R2)

- 5032252 P—

el Host_Scan_Host

- C:\Windows\ system32\ ntoskrnl.exe has not been patched. stétiis 7

Remote version : 6.1.7601.18741

=hetlld be: 6.L.700120812 KB5032250: Windows Server 2008 R2 Security Update (November 2023) - & X
Description Result Solution References Source Code Details + Create Ticket
Apply Security Update 5032250 or Cumulative Update 5032252 Asset

10.0.0.13(VAGRANT-2008R2)

Asset Type

Host_Scan_Host

Status /'

® Active X



Nessus Scan - RCE Vulnerability in Windows

The windows operating system has a vulnerability that will result in RCE with multiple

exploitation methods.

Microsoft Windows Type 1Font Parsing Remote Code Execution Vulnerability

(ADV200006)

Description Result Solution References Source Code

Two remote code execution vulnerabilities exist in Microsoft Windows when the
Windows Adobe Type Manager Library improperly handles a specially-crafted
multi-master font - Adobe Type 1 PostScript format. There are multiple ways an
attacker could exploit the vulnerability, such as convincing a user to open a
specially crafted document or viewing it in the Windows Preview pane.

Note that Microsoft does not recommend that IT administrators running
Windows 10 implement the workarounds described in ADV200006. Please see the
vendor advisory for more information.

Show Less...

@ Finding forin resource  Host_Scan_Host | 10.0.0.13(VAGRANT-2008R2)
(© Failing since on19/08/2024

(© Lastdetected on 19/08/2024

Compliance Frameworks
Coming Soon...

Asset Information

Details

Asset

10.0.0.13(VAGRANT-2008R2)

Asset Type

Host_Scan_Host
Status 7
® Active
Ignored

» No
Severity /'
® Critical
Tickets

0

Notes

@ X

+ Create Ticket

Add Comments and Press Ctrl + Enter

to Submit

©) ACCUKNOX



Nessus Scan - RCE Vulnerability in Windows

The advisory is shown which contains multiple methods for preventing the exploit of
this vulnerability. The accepted method can be used as per your model.

Microsoft Windows Type 1Font Parsing Remote Code Execution Vulnerability - A X
(ADV200006)
Description Result Solution References Source Code Details + Create Ticket
File checked: Asset
C:\windows \ System32 \ atmfd.dll: not renamed 10.0.0.13(VAGRANT-2008R2)
Asset Type

Registry value checked:

Host_Scan_Host
Software \Microsoft\Windows NT\CurrentVersion \Windows \ Disable ATMFD: NULL

Microsoft Windows Type 1Font Parsing Remote Code Execution Vulnerability - 4] X
(ADV200006)
Description Result Solution References Source Code Details + Create Ticket
Microsoft has provided additional details and guidance in the ADV200006 Asset
advisory. 10.0.0.13(VAGRANT-2008R2)
Asset Type
Host_Scan_Host

& ACCUKNOX



Nessus Scan - Remediation

e Select the findings from the list after grouping/filtering as required and then click on
Create Ticket icon.
e Inthe pop up, select the Ticket Configuration and click on Create Ticket

Create Ticket

Please select a ticket configuration. If you do not have a ticket configuration, please
go to the Integrations page.

Ticket Configuration v




Agent Based VM
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VM Onboarding

e Navigate to Settings — Manage Cluster and click on Onboard Now
e Select cluster type as VM, enter Name and Save. Verify prerequisites and install the
agents via the commands on screen

Onboard solutions v Solution v

® ACCUKNOX

Cluster Onboarding

Select cluster type & enter cluster name to create cluster
88 Dashboard Select Cluster Type Enter Cluster Name
S Inventory VM-1

v Issues i
Ax Agents Installation

Runtime Visibility & Prerequisites:
Rre ¢ Docker v19.0.3 and Docker Compose v1.27.0+

.l Compliance
& Runtime Protection

@ Remediation

|~ Monitors | Alerts  Linux Kernel v5.8+ with BPF LSM support
* Make sure RabbitMQ is installed if onboarding in systemd mode. You can find the official instructions to
® 'dentity install RabbitMQ here.
B Reports Resource Requirements:
[\ Notifications Docker
& Settings « Control Plane Node (Minimum):
S " o CPU: 2vCPU
ouc Accounts © Memory: 4 GB
Manage Clusters o Disk: 24 GB
@) Ask Ada CED « Worker Node (Minimum):
= ° CPU: 2vCPU

Getting started: Onboarding

©  Cloud Accounts > ..
| Finish
(2] Clusters >



View onboarded VMs

e Navigate to Inventory — Clusters and click on the onboarded VM, select View Nodes
e In case docker is available, click on View Workloads to view the containers

Clusters

Clusters ® ACCUKNOX 2

® ACCUKNOX

Clusters > VM-1 > Workloads

Clusters
98 Dashboard
Dashboard Inventory
Inventory Cloud Assets containstinomespace 0@
Cloud Assets Clusters ! @
o ° 0 ! .
Clusters o rs > Nodes F lssues ' inspiring_leakey
| ici a s aul Compliance

s 2 4+ Add Policies C

Vi Workload L Runtime Protection

.| Compliance v Hew workoads

View Nodes =) Remediation

Runtime Protection v View Policies

~ Monitors [ Alerts

tfattackmodel

@ Identity R i

Clusters

Sy Issues

«| Compliance worker-node0l

Runtime Protection

Remediation master-node

Monitors | Alerts



VM Behavior for Containerized Apps

e Navigate to Runtime Security — App Behavior and select the onboarded VM

App Behavior solutions %

©Accuknox ¢ ‘ - Real Time

e [ e V B - k"l monitoring of file,

-—

e process and

& Issues

e network activity

& Runtime Protection

File Observability Process Observability Network Observability

CWPP Dashboard
solutions Y

> COLUMNS
App Behavior -

Policies Last Updated Time  Process Accessed Process Cluster Namespace Workload Action Occu... L=E

@) Remediation

07/24/202418:41PM  [bin/sed VM-sysd wordpress-mysgql wordpress Allow 13 Details v
|~ Monitors / Alerts
D Identity 07/24/202418:41PM  [bin/sed /bin/bash VM-sysd wordpress-mysq|l wordpress Allow 74 Details v S cEusas Total Blocked Egress Total Blocked
o Connections Connections
@ Reports 07/24/202418:41PM  [usr/local/bin/php  /bin/bash VM-sysd wordpress-mysq|l wordpress Allow 25 Details v 0/3 0/3
07/24/202418:41PM  [usr/bin/shalsum /bin/bash VM-sysd wordpress-mysq| wordpress Allow 15 Details v
Getting started: Onboarding
0 Couiresers | 07/24/202418:41PM  [ust/bin/cut [bin/bash VM-sysd wordpress-mysql  wordpress Allow 14 Details v

@ Remediation

Graphical Insights of o /@
Network Connections, T

either to private/public IPs Kk




VM Hardening

e Navigate to Runtime Security — Policies and click on Create Policy
e Upload policies and click on Save. Select Activate Policies to save and activate

Home Runtime Security Policies Search anything solutions v

Solution v
® ACCUKNOX
K8s v VM-1 x v Namespace v Workloads v Policy Type v Status ¥
98 Dashboard
S Inventory
S Issues
Search

Create Policy +

11 Compliance v

All (0) Discovered (0) Hardening (0) custom (0)
& Runtime Protection

CWPP Dashboard
App Behavior

Policies

% Confirmation

Are you sure you want to save these policies?

Activate Policies

Note : After saving, policies will be saved in an inactive state.
Please check the “Activate Policies” option to activate them.




Policy alerts for VM

e After a policy violation occurred, navigate to Monitors/Alerts — Alerts
e Click on any of the alerts to view more information

Alerts solutions v Solution v

® ACCUKNOX

K8s v KubeArmor v Cluster v Namespace v Workload Type v Workloads v
(LIl C LSRN July 24, 2024 at 12:05 2 minutes ago X

1 Compliance Y Fiter E C imin - you shall not sleep
& Runtime Protection
vsaved v ALERT
~ Monitors [ Alerts " : 2
= Mariears [hios samplel 5 ‘ 1l COLUMNS B showAggregatedview  Policy Name Resource Source Action Result Severity
Alerts
sample2 ) 3 i i issi i
. Eapd , Timestamps Message ClusterName Action  Severity Operation podname  DlOCk-your-sleep  [usr/bin/sleep 1 Jusr[bin/bash Block Permission denied 10
figgers
test 5
Monitors I 07-24-2412051ST  youshallnotsleep  VM-1 Block 10 Process operation ClisteE NG Pod Naime Workioad Name  Workload Type
cluster va2e
Identity ‘
1 l 07-24-2412:041T - M-l Block - syscall Process VM-1 s e s
ports el s
Notifications cnmnte I 07-24-2412:04 IST - VM-1 Block - Syscall
5 Settings
— 07-24-2412:041ST e VM-1 Block b Syscall
(@) AskAda G I ’ Raw Logs

|

"ClusterName” : "VM-T1"

"Cwd" : "[home/vagrant/"
"Data” : "syscall=SYS_EXECVE"
"Enforcer” : "AppArmor"
"HostName" : "master-node”
"HostPID" : 2936

"HostPPID" : 2927

"Message” : "you shall not sleep”

"Operation” : "Process”
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VM Hardening - Block Execution of package managers

Attackers might try to download additional tools to help with exploiting the
environment or downgrade packages to a vulnerable version.

apiVersion: security.kubearmor.com/v1
kind: KubeArmorHost

e Replace <vm-hostname> with the target

name: block-pkg-mgmt-tools

VM’s hostname

e ) e Upload and Activate this policy to block the

execution of the package managers on the

kubearmor.io/hostname: <vm-hostname>
process: VM
matchPaths:
- execname: apt-get
- execname: apt
execname: dnf
execname: dpkg
execname: gdebi

execname: make

Package managers to be blocked
execname: pacman

execname: rpm

execname: yaourt ® ACCUKNOX
execname: yum ‘ =

Policies

execname: zypper _— k8s v VM-host x v Namespace o Workloads e

38 Dashboard

action: Confirmation
%
Block Are you sur

& you want to save these policies?

t ags: Search
NIST Activate Policies vl Compliance v
Note : After saving, policies will be saved in an inactive state n All(2)  Discovered (1) Hardening (0)  Custom (1)

NIST_80@-53_CM-7(4) Please check the “Activate Policies” option to activate them. VRRULHe FrotectiopEs

SI-4 CWPP Dashboard [J  Policy Name Category Status Clusters

5 -
process - App Behavior O harden-pkg-mngr-exec (v1) Custom © Active VM-host
NIST_800-53_SI-4 . KubeArmor Host Applied a few sect
- - Policies




VM Hardening - Block Execution of package managers

e Open a new terminal session on the VM
e \When a package manager is attempted to be executed, the execution will be
blocked and alerts will be visible on the SaaS platform

August 20, 2024 at 10:19 a few seconds ago x
$ su d O a p t u p d a t e Alert! Execution of package management process inside VM is denied

sudo: unable to execute /usr/bin/apt: Permission denied [EEECEETORNEREEIETEETREES

Policy Name Resource Source Action Result Severity

harden-pkg-mngr-..  /usr/bin/apt update  [usr/bin/sudo Block Permission denied 5

Operation Cluster Name Pod Name Workload Name Workload Type

Process VM-host == master-node Node

RawLogs

V4

“Action” : "Block”
“ClusterName” : "VM-host
‘Cwd" : "/home/vagrant/*
"Data” : "syscall=SYS_EXECVE"
“Enforcer” : "AppArmor”
HostName" : ‘master-node”
"HostPID" : 3413
"HostPPID" : 3412
"Message” : "Alert! Execution of package management process inside VM is denied”
‘Operation” : "Process’
v 'owner": {

‘Name” : "master-node”

NOX

"Ref” : "Node”



VM Hardening - File Integrity Monitoring

KubeArmor can not only monitor for changes to system binary folders,
configuration paths, and credentials paths but also blocks any write attempts

apiVersion: security.kubearmor.com/v1
kind: KubeArmorHostPolicy

e Replace vm-name with the target VM’s

name: hsp-File-Integrity-Monitoring

Sp:cc);eSelector‘: hostna me

matchLabels:
kubernetes.io/hostname: vm-name U I d d A t t th p | t bl k
ceverity: ® pload an ctivate tnis policy 10 DIOCK any
message: Detected and prevented compromise to File integrity . [ . . . .
writes inside the specified directories
matchDirectories:
- dir: /sbin/
readOnly: true
recursive: true
- dir: /usr/bin/
readOnly: true
recursive: true
- dir: /usr/lib/

s s Directories with Files to be protected

- dir: /usr/sbin/

readOnly: true

recursive: true ® ACCUKNOX
- dir: /bin/ ‘

readOnly: true

Policies

K8s v VM-host x v Namespace v Workloads v
recursive: true 38 Dashboard
- dir: /boot/ 4 Confirmation

readOnly: true Are you sur

& you want to save these policies?

5 Search
recursive: true
. Activate Policies vl Compliance v
action: Block R N ; Al (2) Discovered (1)  Hardening (0)  Custom (1)
Note : After saving, policies will be saved in an inactive state. i m a
Please check the “Activate Policies” option to activate them, yRRUNtme Frotoctiona
CWPP Dashboard [J  Policy Name Category Status Clusters
cancel Confirm
KubeArmor Host Applied a few sect
Policies




VM Hardening - File Integrity Monitoring

e Open a new terminal session on the VM
e Try to modify/write to files inside the directories that are specified in the policy
e The write attempt is blocked and an alert is shown on the platform

touch:

cannot touch

$ cd /s
$ s

'file':
-

bin
udo touch file
Permission denied

August 20, 2024 at 10:32 a few seconds ago X

Detected and prevented compromise to File integrity

MITRE  MITRE_TI036_masquerading  MITRE_TI565_data_manipulation  NIST ~ NIST_800-53_AU-2  NIST_800-53_SI-4

Policy Name Resource Source Action Result Severity
harden-file-integ.. [usr/sbin/file Jusr/bin/touch file  Block Permission denied 1
Operation Cluster Name Pod Name Workload Name Workload Type
File VM-host - master-node Node

RawLogs
T

"Action” : "Block"

"ClusterName” : "VM-host"

"cwd" : "[usr/sbin/"

"Data” : "syscall=SYS_OPENAT fd=-100 flags=O_WRONLY|O_CREAT|O_NOCTTY|O_NONBLOCK"
"Enforcer” : "AppArmor”

"HostName" : "master-node”

"HostPID" : 3555

"HostPPID" : 3554

"Message” : "Detected and prevented compromise to File integrity”

"Operation” : "File"

Y owner": {




VM Hardening - Prevent cryptominers execution

Deny execution of known cryptominers and prevent execution of binaries from tmp,
prevent tampering of sensitive files to protect against Cryptojacking attacks

e Replace vm-name with the target VM'’s
hostname

e Upload and Activate this policy to protect
against cryptojacking

The file directories to be protected against
tampering by attacker to mount/hide attack

Prevent execution of binaries from /tmp/
directory to prevent compromise

The binaries to be denied execution

() AcCUKNOX



VM Hardening - Prevent cryptominers execution

e Open a new terminal session on the VM
e Try tampering the files in /bin/ directory or executing a blocked process

e The action is blocked and an alert is shown on the platform
August 20, 2024 at 11:25 16 minutes ago x

cryptominer detected and blocked

(LGN August 20, 2024 at 11:36 3 minutes ago %

cryptominer detected and blocked

MITRE  MITRE_TI496_resource_hijacking  cryptominer

Policy Name Resource Source Action Result Severity MITRE  MITRE_TI496_resource_hijacking  cryptominer
harden-crypto-..  [usr/bin/filel Jusr/bin/touch filel Block Permission denied 10
Policy Name Resource Source Action Result Severity
Operation Cluster Name Pod Name Workload Name Workload Type harden-crypto-..  [usr/bin/ file.swp Jusr/bin/vim.basi.. Block Permission denied 10
File VM-host E master-node Node
Operation Cluster Name Pod Name Workload Name Workload Type
File VM-host e master-node Node

v
Action” : "Block

“ClusterName” : "VM-host" “{

“cwd" : "Jusr/bin/* Action”: "Block

. it 7 g v - "ClusterName" : "VM-host"

Data” : "syscall=SYS_OPENAT fd=-100 flags=O_WRONLY|O_CREAT|O_NOCTTY|O_NONBLOCK'

"Enforcer” : "AppArmor” Cwd": *Jusr/bin/

g - . "Data” : "syscall=SYS_OPENAT fd=-100 flags=O_RDWR|O_CREAT|O_EXCL"
HostName" : 'master-node

"HostPID" : 4298 Enforcer” : "AppArmor

"HostPPID" : 4297 HostName" : ‘'master-node

"HostPID" : 4380
"HostPPID" : 4379

"Message” : “cryptominer detected and blocked"

"Operation” : "File"

v owner": { Message” : "‘cryptominer detected and blocked

"Operation” : "File"

v "owner": {



