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How to set up Email Alerts for CWPP Security Findings? ®) ACCUKNOX

1. Go to Settings > Integrations > CWPP > Email (Integrate Now).
2. Fillin the required fields and test the connection before saving.
a. Integration Name: Choose a name.
b. User Email: Enter your email address and press Enter. Multiple emails can be added.

Integrations solutions Nikhil v
? ACCUKNOX

Security Events

‘\ Splunk reusiof Rsyslog L AWS CloudWatch
3.0 |
Integrating vith cloud-based Splunk deployments and enables you to RSYSLOG is the rocket- stem for log processing.t offers high- AWS? CloudWatch Component allows messagss to be sent to an
viewi your Workspace alerts phunk event collector. Splunk is performance, great security features and a modular design. Amazon Cloudw ics The Implementations of the Amazon APIis
a software platform that searcl 705, and visualizes machine- provided by the

generated data gathered from applications, sensors, and

devices

Integrate Now - Integrate Now - Integrate Now -+

A Azure Sentinel Email
Azure Sentinel, central collection, detection, response, Integrate your Workspace to send a
and investigation efforts. reat intelligence and intelligent account Email

ecurity analytic capabilities itate threat visibility, alert
detection, threat response, and proactive hunting.

Integration Name * Email

@) Ask Ada G0 >

@ Type a value and press [Enter]
Getting Wt Orboang | Integrate Now Integrate Now -+
©  Clous Accounts
S 2

Reglstry
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How to Set Up Splunk Integration? [1]

®) ACCUKNOX

After onboarding Cluster and Applying the policies if you want to forward the logs to Splunk. Then Navigate

to Settings->Integrations-> Splunk (Integrate Now)

Integrations
? ACCUKNOX
CWPP PM 53 Data Source figuration
Sec 'y Events
@ splunk rausof Rsyslog
Integrating with cloud-based splunk deployments and enables you to RSYSLOG is the rocket-fast system for log processing.it offers high-
view your Workspace alerts through the Spiunk event collector. Splunk is performance, great security features and a modular design.

a software platform that searches, analyzes, and visualizes machine-
generated data gathered from websites, applications, sensors, and
devices

Integrations

Labels

k Azure Sentinel Email

Azure Sentinel, centralizes your threat collection, detection, response, Integrate your Workspace to send alerts as Emails to your email
and investigation efforts. It provides threat intelligence and intelligent account.
security analytic capabilities that facilitate threat visibility, alert

detection, threat response, and proactive hunting.

e el

Cloud Accounts
Chusters

Registry

Nantification

View Integration List

AWS CloudWatch

AWS2 Cloudwatch Component allows messages to be sent to an
amazon CloudWatch metrics The Implementations of the Amazon APl is
provided by the AWS SDK.

Integrate Now -



How to Set Up Splunk Integration? [2] ®, ACCUKNOX

Fill all the necessary fields and test the connection before saving the integration.

Integration Name: Enter any name.
HEC URL: This is the URL where your Splunk HTTP Event Collector (HEC) is hosted. Enter the full URL, including the protocol (e.g.,
https://splunk-xxxxxxxxxx.com/services/collector).

Index: Specify the Splunk index where the data will be stored. The index serves as a container for the incoming data.

Token: Input the token generated by Splunk for secure communication with the HEC. This token authenticates your requests.
Source: Indicate the source of the data. This is typically the type of service sending the data (e.g., "http" or "kafka").

Source Type: Define the format of the incoming data. This helps Splunk interpret the data correctly.

Test: Before saving, use the "Test" button to send a sample message to Splunk.

@ splunk Help @
ntegration Name * Splunk HTTP avent collector URL*
testll41 http://IP-8088/services/collector
(@ Enter valid Ur
ndex* Token*
main
0]
ou Source Type
hitp json

Cancel


https://splunk-xxxxxxxxxx.com/services/collector

How to set up Azure Sentinel Integration? [1] ®) ACCUKNOX

After onboarding Cluster and Applying the policies if you want to forward the logs to SIEM tool. Then
Navigate to Settings->Integrations-> Azure Sentinel (Integrate Now)

Integrations solutions v
* ACCUKNOX

CcwPP Cc

Security Events

3 . rygeg_ﬁ Rsyslog !L’ AWS CloudWatch

AWS2 Cloudwatch Component allows messages to be sent to an
Aamazon CloudWatch metrics The Implementations of the Amazon APl is

provided by the AWS SDK

RSYSLOG is the rocket-fast system for log processing.t offers high-

Integrating with cloud-basad splunk deployments and enables you to
performance, great security features and a modular design.

view your Workspace alerts through the Spiunk event collector. Splunk is
a software platform that searches, analyzes, and visualizes machine-
generated data gathered from websites, applications, sensors, and
devices

Integrate Now - Integrate Now - Integrate Now -

Integrations

Labels

. Azure Sentinel Email

Azure Sentinel, centralizes your threat collection, detec‘sponsa Integrate your Workspace to send alerts as Emails to your email
and investigation effort: vides threat intelli = and intelligent account.
security analytic capab that facilitate thrge@Visibility, alert

detection, threat response, and proactive

t Template

@ Ask Ada €D >

Integrate Now - Integrate Now -

Getting storted: Onboarding  x

Cloud Accounts
Clusters

Reglstry

Notification
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How to set up Azure Sentinel Integration? [2] ®) ACCUKNOX

1. Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name of your choice. Webhook URL:

Enter your Azure Logic App's Webhook URL here.
b. Group Name: You can specify any group name based on your preference, this can be used to filter the
events. This works as a key value pair, where key is Group Name and Group Value is the value for the Key
Group Name.
2. For more detailed steps refer to the Accuknox help documentation.

A Azure Sentinel Help @

ntegration Name

testli34 https:/ [xyz oo log ic.azu re.com:443/workflows oo

Group Name * Group value *

K8s Cluster Dev Team Cluster

Cancel
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https://help.accuknox.com/integrations/azure-sentinel

How to Create Triggers for Forwarding Cluster Logs

®
to a Notification Tool? [1] ACCUKNOX

Navigate to Monitors/Alerts -> Alerts.
Apply the Filter: Choose the filter criteria that specify the logs you want to forward, ensuring it's set to
the specific cluster.

e Create Trigger: Click on "Create Trigger" to set up the alert forwarding. Ensure the trigger is
configured to capture logs for the desired cluster.

Alerts

? ACCUKNOX

K8s KubeArmor Cluster Namespace Workloads

cluster_id33332 @ ' X save ¢ min °I Last7days v

v saved Create Trigger | Manage Triggers Export

samplel § |
e ’ M coLumns | . Show Aggregated View
ample? ,
Timestamps Message ClusterName Action Severity Operation Pod Name
test
= ’
I 08-12-24 09:35 IST == DO-demo-cluster Audit = Network vault-0
cluster vd28
’
teatll I 08-12-24 08:35 IST - DO-demo-cluster Audit - Network agents-operator-d8
testll ,
| 08-12-24 09:35 IST - DO-demo-cluster Audit - Network agents-operator-d8,
| 08-12-24 09:35 IST — DO-demo-cluster Audit - Network vault-0
I 08-12-24 09:35 IST == DO-demo-cluster Audit = Network accuknox-mongod.
-

confidential and proprietary - limited distribution under NDA 8



How to create triggers to Forward logs for a specific cluster

®
to a notification tool? [2] ACCUKNOX

e Trigger Config: Enter the required details for the trigger configuration.

e Select Notification Channel: Choose the appropriate notification channel where alerts should be
sent.

e Click Save: Finalize and save the trigger.
e Now, all the alerts generated for the specified cluster will be sent to the selected notification channel.

—

X

O e Multiubuntu-trigger-vdi90824 08-21-24 16:41 splunk 7

Create an alert trigger

Rsyslog-test

When to initiate this trigger Define Threat Level

Runtime as it happ High

search Filter Data

Selected Filter
cluster_id:33332
Rsyslog
Slack
Cle watch
Azure Sentinel

confidential and proprietary - limited distribution under NDA 9




Complete Workflow: Automatically Forward Critical 2) ACCUKNOX

Namespace Alerts to Splunk [1]

1. Integrate Splunk R * [ o | [l
e Configure Splunk Integration  counms | R
2. Create Triggers : o - e
e Define Alert Trigger: | = S
o Goto the alerts section
o Add Filter for Namespace:
m Set the filter to match your
requirements (e.g., PresRe o et aa
namespace:"your-namespace").
o Create trigger based on the filter: (sesionnn «
o Select Splunk Configuration: =
m  Choose Splunk as the notification e
channel.

confidential and proprietary - limited distribution under NDA



Complete Workflow: Automatically Forward Critical

®) ACCUKNOX

Namespace Alerts to Splunk [2]

3. Test Alert Notification

e Simulate Policy Violation:
o Intentionally violate a policy that you have applied to trigger an alert.
e Verify Notification:
o Check the Splunk dashboard to ensure that the violated alert notification appears as expected.
o Now, all alerts generated for the specified namespace will be forwarded to Splunk as per the

configured trigger.

~/validation/validation main

kubectl get ksp -A

NAMESPACE
accuknox-velero
default
multiubuntu
multiubuntu
muttiubuntu
multiubuntu
wordpress-mysql
wordpress-mysal

NAME

harden-node-agent-file-integrity-monitoring
autopol-system-2578562079
harden-ubuntu-1-deployment-crypto-miners
harden-ubuntu-1-deployment-file-integrity-monitoring
harden-ubuntu-1-deployment-maint-tools-access
mul-date-block-01

harden-wordpress-crypto-miners
harden-wordpress-remote-services

~/validation/validation main
kubectl exec -it ubuntu-1l-deployment-85f5c5d4b7-dtw
# cd usr/bin
# touch test.txt

AGE
6s
15d
29h
29h
14d
8d
9d
164m

touch: cannot touch 'test.txt': Permission denied

# [

confidential and proprietary - limited distribution under NDA
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®, ACCUKNOX

Ticketing



How to Integrate CSPM Alerts with Jira Cloud for Ticketing? [1] ®, ACCUKNOX

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to
Settings->Integrations-> CSPM > Add connector

e Choose Jira Cloud as the connector and Click Next.

Add Connector

Type*

confidential and proprietary - limited distribution under NDA



How to Integrate CSPM Alerts with Jira Cloud for Ticketing? [2] ®, ACCUKNOX

e Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name.
b. Service Desk URL: Enter the site name of your organisation. e.g., https://jiratest.atlassian.net/
C. User Email: Enter your Jira account email address here.
d. Token: Enter the generated Token here from https://id.atlassian.com/manage-profile/security/api-tokens.

e For more detailed steps refer to the Accuknox help documentation.

Jira Cloud Help @

Name * service Desk URL® Email *

] s Jira admin

Cancel

14


https://help.accuknox.com/integrations/jira-cloud-cwpp/

How to Integrate CSPM Alerts with ServiceNow for Ticketing? [1] ® ACCUKNOX

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to
Settings->Integrations-> CSPM > Add connector

e Choose ServiceNow as the connector and Click Next.

Add Connector

confidential and proprietary - limited distribution under NDA



How to Integrate CSPM Alerts with ServiceNow for Ticketing? [2] ® ACCUKNOX

e Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name.
b. ServiceNow URL: The URL of the ServiceNow instance.
c. Instance Username: The Username associated with the instance.
d. Secret: The current password of the instance.
e For more detailed steps refer to the Accuknox help documentation.

ServiceNow Help @

Name *

Username *

Cancel save

16


https://help.accuknox.com/integrations/servicenow/

How to create template for ticket? [1] ®, ACCUKNOX

After integrating with a ticketing tool like Jira, ServiceNow etc. User can create default templates for the
tickets that they create for that Navigate to Settings->Ticket Template-> Add template

Ticket Templates

# ACCUKNOX

I Add template  + I

[0 nName Type

[0 nootalist software Template Data-List

wﬁm Misconfiguration Finding
[0  iac scan vulnerability Finding .

[0 saseline Template control

[0 vulnerability (Group by Finding) \ Finding
IList of all template i

[0 compliance Template oy

[0 registry scan vulnerability Finding

JiowatTempiars \

@ Ask Ada €20

Getting stortedt Onboraing

Clcud Acceunts v 7 R | . erpage: 20 ~ 1
Clusters

Registry

17



How to create template for ticket? [2] ®, ACCUKNOX

e Fill all the necessary fields and test the connection before saving the integration.

a. Name: Used for easier access to templates in configurations.

b. Data Type: Associates the template with a selected data type for availability on specific pages.

C. Title Template: Generates ticket titles in the ticketing system by populating variables.

d. Dynamic Template: Formats and combines data for multiple objects within a group. This would be helpful
in case of creating ticket for multiple findings.

€. Static Template: Applies consistent data across a group with similar findings. This template would be
helpful for creating ticket for a single finding.

Ticket Template

Name @*
Vulnerability (Group by =md‘rg)
Data type (3 *
B I
Finding
<

H P Title template (3 *
Dynamic template: ) naampatn
{{vulnerability}}

H
x
(]

B I H i = = o @ B\ ®

| {{ asset}} | {{location}} |

{{vuinerabilty.solution }}

__Plugin output__

{{tool_output }}

18
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How to Add and Set Up Configuration for Your Ticketing

Integration? [1]

®) ACCUKNOX

To add Configuration Click on the Created Integration:
e Go to the ticket integration you saved.
Add Configuration:

e Click on "Add Configuration." Ticketing Backends
Jira Cloud .
]
Jira Cloud Jira Cloud
demojira compliance-test-nikhil

Secret* \
[J 1s Jira admin

Ticket Configuration

testcompliance @ guru-test-valid ]

Cancel

ip

(

Add configuration

19



How to Add and Set Up Configuration for Your Ticketing

®
Integration? [2] ACCUKNOX

—

Configuration Details: :
e Name: Provide a name for the configuration. Ticket Configuration :
° Default Template: Select an existing template or create a new one. Copa e nae?
e Project: Choose the relevant Jira project where you want to create it
tickets. Default templata *
e Issue Type: Specify the type of issue. S T o et Tenpin o
Additional Settings: project*
e  Auto Maintain Tickets: Enable if you want the system to o
automatically bidirectionally sync the tickets. taus type
° Keep Syncing Closed Tickets: Enable if you want closed tickets to e
remain synced and updated. Mandatory/Custom Fields if any
° Custom Fields: Configure any other required custom fields as e B
needed.
¢ Remap findings from the scan result to Jira ticket priorities: Ereny; L Alees varsons
Unknown, Informational, Low, Medium, High, Critical, ensuring R S R N T
alignment with your workflow and efficient issue tracking.
Remap Priority
This setup finalizes your ServiceNow ticket integration, making it ready for i
use. [ﬁmk
< 20



How to Set Up Comment Analysis in Configuration for 2) ACCUKNOX

Your Ticketing Integration?

1. Toggle on Comment Analysis
Enable the comment analysis feature in your
ticketing configuration.

Comment Analysis @@

2. Set Up Regex and Status Reges™ status *
o Regex: Enter the regular expression to gone Fixed v | x
identify specific comments. Regex* status *
o Status Change: Specify the status you want to hard Waiting for verificatior v s,
apply based on the regex match. Regex® N
3. Automatic Issue Management looking A .

o You can leave comments on tickets for
analysis and automatically change issue

status based on the comment analysis results.

- Add comment analysis

21
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How to Create a Ticket for Addressing a Finding? [1] ®) ACCUKNOX

e Navigate to Issues > Findings:
o Gotothe "Findings" section under "Issues."

e Select a Finding:
o Click on the specific finding you want to create a ticket for to view more detailed information.
e Click on Create Ticket:
o Initiate the ticket creation process by clicking "Create Ticket."
e Select Ticket Configuration: Cretits Tiekat X
o Choose the ticket configuration you have already set up.
. . Please select a ticket configuration. If you do not have a ticket configuration, please
e Click on Create Ticket: go to the Inisgralions page.
o Proceed by clicking "Create Ticket" again. | Soplmicl. K ] . @
(=) @—>
Open All Ports Protocols Egress: eu-north-1 [} = v |
Description Result Solution References Source Code Details '
Determine if security group has all outbound ports or protocols open to the public Asset
default

Asset Type
@ Finding for in resource | default aws_vpc_security_group
(© Failing since about 1 month ago, on 21/07/2024

Status 7
(© Lastdetected about 1 day ago, on 21/08/2024 ‘
® Active

confidential and proprietary - limited distribution under NDA 22



How to Create a Ticket for Addressing a Finding? [2] ®) ACCUKNOX

e Configure Ticket Details:
o  You will be redirected to a new page where you can set the ticket priority, title, and description.
e The description can be automatically generated based on a ticket template you've created, or you can
use a predefined ticket template that is available.
e Click Save:
o Save the ticket by clicking "Save."

Your created ticket will now be available on the ticketing platform.

# @ Jirg Yourwokv Projectsv Fitersv Dashboardsv Teamsw  Appsv
Ticket1

i FA JIRAINTEGRATIONTEST Projects / F?) JIRAINTEGRATIONTEST /  # Add parer RATEST-266
Create ticket s

Open All Ports Protocols Egress: ca-central-1
+

Highest

Ticket T

Description

Description
Open All Ports Protocols Egress: ca-cen

Determine if security group has all outbound ports or protocols open to the public
Synopsis
Impacted Assets

B I F 6 = = % @ ® ® 0 X o

Description Determine if security group has all outbound ports or protocols open to the public
Synopsis
Impacted Assets

Asset Port

default ca-central-1 |

solution FAILED, Security group: sg-0ed0621d2ef8f78bc (default) has all ports open to 0.0.0.0/0 and all protocols open to 0.0.0.0/0

Modify the security group tp restrict access to only those IP addresses and/or IP ranges that require it, http://docs aws amazon com/AWSEC? latest/UserGuide/authorizing-access-to-an-instance htm!

Plugin output

Youre pany ged proj
FAILED, Security group: sg-Oed062ld2ef8f78bc (default) has all ports open to 0.0.0.0/0 and all protocols open to 0.0.0.0/0 earn more @

confidential and proprietary - limited distribution under NDA 23



How to create tickets for multiple findings at Once ? [1] ®) ACCUKNOX

e Navigate to Issues > Findings:
o Gotothe "Findings" section under "Issues."

e Select multiple Finding:
o Select multiple findinga you want to create a ticket for.
e Click on Create Ticket: )
o Initiate the ticket creation process by clicking "Create Ticket." Cregte Ticket
e Select Ticket Configuration: Plecss select a ickst configuration.fyou da not have a tickst configuration, please
o Choose the ticket configuration you have already set up. |gm:., pg |<_ @
e Click on Create Ticket:
o Proceed by clicking "Create Ticket" again. j @& —
2] (= - == .9 4
secE: o

oooooooo

2024-08-21080201 default-allow-ssh  OpenSSHglobal  High  DeterminesiTCPport2. Active  global

confidential and proprietary - limited distribution under NDA 24



How to create tickets for multiple findings at Once? [2] ®) ACCUKNOX

e Configure Ticket Details:

o  You will be redirected to a new page where you can set the ticket priority, title, and description.
e The description can be automatically generated based on a ticket template you've created it, or you can
use a predefined ticket template that is available.
e Click Save:

Created + 0
o Save the ticket by clicking "Save." B e
L4 JIRATEST-2677
Your created ticket will now be available on the ticketing platform. Open SSH: global

{1 JIRATEST-2676

CloudTrail Enabled: global

L4 JIRATEST-2675

ACCUKNOX

Create ticket Open SSH: global

L4 JIRATEST-2674

-

FALED, Firewoll Ruse (defautt-oBow-rdp) TCP port 22 open 10 0.0.00/0

confidential and proprietary - limited distribution under NDA 25



How to Track and Manage All Tickets on the Accuknox Platform? ‘® ACCUKNOX

1. Access the Ticket Summary
o Navigate to: Remediation > Ticket Summary
2. Key Graphs
o Tickets by Status: See the distribution of tickets across different statuses.
) Open Tickets by Priority: Visualize open tickets sorted by priority level.
o Top 5 Tickets by Age: Identify and review the oldest tickets to address them promptly.
3. Use Advanced Filters
o Filter Options: Apply advanced filters to refine and manage ticket data.
4, Manage Tickets
o Delete or Cancel: You can directly delete or cancel tickets as needed from the summary view.

Tickets

A K solutions Nikhil v
mamx Tickets by status ©Open Tickets by Priority Top 5 Tickets by Age
otal Tickets 60 Open Tickets by Priority 11 TicketNumber summary priority Age
integer overflow in defineAttribute in xmiparsec: . & a27p
priority count Local us rigger security-relevant memor.. & 270
gperiedas Highest 5  CHEESSEEEED 5% kernek null-ptr-deref caused by x25_disconnect 4500
ongoing: 3 High 3 c— 27% o R
opensst:RSA outhentication weckness: libssTi@. 520
‘ ® closed:6 Medium 1 o%
5 193 Kernet A er-free due to race between scr. 4550
’ ® cancelled: 5 Low 2 18%
Lowest 0 0%
Type: Labe Type: Data type Type: status Type: Configuration Type: Priority Type: Date &)
[0 erojectname Ticket configuration Ticket Number Priority Ticket title Assets Comments status Date opened pa
[0  JIRAINTEGRATIONTEST compliancej JIRATEST-T76 Multiple Subnets: eastus 0 2 Closed 2023-1-15122728 20
[0  JIRAINTEGRATIONTEST compliancej JIRATEST-880 ~ High Block public access settings 0 0 ongoing 2023-12-2114:4819  Ng
@) Ask ada G > [0  JIRAINTEGRATIONTEST None JIRATEST-182 Low openssl: RsA authentication 0 0 Opened 2023-05-181216:38 N
Getting stotect Orboceang  x
N = [J  JRAINTEGRATIONTEST compliancej JIRATEST-882 The 53 bucket is publicly ace.. 0 0 Opened 2023-12-21150054  nd
[0 JmraNTEGRATIONTEST None JIRATEST-201 Low xemel: A use-after-free due t_ 0 0 opened 2023-05-2517:4815  Nd




How to create single ticket for Multiple assets affected by 2) ACCUKNOX

single finding and vice-versa? [1]

e Create ticket template and link it to the configuration.

e Inthe findings page add Group by Findings filter, click on the finding then select all the Asset > Create
Ticket.

e Select the config with appropriate ticket template to create ticket

Static template: 3

Ticket Dascription
GROUP BY b Sl Sl BIH =k s@e|[eox e
FI N DI N G S —-Description__ Description Ensure that *On Host Maintenance® configuration is set to Migrate for VM instances.
{{ vulnerability.description }}
Synopsis
_._Synopsis__
Impacted Assets
{{ vulnerability.misc.synopsis }}
Asset Port
: L —--Impacted Assets__ gke-aryan-cluster-ng-a452da2d-jjdn us-centrall
Dynamic template: (3)
| Asset | Port | gke-ravi-cluster-default-pool-adad9155-kdxw us-centrall
B I H il % @ = | o= boomesees I
{{ dynamic_template }} gke-aryan-cluster-ngl-8eclag5e-67bl us-centrall
gke-aryan-cluster-ngl-8eclat5e-k0w6 us-centrall

| {{ Asset}} | {{location}} |

__Solution_ _
{{ vulnerability.solution }}
—Plugin output_ _

{{ tool_output }}

nAar NDA

gke-aryan-cluster-ng-a452da2d-rnxj us-centrall

Solution

Ensure that your Google Compute Engine VM instances are configured to use live migration,, https://¢

27



How to create single ticket for Multiple assets affected by single

@
finding and vice-versa? [1a] ACCUKNOX

tindings soiutions
* ACCUKNOX
Cloud Findings Aot Finding saved Filters :"—: <
v st seen a - Name k escnpt Locat
8 1 sddl \ C )
4 J- 14 a anjo rIAM | o € r 1 o ab ¥
4-08-21 | K 1 Bucket pt All sta t
8 1 ] " ing - k L kat
| NOXNUSLOston t 4 3 Buck E A e @ us-oos
) | P 1 bjec 1 Logy [ t
L] 1 ¥ 1 i » r [} -
8-21 1 r 1 n a oL E bucke e = us-ecost
: T WSIL 191 A t e} Ensure thot AWS UM I 1
1 4 )

28



How to create single ticket for Multiple assets affected by single

finding and vice-versa? [1b] =2 ACCUKNOX

Details solutions v

Link

| https://accu-knox.atlassian.net/browse/JIRATEST-2697

Ticket Description

B I H 6 =2 S @B ® D X ©

compliance
Description Ensure that Object-level logging for read events is enabled for $3 bucket.

Runtime Prot

Synopsis
Remediation
: Impacted Assets
Ticket Summary
Monitors [ Alerts Asset Port
knoxlivanteatest1718109052-9-1718194082-librarian us-east-1
knoxtestaccul717744509-5-1718194016-librarian us-east-1
pipeline-cdk-stack-privateSgpipelineartifactsbucke-juuiwkupq27w  us-east-1 Projects / T JIRAINTEGRATIONTEST /  # Add parent O rA
knoxprudentl720165686-15-1720180323-librarian us-east-1 S3 Object Read Logging: us-east-1
knoxtestaccul717744509-5-1718194126-librarian us-east-1 +
livantatest-2-1712570969-librarian us-east-1 e &
Description
pipeline-cdk-stack-privateSgpipelineartifactsbucke-3d2ss83cssdq  us-east-1 Description
Ensure that Object-level logging for read events is enabled for S3 bucket
cf-templates-104putéljbsy-us-east-1 us-east-1 Synopsis
[EETAY Impacted Assets
L e knoxtestnessus1717821910-6-1718194033-librarian us-east-1
A pipeline-cdk-stack-privateSgpipelineartifactsbucke-q8ddélaglifq  us-east-1 Asset Port
Cloud Accounts
Clusters knoxtestnessus1717821910-6-1718194142-librarian us-east-1 knoxlivanteatest1718109052-9-1718194082-librarian us-east-1
Reglstry
kapp.accuknox.com us-east-1 knoxtestaccul717744509-5-1718194016-librarian us-east-1

pipeline-cdk-stack-privateSapipelineartifactsbucke-juulwkupa27w us-east-1

29



How to create single ticket for Multiple assets affected by single

@
finding and vice-versa? [2] ACCUKNOX

e Create ticket template and link it to the configuration.
e Inthe findings page add Group by Findings filter, click on the finding then select all the Findings > Create

Ticket.
e Select the config with appropriate ticket template to create ticket

Static template: ()

GROUP BY
ASSETS B I H &iiIiE %S@a . TR Rematen

B I H 6 = % @ ®2 o0 X ©
—_Listof Findings_ _
List of Findings
| Findings | Port |Solution | Findings SR
| -------- | -------- | --------
: sa-
{{ dynamic_template }} Identify and remove unused EC2 security groups. s Remove security groups that are n
Ensure that AWS Security Groups have tags sa- Update Security Group and add Ta
associated. east-1 vpc-security-groups-rules/
Dynamic template: (3) Determine if security group has all outbound sa- Modify the security group tp restric
ports or protocols open to the public east-1  http://docs.aws. amazon.com/AWS
B I H " n > @ = ® O X © Ensure the default security groups block all traffic  sa- Update the rules for the default sec
hwv Adafanilt anct-1 nehanrk-carnritv htmlZdafonlt-car

| {{ vulnerability.description }} | {{ location}} | {{ vulnerability.solution }} |
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How to create single ticket for Multiple assets affected by single
finding and vice-versa? [2a]

®) ACCUKNOX

* ACCUKNOX
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How to create single ticket for Multiple assets affected by

single finding and vice-versa? [2b] =2 ACCUKNOX

Projects / FT JIRAINTEGRATIONTEST # Add parent

Unrestricted Network ACL Outbound Traffic: us-east-2

Details
* ACCUKNO "
Related objects
Unrestricted Network ACL Outbound Traffic: us-east-2 Description

Unrestricted Network ACL Inbound Traffic: us-east-2 List of Findings

Network ACL has Tags: us-east-2

Ticket attachment Findings Port Solution

- Ensures that no Amazon Network ACL allows us-east-2 Update Network ACL to allow outbound/egress traffic
outbound/egress traffic to all ports. to specific port ranges only,

Link htt ws.amazon rquidelv

pc-network-acls. html

l https://accu-knox.atlassian.net/browse/JIRATEST-2700

Ticket Summary Ensures that no Amazon Network ACL allows us-east-2 Update Network ACL to allow inbound/ingress traffic
Ticket Description

) 2 inbound/ingress traffic to remote administration ports. to specific port ranges only,
I B I H % & [ E P ° https:/ S.amazon.comiv, serguidefv
Identity html
List of Findings
Ensure that Amazon Network ACLs have tags us-east-2 Modify Network ACL and add tags.,
Findings Port Solution

Ensures that no Amazon Network ACL allows outbound/egress traffic  us- Update Network ACL to allow outbound/egress traffic to specific port ranges only,

to all ports. east-2  https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls htmi

Ensures that no Amazon Network ACL allows inbound/ingress traffic to  us- Update Network ACL to allow inbound/ingress traffic to specific port ranges only,

remote administration ports. east-2  https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.htm)

us- 1 ; I L
Ensure that Amazon Network ACLs have tags associated. oost=2 Modify Network ACL and add tags, https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

(€@ Ask Ada G0 >

Getting stortedt Orboording x

Cloud Accounts

Clusters ( save and continue editing ]

Registry

32



