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1. Go to Settings > Integrations > CWPP > Email (Integrate Now).
2. Fill in the required fields and test the connection before saving.

a. Integration Name: Choose a name.
b. User Email: Enter your email address and press Enter. Multiple emails can be added.
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How to set up Email Alerts for CWPP Security Findings?
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How to Set Up Splunk Integration? [1]

After onboarding Cluster and Applying the policies if you want to forward the logs to Splunk. Then Navigate 
to Settings->Integrations-> Splunk (Integrate Now) 
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1. Fill all the necessary fields and test the connection before saving the integration.
● Integration Name: Enter any name.
● HEC URL: This is the URL where your Splunk HTTP Event Collector (HEC) is hosted. Enter the full URL, including the protocol (e.g., 

https://splunk-xxxxxxxxxx.com/services/collector).
● Index: Specify the Splunk index where the data will be stored. The index serves as a container for the incoming data.
● Token: Input the token generated by Splunk for secure communication with the HEC. This token authenticates your requests.
● Source: Indicate the source of the data. This is typically the type of service sending the data (e.g., "http" or "kafka").
● Source Type: Define the format of the incoming data. This helps Splunk interpret the data correctly.
● Test: Before saving, use the "Test" button to send a sample message to Splunk.

How to Set Up Splunk Integration? [2]
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How to set up Azure Sentinel Integration? [1]

After onboarding Cluster and Applying the policies if you  want to forward the logs to SIEM tool. Then 
Navigate to Settings->Integrations-> Azure Sentinel (Integrate Now) 
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1. Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name of your choice. Webhook URL: 

Enter your Azure Logic App's Webhook URL here.
b. Group Name: You can specify any group name based on your preference, this can be used to filter the 

events. This works as a key value pair, where key is Group Name and Group Value is the value for the Key 
Group Name.

2. For more detailed steps refer to the Accuknox help documentation. 

How to set up Azure Sentinel Integration? [2]
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How to Create Triggers for Forwarding Cluster Logs
to a Notification Tool? [1]

● Navigate to Monitors/Alerts -> Alerts.
● Apply the Filter: Choose the filter criteria that specify the logs you want to forward, ensuring it's set to 

the specific cluster.
● Create Trigger: Click on "Create Trigger" to set up the alert forwarding. Ensure the trigger is 

configured to capture logs for the desired cluster.
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How to create triggers to Forward logs for a specific cluster
to a notification tool? [2] 

● Trigger Config: Enter the required details for the trigger configuration.
● Select Notification Channel: Choose the appropriate notification channel where alerts should be 

sent.
● Click Save: Finalize and save the trigger.
● Now, all the alerts generated for the specified cluster will be sent to the selected notification channel.
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Complete Workflow: Automatically Forward Critical
Namespace Alerts to Splunk [1]

1. Integrate Splunk

● Configure Splunk Integration

2. Create Triggers

● Define Alert Trigger:
○ Go to the alerts section
○ Add Filter for Namespace:

■ Set the filter to match your 
requirements (e.g., 
namespace:"your-namespace").

○ Create trigger based on the filter:
○ Select Splunk Configuration:

■ Choose Splunk as the notification 
channel.
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3. Test Alert Notification

● Simulate Policy Violation:
○ Intentionally violate a policy that you have applied to trigger an alert.

● Verify Notification:
○ Check the Splunk dashboard to ensure that the violated alert notification appears as expected.
○ Now, all alerts generated for the specified namespace will be forwarded to Splunk as per the 

configured trigger.

Complete Workflow: Automatically Forward Critical
Namespace Alerts to Splunk [2]
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How to Integrate CSPM Alerts with Jira Cloud for Ticketing? [1]

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to 
Settings->Integrations-> CSPM > Add connector

● Choose Jira Cloud as the connector and Click Next.
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● Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name.
b. Service Desk URL: Enter the site name of your organisation. e.g., https://jiratest.atlassian.net/
c. User Email: Enter your Jira account email address here.
d. Token: Enter the generated Token here from https://id.atlassian.com/manage-profile/security/api-tokens.

● For more detailed steps refer to the Accuknox help documentation. 

How to Integrate CSPM Alerts with Jira Cloud for Ticketing? [2]
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How to Integrate CSPM Alerts with ServiceNow for Ticketing? [1]

After getting the findings data populated If users want to create tickets for the findings. Then Navigate to 
Settings->Integrations-> CSPM > Add connector

● Choose ServiceNow as the connector and Click Next.
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● Fill all the necessary fields and test the connection before saving the integration.
a. Integration Name: Enter the name for the integration. You can set any name.
b. ServiceNow URL: The URL of the ServiceNow instance. 
c. Instance Username: The Username associated with the instance.
d. Secret: The current password of the instance.

● For more detailed steps refer to the Accuknox help documentation. 

How to Integrate CSPM Alerts with ServiceNow for Ticketing? [2]
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How to create template for ticket? [1]

After integrating with a ticketing tool like Jira, ServiceNow etc. User can create default templates for the 
tickets that they create for that Navigate to Settings->Ticket Template-> Add template

17



confidential and proprietary - limited distribution under NDA

How to create template for ticket? [2]

● Fill all the necessary fields and test the connection before saving the integration.
a. Name: Used for easier access to templates in configurations. 
b. Data Type: Associates the template with a selected data type for availability on specific pages. 
c. Title Template: Generates ticket titles in the ticketing system by populating variables.
d. Dynamic Template: Formats and combines data for multiple objects within a group. This would be helpful 

in case of creating ticket for multiple findings.
e. Static Template: Applies consistent data across a group with similar findings. This template would be 

helpful for creating ticket for a single finding.
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How to Add and Set Up Configuration for Your Ticketing
Integration? [1]

To add Configuration Click on the Created Integration:
● Go to the ticket integration you saved.

Add Configuration:
● Click on "Add Configuration."
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How to Add and Set Up Configuration for Your Ticketing
Integration? [2]

Configuration Details:
● Name: Provide a name for the configuration.
● Default Template: Select an existing template or create a new one.
● Project: Choose the relevant Jira project where you want to create 

tickets.
● Issue Type: Specify the type of issue.

Additional Settings:
● Auto Maintain Tickets: Enable if you want the system to 

automatically bidirectionally sync the tickets.
● Keep Syncing Closed Tickets: Enable if you want closed tickets to 

remain synced and updated.
● Custom Fields: Configure any other required custom fields as 

needed.
● Remap findings from the scan result to Jira ticket priorities: 

Unknown, Informational, Low, Medium, High, Critical, ensuring 
alignment with your workflow and efficient issue tracking.

This setup finalizes your ServiceNow ticket integration, making it ready for 
use.
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How to Set Up Comment Analysis in Configuration for
Your Ticketing Integration?

1. Toggle on Comment Analysis
Enable the comment analysis feature in your 
ticketing configuration.

2. Set Up Regex and Status
○ Regex: Enter the regular expression to 

identify specific comments.
○ Status Change: Specify the status you want to 

apply based on the regex match.
3. Automatic Issue Management

○ You can leave comments on tickets for 
analysis and automatically change issue 
status based on the comment analysis results.
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● Navigate to Issues > Findings:
○ Go to the "Findings" section under "Issues."

● Select a Finding:
○ Click on the specific finding you want to create a ticket for to view more detailed information.

● Click on Create Ticket:
○ Initiate the ticket creation process by clicking "Create Ticket."

● Select Ticket Configuration:
○ Choose the ticket configuration you have already set up.

● Click on Create Ticket:
○ Proceed by clicking "Create Ticket" again.
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● Configure Ticket Details:
○ You will be redirected to a new page where you can set the ticket priority, title, and description.

● The description can be automatically generated based on a ticket template you've created, or you can 
use a predefined ticket template that is available.

● Click Save:
○ Save the ticket by clicking "Save."

Your created ticket will now be available on the ticketing platform.
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● Navigate to Issues > Findings:
○ Go to the "Findings" section under "Issues."

● Select multiple Finding:
○ Select multiple findinga you want to create a ticket for.

● Click on Create Ticket:
○ Initiate the ticket creation process by clicking "Create Ticket."

● Select Ticket Configuration:
○ Choose the ticket configuration you have already set up.

● Click on Create Ticket:
○ Proceed by clicking "Create Ticket" again.

How to create tickets for multiple findings at Once ? [1]
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How to create tickets for multiple findings at Once? [2]

● Configure Ticket Details:
○ You will be redirected to a new page where you can set the ticket priority, title, and description.

● The description can be automatically generated based on a ticket template you've created it, or you can 
use a predefined ticket template that is available.

● Click Save:
○ Save the ticket by clicking "Save."

Your created ticket will now be available on the ticketing platform.
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How to Track and Manage All Tickets on the Accuknox Platform? 

1. Access the Ticket Summary
○ Navigate to: Remediation > Ticket Summary

2. Key Graphs
○ Tickets by Status: See the distribution of tickets across different statuses.
○ Open Tickets by Priority: Visualize open tickets sorted by priority level.
○ Top 5 Tickets by Age: Identify and review the oldest tickets to address them promptly.

3. Use Advanced Filters
○ Filter Options: Apply advanced filters to refine and manage ticket data.

4. Manage Tickets
○ Delete or Cancel: You can directly delete or cancel tickets as needed from the summary view.
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● Create ticket template and link it to the configuration.
● In the findings page add Group by Findings filter, click on the finding then select all the Asset > Create 

Ticket.
● Select the config with appropriate ticket template to create ticket

How to create single ticket for Multiple assets affected by
single finding and vice-versa? [1]

 GROUP BY 
FINDINGS
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How to create single ticket for Multiple assets affected by single 
finding and vice-versa? [1a]
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How to create single ticket for Multiple assets affected by single 
finding and vice-versa? [1b]
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● Create ticket template and link it to the configuration.
● In the findings page add Group by Findings filter, click on the finding then select all the Findings > Create 

Ticket.
● Select the config with appropriate ticket template to create ticket

How to create single ticket for Multiple assets affected by single 
finding and vice-versa? [2]

 GROUP BY 
ASSETS
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How to create single ticket for Multiple assets affected by single 
finding and vice-versa? [2a]
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How to create single ticket for Multiple assets affected by 
single finding and vice-versa? [2b]
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