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Introduction to KSPM ®) ACCUKNOX

e Detects misconfigurations in Kubernetes clusters.
e Aligns cluster misconfigurations with CIS Kubernetes
Benchmarks.

e Visibility into Kubernetes Identity and Entitlement
Management (KIEM).

o Provides graph based view into into Kubernetes
identities and RBAC best practices controls

o Minimizes risks by identifying and managing
overprivileged entities.
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®, ACCUKNOX

KIEM



General Filter = 128 Principals with privileges on all resources
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General Fi Defaut 105 Principals with high privileges
Service accounts with no workloads

Principals with high privileges == = — -
=
Anonymous/unauthenticated =
users/groups = [ i
Capabilities of default service = e il
account =] =
o

Container service account mapping

Principals with privileges on all
resources

Principals with all privileges on a
resource
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KIEM Installation (Agentless) ®, ACCUKNOX

° Navigate to Settings, choose the onboarded cluster, and select KIEM.
e Install KIEM helm chart using the commands displayed on the screen.

Agents v v

® ACCUKNOX

Cluster Onboarding

o Select cluster type & enter cluster name to create cluster

Dashboard
Inventory Select Cluster Type Enter Cluster Name
ssues demo
a Compliance > Agents Installation
Runtime Protection v
Remediation At 09:30 AM At 03:00 PM
h e diatiol i isibili H
Runtimeivisibliity sckrotection next scan at: 2024-12-02 09:30:00 AM  next scan at: 2024-12-02 03:00:00 PM
/ Monitors / Alerts v g
; KR Prerequisites
Identity <
Kubernetes CIS Benchmark e helm (vaizioriater) (4
Reports
o token (Click to generate anew token) [
Notifications Cluster Misconfiguration
settings Install KIEM Job
Run the following command and replace the value of token
Cloud Accounts
1 helm upgrade --install kiem-job oci://public.ecr.aws/k9v9d5v2/kiem-job \ Iﬁ
Manage Clusters E --version v1.1.3 \

--set accuknox.URL="cspm.demo.accuknox.com" \
--set accuknox.authToken="" \

--set accuknox.cronTab="3@ 9 * * *" \

--set accuknox.clusterName="demo" \

--set accuknox.tenantID="167"

User Management

RBAC _

Intec <
ntearoiisn, The same Helm command has the capacity to facllitate the installation of multiple Jobs. The only varlable that requires modification Is the”clusterName™
Ask Ada >

Getting started: Onboarding X

Cloud Accounts
Clusters

Regist
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KIEM Graph View ®; ACCUKNOX

e Navigate to Identity — KIEM to access the KIEM

® ACCUKNOX
VIEw. e B o
e Click on Fullscreen for a detailed graph view. -
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KIEM List View ®) ACCUKNOX

KIEM data can be filtered by cluster, entity type, or queries such as excessive permissions and admin privileges.

KIEM v v
Cluster Key Query Entity Type Search for any element
DO-demo-cluster v Overview Select from Key Queries v Select Entity Type v Search... v
Dashboard - v a VP %
Inventory = Filter & Graph
Issues
Rule
i Subject RoleBinding Role
= Soinpiicnze Verb Resource ApiGroup
Runtime Protection f ~ n e
be: “ ator kubearmor-operator-manage-kub kubearmor-operator-manage-kube et, list, watch, update, kubg
kubearmor-operator o ops z s 2 ) % R s 9 P kubearmorhostpolicies security.kubearmor.com
. earmor-clusterrole-binding armor-clusterrole delete ’
Remediation Cope be
. S ! SN i get, list, watch, update, -
Monitors / Alerts kubearmorclusterpolicies  security.kubearmor.com
delete ! !
Identi .
entty get, patch, list, watch,
deployments apps
KIEM update
gsLliEt watch. Updots, kubearmorpolicie: ecurity.kubearmor.corn
ubearmol s security.kube r.com
Reports delete F Y
Notifications get, patch, list, watch,
i nodes core
Settings P
get p’cl;)rs NonResources apis
et, patch, list, watch,
ki jobs batch
update
get, patch, list, watch, =
daemonsets apps
update
Ask Ada CED get [apis/* NonResources apis
Getting started: Onboarding get, patch, list, watch, namesnaces fore
@  cloud
[ Cloudhccouns Current Page: 1 Prev  Next
CT) Clusters
©  Registry




®, ACCUKNOX

Kubernetes CIS Benchmark



Kubernetes CIS Benchmark (Agentless) ®, ACCUKNOX

e Navigate to Settings, choose the onboarded cluster, and select Kubernetes CIS Benchmark.
e |Install the helm chart using the commands displayed on the screen.

Agents v v

® ACCUKNOX

Cluster Onboarding

Dashboard o Select cluster type & enter cluster name to create cluster

Inventory Select Cluster Type Enter Cluster Name
; Issues demo
aul Compliance v Agents Installation
Runtime Protection v
Remediation i isibili i s o s
RuntimeVisibility&Erotection next scan at: 2024-12-02 09:30:00 AM  next scan at: 2024-12-02 03:00:00 PM
~ Monitors [ Alerts  ~
KIEM Prerequisites

Identity
e helm (vai3ioriater) 4

Reports
e token (Click to generate a new token) [4

7\ Notifications Cluster Misconfiguration

Settings Install CIS Benchmark Job

Run the following command and replace the value of token
Cloud Accounts
1 helm upgrade --install cis-k8s-job oci://public.ecr.aws/k9v9d5v2/cis-k8s-job \ FD
2 --set accuknox.url="cspm.demo.accuknox.com" \

3 --set accuknox.tenantId="167" \

Manage Clusters

User Management 4 --set accuknox.authToken="" \
g 5 --set accuknox.cronTab="30 9 * * *" \
6 --set accuknox.clusterName="demo" \

RBAC 7 --version v1.1.3

Intearations

Ask Ada G )

The same Helm command has the capacity to facllitate the installation of muitiple Jobs. The only variable that requires modification is the“clusterName”

Getting started: Onboarding X
cloud Accounts

Clusters

Registry

10
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View Findings ®; ACCUKNOX

e View the findings on the Findings page. Select the CIS k8s Benchmark Findings to access the
relevant details.

Findings -

® ACCUKNOX

Findings  Rule Engine

CIS K8s Benchmark Findir ~ Group by v c Insights v saved Filters v

Container Image Findings

7z (€3] & =2 D
CIS K8s Benchmark Findings .
Hncings Host-Endpoint Findings
Reglistry:scan CMX SCA rest number Tool output Cvss score Description Solution Type Group text H
compliance CMXSAST
KIEM Findings AR FAILED 0.0 Ensure that the API serv... Run the below comman.
Runtime Protec
DAST Findings
Remediation 12 FAILED 0.0 Ralos
Cloud Findings o - N
Monitorsy/ Alor 1.11: Ensure that the API server pod specification file permissions are set to 600 or more restrictive El - X
CMXKICS 13 FAILED 0.0 (Automated)
Identity
. [ Dpo-demo-cluster 1.4 FAILED 0.0 Age sovorty. £ ax CUEID: Tioketa Created Details eate Ticket
Reports 78 days o High 45 days m )
Notifications - - Asset
otification: [0 Dpo-demo-cluster s FAILED 00 Doscription  Result Solution _ References  Source Code 6-ciomodir
Asset Type
[0 Do-demo-cluster 116 FAILED 0.0 Ensure that the AP! server pod sps setto 800 or K8s_cis_Cluster
Status 7/
[J  Dpo-demo-cluster 7 FAILED 00 T — —
. ® Active
(@ Failing since about s month ago, on 22/07/2024
o7 - I d
(@) Ask Ada CB [0  po-demo-cluster 1.8 FAILED 0.0] @ Lastdetected about 2 month ago, on 08/10/2024 more
@ ves
Getting started: Onboarding [J Dpo-demo-cluster 1.9 WARNING 0.0 Compliance Frameworks -
Cloud Accounts Noompliahcs.fourd
i Comments and press Ctrl + Ente to Subi
Asset Information
Regs °®
o 0
No data
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Work on Critical Findings

e Select Group By as Findings
e Inthe Filters tab, select Critical under Risk Factor and click on Apply

® ACCUKNOX

25 Dashboard
> Inventory
% lssue
Findings
Registry Scan
4 Complianc
Runtime Prote
Remediation
Monitors / Alerts

Identity

Notifications

) Ask Ada >

Getting startect onboarding
©  cloud Accounts
Clusters

Regity

Findings

findings  Rule Engine

CIs K8s Benchmark Findir v

Assetname

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

DO-demo-cluster

O Op=N 0|0 0|0 0|0 g

Group by

Test number

113

114

ARE]

1120

121

Tool output

FAILED

FAILED

FAILED

WARNING

WARNING

FAILED

FAILED

FAILED

FAILED

C  Insights v

Cuss score

Description so

Ensure that the adminc..  Run th
Ensure that the adminc..  Run th
Ensure that the Kuberne..  Run th)
Ensure that the Kuberne..  Run th)
Ensure that the Kuberne..  Run th
Ensure that the --bind-..  Editth
Ensure that the ~~client..  Edit th
Ensure that the --auto-..  Editth
Ensure that the --peer-..  Follow

er page: 20 v 1

Filter

Data Type
kubebench
Select Fields to filter

asset__id

Tooloutput X Label X
Risk Factor

Unknown  Informational
Not Avallable

ignored

True  False

Tickets

Tue  Faise

Tool output

Tool output

Label

e Click on any of the findings for details, click on
Create Ticket button to generate tickets

Asset x

Low

+ Create Rule

®) ACCUKNOX

Medium  High

Exploit Available

True  False

Is New

Tue  False

cvel
[2E)

Age Severity 7 sta
78 days ® critical 30days,
Solution  References  Source Code

Description  Result

Ensure that the admin cont file permissions are set to 600 or more

@ Finding for nresource i

@ Faiingsince about S month ago, on 22/07/2024

(@ tastdetected about 2month ago, on 08/10/2024

Compliance Frameworks

Assetinformation

iy

rictive (Automated)

Tickets Created

nsure that the admin.cont file permissions are set to 600 or more restrictive (Automated) [N

Details

Asset
DO-demo-cluster

AssetType

Status 7
o Active

Ignored

No data



®, ACCUKNOX

Cluster Misconfiguration



Cluster Misconfiguration (Agentless) ®, ACCUKNOX

e Navigate to Settings, choose the onboarded cluster, and select Cluster Misconfiguration.
e |Install the helm chart using the commands displayed on the screen.

Agents v v

® ACCUKNOX

Cluster Onboarding

Patnboars ° Select cluster type & enter cluster name to create cluster

Inventory Select Cluster Type Enter Cluster Name
Issues demo
a Compliance & Agents Installation
Runtime Protection v
Remediation At 09:30 AM At 03:00 PM
diati " e <
Runtime Visibility & Protection next scan at: 2024-12-02 09:30:00 AM  next scan at: 2024-12-02 03:00:00 PM
Monitors / Alerts
KIEM

) Prerequisites
Identity

Kubernetes CIS Benchmark e helm (v3ioriater) 4

Reports
o token (Click to generate a new token) [4

Notifications

Install k8s-risk-assessment-job

Settings
Run the following command and replace the value of token
Cloud Accounts .
1 helm upgrade --install k8s-risk-assessment-job oci://public.ecr.aws/k9v9d5v2/k8s-risk-assessment-job \ I—D
Manage Clusters 2 --set accuknox.tenantID="167" \
3 --set accuknox.authToken="" \

--set accuknox.cronTab="30 9 * * *" \

--set accuknox.clusterName="demo" \

--set accuknox.URL="cspm.demo.accuknox.com" \
--version=v1.1.3

User Management

RBAC =

Intearations

The same Helm command has the capaclty to facllitate the Installation of multiple Jobs. The only varlable that requires modification is the”clusterName”
Ask Ada =

Getting started: Onboarding %

Cloud Accounts

Clusters

Reglstry

14
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View Findings ®; ACCUKNOX

e View the findings on the Findings page. Select the CIS k8s Benchmark Findings to access the
relevant details.

Findings v v

® ACCUKNOX
_ Findings Rule Engine

¢ 1re

Dashboard Cluster Findings Group by v C Insights v Saved Filters v 5.—: <

Inventory KIEM Findings
Iss DAST Findings 2 8 ] el B2 D
Findings Cloud Findings
CMXKICS Container hostPort - 4 ¥
Registry Scan Nt
Static Code Analysis Finding - ’
plancs i Age Severity sLA CVEID Tickets Created Details 7 .
CMX CONTAINERS Automatic mapping 133 days e High 45 days C-0044 0
Runtime Protection IaC Findings Asset
3 i i ipti Result  Soluti Ref B Cod .
e dlation AWS SecurtyHub Findings Linux hardening Description esu olution eferences ource Code -
/ Asset Ty
nitors / Alerts ssetiype
Pods in default nam¢ Configuring hostPort requires a particular port number. If two objects specify the same HostPort, they could not be k8s_security_Daemonset
deployed to the same node. It may prevent the second object from starting, even if Kubernetes will try reschedule it
identity . - o
on another node, provided there are available nodes with sufficient amount of resources. Also, if the number of status 7
R [0 2024-12-02 08:40:17 Im) replicas of such workload is higher than the number of nodes, the deployment will consistently fail.
eports
F f ® Active
Notifications [J 2024-12-02 08:40:17 Minimize access to ¢
Ignored
Settings @ Finding for in resource X t | ciliur
[J 2024-12-02 08:40:17 Access container sel » . bo
(@ Failing since about 5 month ago, on 22/07/2024
Notes
[0 2024-12-02 08:40:17 Ingress and Egress b @ Lastdetected on 02/12/2024
= [  2024-12-02 08:40:17 Ingress and Egress & Compliance Frameworks
(@) Ask Ada ED No compliance found o®
Getting started: Onboarding [J 2024-12-02 08:40:17 Configured readines

Asset Information

=

@  cloud Accounts
Clusters

“id” : "el5dcOaa-84c7-48dc-9b88-92dc6634

Registry

“tickets_count” : 0

*data_type" : “cluster-misconfigura
"hash’ : "8466d:
» “history™: [1
“date_discovered" : "2024

331955287 No data

"last_seen" : "2024-09-26T03:10:15.919376Z

“data__kind" : ‘Daemonset’

confidential and proprietary - limited distribution under NDA 1 5
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KSPM Customized Dashboard &
Reporting Metrics



Resource Metrics Widgets [1] ®) ACCUKNOX

K8s Resource summary ()

Readiness Probe Liveness Probe Image Tag is Not Latest Immutable Container Ensure CPU limits are Ensure memory limits
File System set are set
K8s common labels usage

. Lo i 30 0 36 38 33

K8s common labels Kubernetes CronJob Naked pods
usage

34 34 3

17



Security Risk Metrics Widgets [2] ®) ACCUKNOX

K8s Risk Posture ® =
Over-Privileged Service Credential Exposure Internet Exposure Privileged Container Root Containers HostPath Mount
Account

Insecure Capabilities Host Network Access Unused Kubernetes Service Accounts with Container Escape Reverse Shell
Roles No Workloads
e N e e
Binary Executions Unauthorized File Network Violations Cryptomining
Access

3 0 0 3

18



K8s Risk Overview - Widgets [3] ®) ACCUKNOX

K8s Findings Trend () - K8s Open Findings Ed
’ b S % : 2 Critical High Medium Low
600 Jo i |ese iy Jes i fn i

@ Network Access (602)

@ Runtime Detection (650)
@ 1AM (602)

@ secrets (10)

1125 1126 1127 I 11/28 11/29 ; 11/30 ‘ 12/01  12/02 @ Data Access (1)

cluster-misconfiguration [l KIEM M RinArv Fyacution (4R)

. . o j
New Cluster Findings Trend (D) Cluster Findings Summary by Severity (0) =

’ ® High 115
5000
’ 692 Low 165
4000+ Findings ® Medium 398

. Not_available 14
000+

uJ-J_I : - m

2024-07-25 2024-09-10 2024-09-23 2024-10-07 2024-11-15

m Findings

19



Cluster Wide Risk - Widgets [4] ®) ACCUKNOX

Clusters with Public Exposure (D - Privileged Containers by Clusters (i) -

® - = . 8.2K
| aws-stage-ka-... 16.4M
mongo-test-02 163.6K LEehell 3
DO-demo-clust... 1.7M
Cluster Findings by Asset Type (§) Ed
@ k8s_security _... 1
\ @ k8s_security _... 3
‘;_‘r | ® k8s_security_... a4
‘ ® k8s_security _... 92
\ ® k8s_security _... 205

confidential and proprietary - limited distribution under NDA 20



KIEM Widgets [5]

KIEM Risk Assessment (i)

@ High 553
Low 49

KIEM Findings by Asset Types (i)

® KIEM_Clusterr... 1.0K

® KIEM_Clusterr... 394

/ @ KIEM_Role 317

® KIEM_Rolebind... 43

b‘ ® KIEM_Servicea... 403

confidential and proprietary - limited distribution under NDA

Top 5 Most Critical Findings (§)

Permission to access different namespace

Service accounts with no workloads

Permission to Delete and Access
ConfigMaps,PersistentVolumeClaims

Permission to modify workloads

Permission to read/list Secrets

®) ACCUKNOX

21



CIS Compliance - Widgets [6]

K8s CIS Compliance Status (i)

Total Count

570

3.51% @ FAILED
@ PASSED
WARNING

confidential and proprietary - limited distribution under NDA

273
20
277

®) ACCUKNOX

Top 5K8s CIS Findings (i)

Finding Name

@ 2.5: Ensure that the --peer-client-cert-auth arg...
® 2.4:Ensure that the --peer-cert-file and --peer..
@ 2.3:Ensure that the --auto-tls argument is not s...
@ 2.2: Ensure that the --client-cert-auth argumen..

® 1.4.2: Ensure that the --bind-address argument ...

Assets
Impacted

5

5

22



Container Specific Risk - Widgets [7] ®) ACCUKNOX

Privileged Containers e
9 © Top 5 K8s External Egress/Ingress Workloads Ed
| [ 492066 Total External _ Ingress 99.4 Egress 0.6
B do-demo-cluster Connections % %

.\\‘A gke-k8s-misconfig-

@ insecure-scan

BEEESEh-cis-
validation
- _— 184.3k 106.5k 103.9k 71.4k 25.9k
Go to All Findings >
deployme... deployme... deployme...  deployme... deployme...

Workloads without Network Policies () e Privileged Containers  (©) Hy Workloads Without Any Policy Applied =
‘ 58 ® Applied 7
. B do-demo-cluster @ do-demo-cluster Policies @ Not Applied 51

Go to Findings > Go to All Findings >

confidential and proprietary - limited distribution under NDA Lo
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KIEM Use Case: Excessive Permissions in Kubernetes ®) ACCUKNOX

e A Kubernetes service account or role has excessive permissions, increasing the risk of privilege

escalation.
Cluster Key Query Entity Type Search for any element
nephio-regional-cluster v Overview Excessive Permission v Select Entity Type v search... -4
3 . .
= Filter & Excessive Permission Lst
Description (/  Remediation
@ kube-system
|
‘ |
‘ |
I aabs :
|
+
L]
Current Page: 1 Prev Next

25



KIEM Use Case: List View (continued) ®) ACCUKNOX

e AccuKnox recommends minimizing permissions by enforcing least privilege, avoiding wildcards,
restricting namespaces, and using RBAC with narrowly defined roles.

Cluster Key Query Entity Type Search for any element

DO-demo-cluster v Overview Excessive Permission v Select Entity Type v Search... v B
) 3 Excessive Permission
Filter R Graph
Description Remediation
Rule
Subject RoleBinding Role Workload
Verb Resource ApiGroup

controllernamespa

nam sys
oller oilar delete, deletecollection, . a
get, list
horizontal-pod-autoscaler pod-au 1 au
get, update */scale all
generic-garbage-collector er:gene yarba; controllergeneric-garbage-
’ 3 . delete, get, list, patch, 2
all
update, watch
Current Page: 1 R —

26



KIEM: Permission to create Roles & RoleBindings

confide

ClusterRole | system:aggregate-to-admin-cluster

localsubje
ctaccessre
views

api

authorizati
on.k8s.io

system:ag
gregate-
to-admin-
cluster

rolebindin
gs

api

rbac.autho
rization.k8
s.io

®) ACCUKNOX

X

List Manifest

\

roles

rbac.autho
rization.k8
s.io




KIEM: Track KIEM findings identified by filters ®; ACCUKNOX

Findings solutions v Solutions v
® ACCUKNOX
Findings  Rule Engine
Peshbeard KIEM Findings v Group by v & Insights v SavedFilters v  TE ¢
= Inventory
I
ssues Search Z &) (& |E] v O
Findings
Registry Scan R
[J Lastseen Assetname Name Risk factor Description Cluster :
.l Compliance
Runtime Protection [J  2025-01-0915:00:32 admin-cluster Permission to create roles and role... High This permission alhugh..  DO-demo-
Rompsdiction [J  2025-01-0915:00:32 snapshot-controller-role  Permission to actegs different nam..  High This permission allows .. DO-demo-
Monitors / Alerts
ey 0O 2025-01-0015:0032 sy Permission to create roles and rolebindings - ] D
Reports [J  2025-01-0915:00:32 sy:
- Age Severity /' SLA CVEID Tickets Created Details te Ticket
Notifications ite Ticket
[0  2025-01-0915:00:32 sy 126 days o High 45 days NA 0
&5 _Settinas
)
S [0  2025-01-0915:00:32 st Asset
T Description Result Solution References Source Code admin-cluster
©  Cloud Accounts [J 2025-01-0915:00:32 kul Asset Type
) - This permission alhughs users to define new roles and role bindings, which can lead to KIEM_Clusterrole
ASEOEEEE privilege escalation if not managed carefully. A user with this ability can potentially grant
themselves or others permissions beyond their current level... ,
Show More Status /
® Active
@ Finding for in resource M_ClIt | admin Ignored
(© Failing since about 1year ago, on 06/09/2024 No
® Last detected about 1day ago, on 09/01/2025
Notes

|Add Comments and Press Ctrl + Enter

Compliance Frameworks
to Submit

No compliance found
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CIS Benchmarking Use Case: etcd Directory Permissions

e Ensure etcd data directory permissions are set to 700 or more restrictive.
e AccuKnox identifies the vulnerability and proposes a solution.

®) ACCUKNOX

1.1.11: Ensure that the etcd data directory permissions are set to 700 or more restrictive (Automated) - 4

Age Severity 7 SLA CVEID Tickets Created Details

78 days e High 45 days 111

Asset

Description Result Solution References Source Code DO-demo-cluster

Asset Type
On the etcd server node, get the etcd data directory, passed as an argument --data-dir,
from the command ‘ps -ef | grep etcd'
Run the below command (bc:sed on the etcd data directory found ubove) For example, Status 7
chmod 700 [var/libfetcd

k8s_CIS_Cluster

® Active

Ignored

No

Notes

confidential and proprietary - limited distribution under NDA
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Cluster Misconfig Use Case: Anonymous Access Enabled

®) ACCUKNOX

Enabling anonymous access exposes the cluster to unauthorized access.

AccuKnox recommends: Review and adjust your cluster's RBAC to ensure only authenticated, authorized users have the

appropriate permissions.

Anonymous access enabled - &

Age Severity 7/ SLA CVEID Tickets Created
133 days ® High 45 days c-0262
Description Result Solution References Source Code

Granting permissions to the system:unauthenticated or system:anonymous user is generally not recommended and can introduce
security risks. Allowing unauthenticated access to your Kubernetes cluster can lead to unauthorized access, potential

@ Finding for in resource |
(© Failing since about 5 month ago, on 22/07/2024

@ Last detected on 02/12/2024

Compliance Frameworks
o npli i |

Asset Information

¥l
“id” : "a5786576-44b2-4005-ae70-525ded44d090
“ticket

‘data_type
“hash’ 012 be364cd54735e347b65¢
» “history™: []

“"date_discovered" : "2024-09-14T03:10:14.578184Z

apiGroup

Details

Asset
system:public-info-viewer
Asset Type

k8s_security_ClusterRoleBinding
Status 7

® Active

Ignored

No

Notes

No data

°@®
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