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CLOUD DETECTION AND RESPONSE

AWS CDR Deployment
Guide
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A step by step build of the AWS CDR integration by hand, without Terraform. You
create the S3 bucket and CloudTrail trail, stand up a Lambda log forwarder, point
CloudTrail at it, and confirm the events land in the AccuKnox SIEM. The last part
wires alerts to GitHub Actions so common AWS misconfigurations get fixed

automatically, using the 7 detection rules that ship with the deployment.

WHAT YOU BUILD

A CloudTrail to Lambda to
AccuKnox log pipeline in
one AWS account, plus an
automated remediation
path through GitHub
Actions.

DEPLOYMENT ARCHITECTURE

WHO IT IS FOR

Cloud and security
engineers with console
access to the target AWS
account and admin rights
on a GitHub repositoruy.

BEFORE YOU START

Get the ingestion URL and
Basic Auth credentials from
the AccuKnox team. Budget
about 90 minutes for the
full walkthrough.
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What this guide covers

() ACCUKNOX

Twelve steps, in order. Each one opens with why it exists, then the console path, then the exact values

to enter. 51 annotated console screenshots show what the screen should look like when the step is

done. Step 12 lists the 7 detection rules that ship with the deployment, and three worked use cases
close the guide.

Skip ahead if your account is already logging

Already have an S3 bucket and a CloudTrail trail writing to it? Start at step 1, the Lambda execution role.

The bucket and trail setup sits in an optional section just before it, marked Only if not already configured.

Check first that the existing trail delivers to the existing bucket with an empty log prefix.

o1 Create the Lambda execution IAM role 02 Add the S3 read inline policy
An execution role Lambda can assume, with Scoped s3:GetObject on the CloudTrail log bucket
CloudWatch Logs write access. only.

03 Create the Lambda function 04 Upload the Lambda function code
Python 3.0 function on x86_64, wired to the The forwarder that unzips, batches and POSTs
execution role. CloudTrail records.

05 Configure Lambda environment variables 06 Configure the Amazon S3 trigger
Ingestion URL and Basic Auth credentials from the ObjectCreated notifications invoke the function on
AccuKnox team. every new log file.

07 Validate the Lambda invocation 08 Verify CloudTrail logs in the SIEM Ul
Read the CloudWatch log stream and confirm Filter on cloud = aws and confirm events are
batches were posted. searchable.

09 Configure the GitHub remediation repository 10 Verify alerts in the AccuKnox platform
Actions workflow plus repository secrets for the Confirm CDR alerts fire for the rules you plan to
target cloud. remediate.

1" Configure the GitHub webhook integration 12 Review the out-of-the-box AWS rules

Repository Dispatch call that starts the remediation
workflow.

AUTOMATED REMEDIATION, PROVEN END TO END

Seven pre-built detections, each with an automated
response.

Use case ‘l. Public S3
buckets

Use case 2. Exposed Use case 3. EC2 with public
security group ports IPs

Block Public Access re-enabled Public IP disassociated, instance

by Cloud Custodian.

Inbound 0.0.0.0/0 rule revoked

automatically. keeps running.

Conventions. Console paths render as chips, for example AWS Console B Lambda .Values you type appear in a table next
to the setting name. Red bordered boxes are notes you should read before clicking. Screenshots came from the source
export at reduced resolution, so fine console text may look soft in print.
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Overview
This document describes the manual deployment process for the AWS CDR integration.

The guide walks through creating all required AWS resources, configuring the Lambda log forwarder,
enabling CloudTrail log collection, and forwarding CloudTrail events to the AccuKnox SIEM/CDR platform.

High-Level Deployment Architecture

IN YOUR AWS ACCOUNT

AWS Account

The account you are onboarding

AWS CloudTrail

Management APl activity captured as events

v

Amazon S3
Trail delivers gzipped log files to the bucket

v

Lambda Forwarder
ObjectCreated fires, records batched as NDJSON and POSTed

v

ACCUKNOX PLATFORM
AccuKnox CDR
Cloud Detection and Response ingests the events
v

Detection and Alerts

Pre-built rules match, CDR alerts are raised
v

Automated Response
Review, isolate, remediate through GitHub Actions

Prerequisite

If you already have an Amazon S3 bucket and an AWS CloudTrail trail configured, skip the two prerequisite
steps below and start at Step ‘1, the Lambda execution IAM role.
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Note: Before you start Step 1, check that your existing CloudTrail trail delivers logs to the existing Amazon
S3 bucket.

Verify the CloudTrail Storage Configuration

Storage Use Existing S3 Bucket
Bucket Your existing CloudTrail log bucket (e.g., accuknox-cloudtrail-sabpaisa )
Log Prefix Leave Empty

CloudTrail should store log files in the following location:

s3://<your-existing-cloudtrail-bucket>/AWSLogs/<Account-ID>/

Already have both? Use the section below only to check the existing configuration. Otherwise follow its two
prerequisite steps to create the bucket and the trail.

Verify Existing S3 Bucket & CloudTrail Configuration

Prerequisite Step 1, Create an Amazon S3 Bucket

Purpose

Create an Amazon S3 bucket to store AWS CloudTrail log files. CloudTrail requires an S3 bucket as the
destination for storing audit logs generated from AWS API activity.

Procedure

Navigate to:

AWS Console » | AmazonS3 p Create Bucket
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o AN R Directory Buckety

General purpose buckets (58] Z__'Z.f'_ Q Copy AN Crpey o » Account smapshot v
W . s fady

» External access summary w.
el

Figure ‘l. Prerequisite Step 1, Create an Amazon S3 Bucket

Bucket Configuration

Setting Value

Region Europe (Stockholm)
Bucket Type General Purpose
Namespace Global Namespace
Bucket Name accuknox-cloudtrail -sabpaisa
Copy Settings None

Object Ownership ACL Disabled

Block Public Access Enable all (Default)
Versioning Disabled

Tags Optional

Default Encryption SSE-S3

Bucket Key Disabled

Advanced Settings Default

After configuring the above settings, click Create Bucket.
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Note: The bucket name must be globally unique across all AWS accounts. If the suggested name is

already in use, choose a different unique name.

O Swoefully oreated Buchet “sccunon-cheudtrall-sabpalsa®

accuknox-cloudtrail-sabpaisa ..

ob Metadata Preperties Permissions Metrics MHanagement File systems = new Access Points

Objects (0)

¥ | Stocageclan

No cbjxts

¢ % 15 In this bocket

Figure 2. Bucket Configuration

Prerequisite Step 2, Create an AWS CloudTrail Trail

Purpose

Create an AWS CloudTrail trail to capture AWS management API activity and deliver audit logs to the
Amazon S3 bucket created in the previous step.

Procedure

Navigate to:

AWS Console p»  CloudTrail » Trails » Create Trail

[ . . o Cmpomnmma Comemrah Loy

Figure 3. Prerequisite Step 2, Create an AWS CloudTrail Trail
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General Details

Setting

Trail Name accuknox-cloudtrail
Trail Type Single Account Trail
Enable for all accounts in my organization No (Disabled)

Note: This deployment is designed for a single AWS account. Organization trails are not required.

Storage Location

Configure CloudTrail to store logs in the Amazon S3 bucket created in Step .

Storage Use Existing S3 Bucket
Bucket accuknox-cloudtrail -sabpaisa
Log Prefix Leave Empty

CloudTrail will store logs in the following path:

s3://accuknox-cloudtrail -sabpaisa/AlNSLogs/<Account-ID>/
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Encryption & Additional Settings

Remarks

Log File SSE-KMS Disabled Not required by this deployment.

Encryption

Log File Validation Enabled Confirms CloudTrail log integrity.

SNS Notification Disabled Not used in this deployment.

Delivery

CloudWatch Logs Disabled CloudTrail logs are written to Amazon S3. Lambda execution logs are

sent to CloudWatch Logs separately.

Tags Optional Add organization-specific tags if required.

Figure 4. Encryption & Additional Settings

Event Settings

Event Type Selection

Management Events Enabled
Data Events Disabled
Insights Events Disabled
Network Activity Events Disabled
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Management Event Configuration

Setting

API Activity Read + Write
Exclude AWS KMS Events Enabled
Exclude Amazon RDS Data APl Events Enabled

Figure 5. Management Event Configuration

After reviewing the configuration, click Create Trail.

® &% o @
@ Trail successfully created

Trails

Organization
trail

Multi-region

- Home region v &
9 trail

v | AN Insights v | S3bucket Log file prefix

am:aws:cloudtrail:eu-north-
1:956994857092:trail/accuknox- Disabled
cloudtrail

Europe
(Stockholm)

Figure 6. Management Event Configuration
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Step 1. Create the Lambda Execution IAM Role

Purpose

Create an IAM execution role that allows the AWS Lambda function to write execution logs to Amazon

CloudWatch Logs and access CloudTrail log files stored in the Amazon S3 bucket.

Procedure

Navigate to:

AWS Console » |IAM  » Roles » Create Role

Identity and Access
Maragement (LAM)

* Access Maragement
[
[

Roles Amywhere

Access AWS from your non AWS X.509 Standard Temrgorary credentials
workloads 29 Yu e targe e

Figure 7. Step 1. Create the Lambda Execution IAM Role

Trusted Entity

Configure the following:

Setting

Trusted Entity Type AWS Service
Use Case Lambda
Click Next.
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Select trusted entity

Trunted enfity type

Figure 8. Trusted Entity

Permissions

Attach the following AWS managed policy:

AWSLambdaBasicExecutionRole AWS Managed Policy

This policy grants the Lambda function permission to:
¢ Create CloudWatch Log Groups

e (Create CloudWatch Log Streams

e Write CloudWatch Log Events

Click Next.

Permissions policies [1/1453

a O ]

» Set pormisshons beundary - optioned

Figure 9. Permissions
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Role Details

Configure the role using the following values:

Setting Value

Role Name accuknox-lambda-exec-role

Description Allows the AccuKnox CloudTrail Lambda function to read CloudTrail logs from Amazon S3 and
forward them to AccuKnox SIEM/CDR.

Trust Policy

Leave the default trust policy unchanged.

"ersion": "2012-10-17",
"Statement”: |
{
"Effect”: "Allow",
"Action": "sts:AssumeRole",
"Principal”: {
"Service": "lambda.amazonaws.com"

Name, rieview, and areate

Pl detads

e mame

Step 1: Selact trusted entiies

Trent peday

Figure 10. Trust Policy

Tags (Optional)

Key

Owner AccuKnox CDR Collector
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After reviewing the configuration, click Create Role.

aws Alt
aws | @ : [Alt+S] @ B 8 ©® & coav Keyurendra@accuknox.com
Q> ©

Identity and Access < @ Role accuknox-lambda-exec-role created.
Management (IAM)

Roles (665) it

An 1AM role is an ident i can create that has specific permissions with credentials that are valid for short durations s can be assumed by entities that you trust

Q Search IAM

Dashboard Q search

¥ Access Management

Role name a | Trusted entities Last activity

Figure 11. Tags (Optional)

® AccuKnox, Inc. | Confidential Page 13 of 53



AWS CDR Deployment Guide

®, ACCUKNOX
Standalone AWS Account | Version 1.1

Step 2. Add the S3 Read Inline Policy

Purpose
Attach an inline IAM policy to the Lambda execution role to grant read access to CloudTrail log files stored in
the Amazon S3 bucket.
Procedure
Navigate to:
AWS Console » |IAM » Roles P accuknox-lambda-exec-role P Add Permissions »

Click Attach Policies

accuknox-lambda-exec-role

oy ey

Perrinshang gl s

o -
» Permisuioss Beundary (roe

¥ Gavvivane pod Ry baked on CeasfToald evests

Figure 12. Step 2. Add the S3 Read Inline Policy

Select the JSON editor and replace the policy document with the following:

"Version": "2012-10-17",
"Statement”: |

{
"Effect": "Allow",
"Action": |

"s3:GetObject”
e

"Resource": "arn:aws:s3:::accuknox-cloudtrail-sabpaisa/*"

Click Next.
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Specify permissions

Policy edinor

Figure 13. Step 2. Add the S3 Read Inline Policy
Configure the policy using the following values:

Setting Value

Policy Name S3ReadPolicy

Click Create Policy.

Review and create .

Policy details

Policy name

P coeroc )

Figure 14. Step 2. Add the S3 Read Inline Policy

IAM Role Configuration

After creating the inline policy, the Lambda execution role should have the following permissions:

AWSLambdaBasicExecutionRole AWS Managed Policy

S3ReadPolicy Inline Policy

The execution role is now configured to:

¢ Read CloudTrail log files from the Amazon S3 bucket.
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¢ Write Lambda execution logs to Amazon CloudWatch Logs.

- g

=]

Ventity sod Accoss. € @ Py Vimasdraiy srasnas.
Harageveet (LG

accuknox-lambda-exec-role

LTI

St nltoniips gt Lot Accwssed

Permimloss potiie

» Permkuens boudaey

Figure 15. 1AM Role Configuration
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Step 3. Create the Lambda Function

Purpose

Create the AWS Lambda function responsible for processing CloudTrail log files uploaded to the Amazon S3
bucket and forwarding them to the AccuKnox SIEM/CDR ingestion endpoint.

Procedure

Navigate to:

AWS Console » Lambda P» Create Function

Select Author from scratch.

B 8 @ @ cuope(Stockhom) v

AWS Lambda Get started

Run code without managing servers. . S

Figure 16. Step 3. Create the Lambda Function

Basic Information

Configure the Lambda function using the following settings:

Setting Value
Function Name accuknox-cloudtrail-log-forwarder
Runtime Python 3.10

Note: The Terraform configuration specifies Python 3.9. However, Python 3.9 is no longer available for
creating new Lambda functions in many AWS regions. Python 3.10 is the closest supported runtime and is
fully compatible with this deployment.

Permissions

Expand Change default execution role and configure the following:
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Setting

Execution Role Use an existing role

Existing Role accuknox-lambda-exec-role

Covtqars Cartom cuscueion rols

[
ke s e g T m i

Cantipm satinnyy

Figure 17. Permissions

The execution role should already include the following permissions:

Policy Type
AWSLambdaBasicExecutionRole AWS Managed Policy
S3ReadPolicy Inline Policy

These permissions allow the Lambda function to:
¢ Read CloudTrail log files from the Amazon S3 bucket.

e Write execution logs to Amazon CloudWatch Logs.
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Lambda Configuration Summary

Setting Value

Function Name accuknox-cloudtrail-log-forwarder
Runtime Python 3.10

Architecture x86_64

Execution Role accuknox-lambda-exec-role

Function URL Disabled

VPC None

Code Signing Disabled

Encryption AWS Managed Key (Default)

Tags Optional

5] (G Ask Amazea Q B 8 @ B fucpeiSudicn v

@ Successfully created the function "sccuknox-cloudtrali-log-forwarder™. You can now changs It code and cosfiguration. To ksvoke your functicn with a test event, choore "Test™.

accuknox-cloudtrail-log-forwarder

v Function overview w

Coison RS renction ASN

}\‘ accuknox-cloudtrail-log-
@ forwarder Description

Last modified
G0

Test Monitor Configuration Aliases Versions

Figure 18. Lambda Configuration Summary
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Step 4. Upload the Lambda Function Code

Purpose

Upload the Lambda function source code that processes CloudTrail log files, converts the events into
NDJSON format, batches the records, and forwards them to the AccuKnox SIEM/CDR ingestion endpoint.

Procedure
Navigate to:

AWS Console » | Lambda »  accuknox-cloudtrail-log-forwarder
Open the Code tab.

Replace the default Lambda source code with the provided Python implementation.
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Lambda Function Source Code (Python)

import boto3

import gzip

import json

import urllib.request
import logging

import os

import base64

import ssl

# Initialize logging
logger = logging.getlLogger()
logger.setlLevel(logging.INF0)

boto3.client('s3")

def get_env_config():
return {

"target_url”: os.environ.get("TARGET_URL"),
"chunk_size": int(os.environ.get("CHUNK_SIZE_LIMIT", 3 * 1024 * 1024)),
"line_limit": int(os.environ.get("LINE_LIMIT", 1000)),
"user": os.environ.get("BASIC_USER"),
"password”: os.environ.get("BASIC_PASS"),
"insecure_tls": os.environ.get("INSECURE_TLS_SKIP", "false").lower() == "true”

handler(event, context):
config = get_env_config()

if not config["target_url"]:
logger.error("TARGET_URL environment variable is missing.")
return {"statusCode": 500}

logger.info(f"Target URL: {config['target_url']}™)
logger.info(f"Chunk Size Limit: {config['chunk_size']} bytes™)
logger.info(f"Line Limit: {config['line_limit"']}")

ssl_context = None

if config["insecure_t1ls"]:
logger.warning("SSL verification is disabled.")
ssl_context = ssl._create_unverified_context()

for record in event.get("Records”, []):

bucket = record.get("s3", {}).get("bucket”, {}).get("name”
key = record.get("s3", {}).get("object”, {}).get("key™)

if not bucket or not key:
continue

logger.info(f"Processing S3 Object: s3://{bucket}/{keyl}")

® AccuKnox,Inc. | Confidential Page 21 of 53




AWS CDR Deployment Guide
Standalone AWS Account | Version 1.1

®, ACCUKNOX

response = s3.get_object(Bucket=bucket, Key=key)

with gzip.GzipFile(fileobj=response["Body"]) as gf:
content = gf.read()

data = json.loads(content.decode("utf-8"))
records_list = data.get("Records”, [])
logger.info(f"Loaded {len(records_list)} CloudTrail records")

current_chunk = []

current_size = 0
1

batch_number =
for item in records_list:

item_str = json.dumps(item) + "\n"
item_bytes = item_str.encode("utf-8")
item_size = len(item_bytes)

if (
current_size + item_size > config["chunk_size"]
or len(current_chunk) >= config["line_limit"]

if current_chunk:

logger.info(
f"Sending Batch #{batch_number}: "

f"{len(current_chunk)} records,
f"{current_size} bytes"

send_data(
"" . join(current_chunk),
confiqg,
ssl_context

batch_number += 1
current_chunk = []
current_size =

current_chunk.append(item_str)
current_size += item_size

if current_chunk:

logger.info(
f"Sending Final Batch #{batch_number}: "

f"{len(current_chunk)} records,
f"{current_size} bytes”

send_data(

"o

.join(current_chunk),
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confiqg,
ssl_context

except Exception as e:
logger.error(f"Error processing {key}:

return {"statusCode": 200}

send_data(payload, config, ssl_context):

data_bytes = payload.encode("utf-8")

logger.info(f"Posting payload size: {len(data_bytes)} bytes™)

headers = {
"Content-Type": "application/x-ndjson”

if config["user”] and config["password"]:
auth_str = f"{config['user']}:{config[ 'password']}"

encoded_auth = baseB4.bB64encode(
auth_str.encode("ascii”
).decode("ascii™

headers["Authorization”] = f"Basic {encoded_auth}"

= urllib.request.Request(
config["target_url"],
data=data_bytes,
headers=headers,
method="POST"

with urllib.request.urlopen(
req,
timeout=15,
context=ssl_context

) as response:

logger.info(
f"Successfully posted {len(data_bytes)} bytes. "
f"Status: {response.getcode()}"

except Exception as e:

logger.error(f"HTTP Post failed: {str(e)}")
raise e
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Figure 19. Step 4. Upload the Lambda Function Code

Configure the Lambda Handler

Navigate to:

Configuration =~ »  Runtime Settings  »  Edit

Configure the handler as follows:

Setting Value

Handler lambda_function.handler

Note: If the source file is renamed, update the handler accordingly. The handler formatis <filename>.
<function_name> .For example, if the file is named lambda_function.py and the functionis handler ,

the value should be lambda_function.handler .
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Figure 20. Configure the Lambda Handler
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Step 5. Configure Lambda Environment Variables

Purpose

Configure the required environment variables used by the Lambda function to authenticate with and
forward CloudTrail logs to the AccuKnox SIEM/CDR ingestion endpoint.

Procedure

Navigate to:
AWS Console  » Lambda | » accuknox-cloudtrail-log-forwarder @ »  Configuration P

Environment Variables » | Edit

Configure the following environment variables:

Environment Variable

TARGET_URL AccuKnox SIEM/CDR ingestion endpoint
BASIC_USER Username used for Basic Authentication
BASIC_PASS Password used for Basic Authentication
INSECURE_TLS_SKIP false

Note: Confirm that the TARGET_URL , BASIC_USER ,and BASIC_PASS values are provided by the
AccuKnox team before deployment.

After adding all the environment variables, click Save.

Figure 21. Step 5. Configure Lambda Environment Variables
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Step 6. Configure the Amazon S3 Trigger

Purpose

Configure an Amazon S3 event notification to automatically invoke the Lambda function whenever AWS
CloudTrail writes a new log file to the S3 bucket.

Procedure
Navigate to:

AWS Console p» | Lambda »  accuknox-cloudtrail-log-forwarder » | Add Trigger

Trigger Configuration

Configure the trigger using the following settings:

Setting Value

Trigger Amazon S3

Bucket accuknox-cloudtrail -sabpaisa
Event Type All object create events

Prefix Leave Empty

Suffix Leave Empty

Recursive Invocation Acknowledgement Enabled

Add trigger

Trigpts Covfgaratinn .

Figure 22. Trigger Configuration
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After reviewing the configuration, click Add.

P
D Ask Amazon
@ Ask Amazon Q kryurercry

accuknox-cloudtrail-log-forwarder

weesful

¥ Function overview i

CID' remviee ot At

accuknox-cloudtrail-log-
@ forwarder Deucription

Figure 23. Trigger Configuration
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Step 7. Validate the Lambda Invocation

Purpose

Verify that the Amazon S3 trigger is correctly invoking the Lambda function whenever a new AWS CloudTrail
log file is uploaded.

Procedure

1. Navigate to:

AWS Console

- Lambda

- accuknox-cloudtrail-log-forwarder
- Monitor

- View CloudWatch Logs

2. Open the latest Log Stream.

3. Verify that the following log sequence appears:

Figure 24. Step 7. Validate the Lambda Invocation

® AccuKnox, Inc. | Confidential Page 28 of 53



AWS CDR Deployment Guide
Standalone AWS Account | Version 1.1

®, ACCUKNOX

< W/ —~
- » Objects  Poipertion
Obdects 57 @ - e T et
¥ i ud
o ] L]
¥ Aen massgemant st Aree . e M ] v e ¥ e s -
—ry
: . 2, ] T
o [+]
= » .
e e T
L]
- ™ el .
o
- v iy B3, 2204, 044 6 VA 0 (LR
]
- - oy " -~

Figure 25. Step 7. Validate the Lambda Invocation
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Figure 26. Step 7. Validate the Lambda Invocation
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Step 8. Verify CloudTrail Logs in the AccuKnox SIEM Ul

Purpose

Verify that the CloudTrail logs forwarded by the Lambda function are successfully ingested and are
searchable in the AccuKnox SIEM dashboard.

Procedure

1. Log in to the AccuKnox SIEM Portal

Navigate to your AccuKnox SIEM instance.

Example:

https://in.siem.v2.accuknox.com

Log in using your credentials.

2. 0Open the Logs Page

Navigate to:

SIEM » Logs

3. Select the Appropriate Time Range

Choose a recent time range that includes the Lambda execution, for example:

Last 15 Minutes

Last 30 Minutes

Last 1 Hour

4. Search for CloudTrail Logs

In the search bar, apply the following filter:

cloud = aws

This filters the logs to display AWS CloudTrail events that have been ingested into the SIEM.

5. Verify the Logs

If the integration is successful, AWS CloudTrail logs will be displayed in the Logs section.
Verify that the logs contain CloudTrail event details such as:
e Event Time

e AWS Account ID
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e AWS Region
e Event Name
e Event Source
e Userldentity

e Source IP Address

Figure 27. 5. Verify the Logs

81.477 {
"2026-87-38T05:56:81.365569633Z",
true,
1ff 3-416 3 91ab6”,

B8dS6¢ 77

“ap-south-1",
detected _level 1 ; p . {

job C nal”: "Pythen-urllib/3.18°

service_name

£ “arn: 1956994857892 :assumed-role/ANSServiceRoleForAmaz
onSSH/SSHInventory”
accountId™: "956994857092",

Figure 28. 5. Verify the Logs
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Step 9. Configure GitHub Repository for CDR Remediation

Purpose

Configure a GitHub repository that receives remediation requests from AccuKnox and executes the required
remediation workflow using GitHub Actions.

Procedure
. Clone the CDR Demo Repository

git clone https://github.com/Keyurendra/cdr-remediation-demo.git

@ cdr-remediation-demo

'y o

Packages

Cortritators 1

@ e

Figure 29.1. Clone the CDR Demo Repository

This repository contains:
e GitHub Actions workflow
¢ \Webhook integration

e Demo remediation workflow

2. Clone the CDR Remediation Action Repository

git clone https://github.com/Keyurendra/cdr-remediation.git
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Figure 30. 2. Clone the CDR Remediation Action Repository

This repository contains:

action.yml

GitHub Composite Action

¢ Cloud authentication logic

Entry point execution

3. Create GitHub Secrets

Navigate to:

Repository »  Settings »  Secrets and variables » Actions »  New repository secret

Create the following secrets:

Secret Name Description

AWS_DEV_ACCESS_ID AWS Access Key ID

AWS_DEV_SECRET_ID AWS Secret Access Key
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Figure 3. 3. Create GitHub Secrets

4. Changes in the workflow file

Navigate to

.github/workflows/remediation.yml

Update the workflow by retaining only the credential secrets for the target cloud provider:

name: CDR Remediation

on:
repository_dispatch:
types: [accuknox-webhook]

jobs:
remediate:
runs-on: ubuntu-latest

container:

image: public.ecr.aws/k9v9d5v2/cdr/accknox-cdr-remediation:latest
env:

CLIENT_PAYLOAD: ${{ toJSON(github.event.client_payload) }}

steps:
- name: AccuKnox CDR Action
uses: Keyurendra/cdr-remediationamain
with:
AWS_ACCESS_KEY_ID: ${{ secrets.AWS_DEV_ACCESS_ID }}
AWS_SECRET_ACCESS_KEY: ${{ secrets.AWS_DEV_SECRET_ID }}

Explanation

¢ |Invokes the custom GitHub Action from the Keyurendra/cdr-remediation repository.

e Authenticates to AWS using the repository secrets:

o AWS_DEV_ACCESS_ID
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o AWS_DEV_SECRET_ID

Figure 32. Navigate to

Step 10 - Verify Alerts in the AccuKnox Platform

Purpose

Verify that the ingested AWS CloudTrail logs generate the corresponding CDR alerts in the AccuKnox
Platform before configuring automated remediation.

Procedure
1.Login to the AccuKnox Platform.

2. Navigate to:

Alerts  »  All Alerts
3. Configure the following filters:

Filter Value

Module CDR

Tools Select the target cloud provider (e.g., AWS)

4. Apply additional filters to locate specific alerts more easily.

® AccuKnox, Inc. | Confidential Page 35 of 53



AWS CDR Deployment Guide
Standalone AWS Account | Version 1.1

®, ACCUKNOX

Example Value

Rule Select the rule corresponding to the use case being validated.

Region eu-north-1

5. Verify that the expected CDR alert is displayed.

Result

The corresponding CDR alert is successfully generated and is available for configuring automated
remediation through Triggers and Webhook Integrations.
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Figure 33. Step 10 - Verify Alerts in the AccuKnox Platform
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Step 1. Configure GitHub Webhook Integration

Purpose

Configure an AccuKnox Webhook Integration to invoke the GitHub Repository Dispatch APl whenever a

remediation event is generated.

Procedure
Navigate to:

Settings » Integrations » | Webhook ' » Connect
Configure the following:

Field Value

Integration Name GitHub Webhook

Method POST
Webhook URL https://api.github.com/repos/Keyurendra/cdr-remediation-demo/dispatches
Success Codes 200, 201, 202, 204
Headers
Header Value
Authorization token <GitHub Personal Access Token>
Accept application/vnd.github+json

Test Payload

"event_type": "accuknox-webhook"

Note: The Test Payload is only used to validate the webhook connection. The actual payload is sent by the

Trigger during runtime.

Click Save to create the Webhook Integration.
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Figure 34. Test Payload

® AccuKnox, Inc. | Confidential Page 38 of 53



AWS CDR Deployment Guide

Standalone AWS Account | Version 1.1

®, ACCUKNOX

Step 12. AWWS Out-of-the-Box Detection & Remediation Rules

Once the AWS CDR deployment is completed, AccuKnox continuously monitors AWS CloudTrail events and

applies pre-built detection and remediation policies to help identify and automatically remediate common

security misconfigurations across AWS resources.

Detection Rule

Description

Automated Response

AWS S3 Made Public

AWS Security Group Port
Opened

AWS S3 Bucket Versioning
Disabled

AWS CloudTrail Logging
Disabled

AWS Config Recorder
Retention Misconfigured

AWS EC2 Instance with
Public IP

AWS Default EBS Encryption
Disabled

Key Benefits

Detects when an Amazon S3 bucket is
configured to allow public access.

Detects when sensitive ports such as SSH
(22) and RDP (3389) are exposed to the
internet through a security group.

Detects when versioning is disabled or
not configured for an Amazon S3 bucket.

Detects when AWS CloudTrail logging is
disabled for a trail.

Detects when the AWS Config recorder
retention period does not meet the
configured policy requirements.

Detects EC2 instances that are launched
with a public IP address or exposed to the
public internet.

Detects when default encryption for
Amazon EBS volumes is disabled at the
AWS account level.

Pre-built AWS security detection and remediation policies

e Automatic remediation of common cloud misconfigurations

¢ Continuous monitoring of AWS CloudTrail events

¢ Reduced manual effort through policy-driven enforcement

Automatically enables all S3 Block Public
Access settings to prevent public access
to the bucket.

Automatically removes the security group
ingress rules that allow unrestricted
access to ports 22 and 3389.

Automatically enables bucket versioning
to improve data protection and recovery
capabilities.

Automatically re-enables CloudTrail
logging so audit logging of AWS API
activity keeps running.

Automatically configures the AWS Config
retention period to 30 days.

Automatically terminates the exposed
EC2 instance (or applies the configured
remediation policy) to eliminate
unintended public exposure.

Automatically enables default EBS
encryption using the AWS-managed KMS
key.

¢ Helps enforce AWS security best practices and compliance requirements

e Supports proactive cloud security and continuous risk reduction
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Note: These out-of-the-box policies are included with the AWS CDR deployment. Additional custom
detection and remediation policies can be configured to meet organization-specific security and
compliance requirements.
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Use Case 1. Automatic Remediation of Public Amazon S3
Buckets

Objective

Automatically detect publicly accessible Amazon S3 buckets and remediate them by enabling Block Public
Access, preventing unauthorized access to bucket objects.

Test Scenario

An Amazon S3 bucket named sabpaisa-test-bucket was created in the eu-north-1region,and a sample
image was uploaded for testing.

To simulate a security issue:
¢ Disabled Block Public Access
e Applied a bucket policy allowing public read access

e \Verified that the uploaded image was accessible using its S3 Object URL

Result

The object was publicly accessible.
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Figure 35. Test Scenario
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Figure 36. Test Scenario

Alert Detection in AccuKnox

After the Amazon S3 bucket was made publicly accessible, AccuKnox detected the security event and
generated an alert under the CDR module.

The alerts were filtered using:
¢ Module: CDR
¢ Log Source: AWS Logs

e Filter: payload.rule = AWS S3 made public

The generated alert confirms that AccuKnox successfully identified the security event, which can then be
used to configure an automated remediation trigger.

Result

The AWS S3 made public alert was successfully generated in AccuKnox.
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Figure 37. Alert Detection in AccuKnox

® AccuKnox,Inc. | Confidential Page 42 of 53



AWS CDR Deployment Guide

®, ACCUKNOX
Standalone AWS Account | Version 1.1

Trigger Configuration
A trigger was created in AccuKnox to automatically invoke the GitHub Webhook Integration whenever an

Amazon S3 bucket is detected as publicly accessible.

Configuration

Name: AWS S3 Public Bucket Remediation

¢ Description: Automatically triggers GitHub Actions to remediate publicly accessible Amazon S3 buckets.

¢ Filter: payload.rule
Value: AWS S3 made public

e Action: Notify

¢ Notification Channel: GitHub CDR Remediation

Result

Whenever the AWS S3 made public alert is generated, the trigger automatically invokes the configured
webhook, initiating the remediation workflow.

Figure 38. Trigger Configuration

GitHub Workflow Execution

The webhook sent a Repository Dispatch request to GitHub.

The GitHub Actions workflow started automatically and executed the configured remediation workflow.
During execution:

¢ Rule identified: AWS S3 made public

¢ Resource identified: sabpaisa-test-bucket

¢ Cloud Provider: AWS

¢ Remediation Tool: Cloud Custodian

¢ Remediation Policy: s3_make_bucket_private.yaml
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Result

GitHub Actions completed successfully.

Figure 39. GitHub Workflow Execution

Automatic Remediation

Cloud Custodian executed the setpublicblock action on the affected S3 bucket.
The following S3 security settings were automatically enabled:

¢ Block Public ACLs

e Ignore Public ACLs

¢ Block Public Bucket Policies

e Restrict Public Buckets

Result

S3 bucket configuration was updated automatically.
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Figure 40. Automatic Remediation
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Validation

The same S3 Object URL that was previously accessible was opened again after remediation.
Before Remediation

¢ Image loaded successfully.

After Remediation

¢ Access Denied (403 Forbidden)

This confirms that public access to the bucket objects was successfully blocked.

(6] 25 sabpaisa-test-bucket.s3.eu-north-1.amazonaws.com/Screenshot_2023-12-14_at_00.40.52_80-1024x545.webp h%g P Work

[ All Bookmarks

Figure 4. Validation
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Use Case 2. Automatic Remediation of Publicly Exposed AWS
Security Group Ports

Objective

Automatically detect AWS Security Groups that expose inbound ports to the public Internet ( 0.0.0.0/0 )
and remediate them by removing the insecure inbound rule, preventing unauthorized network access to the

EC2 instance.

Test Scenario

An Amazon EC2 instance named public-ec2-test was launched in the eu-north-1region using a Security
Group configured with an inbound SSH rule allowing access from 0.0.0.0/0.

To simulate a security issue:

¢ Launched an EC2 instance with a Public IP address.

¢ Configured the Security Group to allow SSH (TCP Port 22) from 0.0.0.0/0.
¢ Connected to the EC2 instance using EC2 Instance Connect.

e Verified that the Security Group contained the public inbound rule.

Result

The EC2 instance was publicly accessible through the Security Group.
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Figure 42. Test Scenario

Alert Detection in AccuKnox

After the AWS Security Group was configured to allow inbound access from 0.0.0.0/0, AccuKnox detected

the security event and generated an alert under the CDR module.
The alerts were filtered using:

¢ Module: CDR
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¢ Log Source: AWS Logs
e Filter: payload.rule = AWS Security Group Port Opened
The generated alert confirms that AccuKnox successfully identified the publicly exposed Security Group,

which can then be used to configure an automated remediation trigger.

Result

The AWS Security Group Port Opened alert was successfully generated in AccuKnox.
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Figure 43. Alert Detection in AccuKnox

A trigger was created in AccuKnox to automatically invoke the GitHub Webhook Integration whenever an
AWS Security Group is detected with a publicly exposed inbound port.

Configuration
¢ Name: AWS Security Group Public Port Remediation

e Description: Automatically triggers GitHub Actions to remediate publicly exposed AWS Security Group
ports.

¢ Filter: payload.rule
e Value: AWS Security Group Port Opened
e Action: Notify

¢ Notification Channel: GitHub CDR Webhook

Result

Whenever the AWS Security Group Port Opened alert is generated, the configured webhook is automatically

invoked, initiating the remediation workflow.
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Figure 44. Trigger Configuration

GitHub Workflow Execution

The webhook sent a Repository Dispatch request to GitHub.

The GitHub Actions workflow started automatically and executed the configured remediation workflow.
During execution:

¢ Rule identified: AWS Security Group Port Opened

¢ Cloud Provider: AWS

¢ Remediation Tool: Cloud Custodian

¢ Remediation Policy: Security Group Port Remediation Policy

¢ Target Resource: Affected AWS Security Group

Result

GitHub Actions completed successfully.

© acculnox-webhook

Figure 45. GitHub Workflow Execution
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Automatic Remediation
Cloud Custodian automatically revoked the insecure inbound Security Group rule that allowed public access.

The following security change was performed automatically:

¢ Removed the inbound rule allowing TCP Port 22 from 0.0.0.0/0.

Result

The AWS Security Group configuration was updated automatically.
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Figure 46. Automatic Remediation

Validation

The Security Group configuration was verified after remediation.

Before Remediation

e Security Group contained an inbound SSH rule (TCP Port 22) with source 0.0.0.0/0.
e The EC2 instance was publicly accessible.

After Remediation

¢ The inbound Security Group rule allowing 0.0.0.0/0 was automatically revoked.

¢ Public network access to the EC2 instance through the exposed SSH port was blocked.
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Use Case 3. Automatic Remediation of AWWS EC2 Instances
with Public IP Addresses

Objective

Automatically detect Amazon EC2 instances launched with a public IP address and remediate them by

removing the public IP while keeping the instance running.

Test Scenario

An Amazon EC2 instance was launched with Auto-assign Public IP enabled.
To simulate the security issue:

¢ Created a new EC2 instance with a public IPv4 address.

e \Verified that the instance was in the Running state.

e Confirmed that a public IP address was assigned to the instance.

Result

The EC2 instance was running with a publicly accessible IP address.
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Figure 47. Test Scenario

Alert Detection in AccuKnox

After the EC2 instance was launched with a public IP address, AccuKnox detected the security event and
generated an alert under the CDR module.

The alerts were filtered using:
¢ Module: CDR
e Log Source: AWS Logs

¢ Filter: payload.rule = AWS vm created
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The generated alert confirms that AccuKnox successfully identified the EC2 instance with a public IP, which
can then be used to configure an automated remediation trigger.

Result

The AWS vm created alert was successfully generated in AccuKnox.
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Figure 48. Alert Detection in AccuKnox

Trigger Configuration

A trigger was created in AccuKnox to automatically invoke the GitHub Webhook Integration whenever an
Amazon S3 bucket is detected as publicly accessible.

Configuration:

¢ Name: AWS S3 Public Bucket Remediation

e Description: Automatically triggers GitHub Actions to remediate publicly accessible Amazon S3 buckets.
¢ Filter: payload.rule

e Value: AWS S3 made public

e Action: Notify

¢ Notification Channel: Webhook

Result

Whenever the AWS S3 made public alert is generated, the trigger automatically invokes the configured
webhook, initiating the remediation workflow.
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Figure 49. Trigger Configuration

GitHub Workflow Execution

The webhook sent a Repository Dispatch request to GitHub.

The GitHub Actions workflow started automatically and executed the configured remediation workflow.
During execution:

¢ Rule identified: AWS vm created

¢ Resource identified: EC2 Instance ID

¢ Cloud Provider: AWS

¢ Remediation Script: remove_public_ip.sh

Result
GitHub Actions completed successfully.
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Figure 50. GitHub Workflow Execution
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Automatic Remediation

The remediation script executed the required AWS CLI commands to remove the public IP association from

the EC2 instance’s primary network interface.
The remediation:

¢ ldentified the primary network interface (ENI).
¢ Removed the associated public IP address.

¢ Kept the EC2 instance in the Running state without interruption.

Result

The EC2 instance was automatically remediated by removing its public IP address.
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Figure 51. Automatic Remediation

Validation

The EC2 instance details were verified after remediation.
Before Remediation

¢ Instance State: Running

e Public IPv4 Address: Assigned

After Remediation

¢ Instance State: Running

e Public IPv4 Address: Not Assigned

This confirms that the public IP address was successfully removed while the EC2 instance continued running

normally.
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