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Agenda

● Risks with NIM microservices
○ Exposed models
○ Exposed configuration
○ GPU/CUDA compromise

● Threat Model
● Observability

○ Process/Network
● Security Hardening

○ Container Hardening
○ Host Hardening



Risks with NIM Microservices



Use Cases

● Securing NIM Microservices
○ Zero-Trust
○ Restrict execution of NVIDIA Tools
○ Audit access to HPC/CUDA

● Host Security- Audit access to HPC/CUDA
● Cryptojacking
● Further Hardening

   



Securing NIM microservices - Process Observability



Securing NIM microservices - Network Observability



Securing NIM microservices - Zero Trust

apiVersion: security.kubearmor.com/v1
kind: KubeArmorPolicy
metadata:
  name: autopol-system-1123564177
  namespace: container_namespace
spec:
  action: Allow
  selector:

matchLabels:
    app: nvidia-nim
  file:

matchDirectories:
  - dir: /opt/nim/llm/vllm_nvext/
      fromSource:
        - path: /opt/nim/llm/.venv/bin/nim-llm-set-cache-env
        - path: /opt/nim/llm/.venv/bin/nim-llm-check-cache-env
        - path: /opt/nim/llm/.venv/bin/python3
  network:

matchProtocols:
  - fromSource:
        - path: /usr/bin/python3.10
        protocol: raw
  - fromSource:
        - path: /usr/bin/python3.10
        protocol: tcp
  process:

matchDirectories:
  - dir: /opt/nim/llm/.venv/bin/
      recursive: true

matchPaths:
  - path: /opt/nim/start-server.sh
  - path: /opt/nvidia/nvidia_entrypoint.sh
  - path: /usr/bin/python3.10
  severity: 1

Only allow Python applications to 
access network

Allow execution of NIM binaries 
only

Only allow Python and NIM binaries 
to access LLMs

*Only important paths shown for ref. Actual policy would be more granular



Securing NIM microservices - Zero Trust

Inference continues 
as expected

Shell access denied

Detailed 
information in 

Alerts



Securing NIM microservices - NVIDIA Tools

apiVersion: security.kubearmor.com/v1
kind: KubeArmorPolicy
metadata:
  name: ksp-block-nvidia-tools-exec
  namespace: container_namespace
spec:
  action: Block
  selector:

matchLabels:
    app: nvidia-nim
  process:

matchPaths:
- path: /usr/bin/nvidia-ctk
- path: /usr/bin/nvidia-modprobe
- path: /usr/bin/nvidia-smi
- path: /usr/bin/nvidia-cuda-mps-control
- path: /usr/bin/nvidia-cuda-mps-server
- path: /usr/bin/nvidia-debugdump
- path: /usr/bin/nvidia-persistenced
- path: /usr/bin/nvidia-container-cli
- path: /usr/bin/nvidia-container-runtime-hook

  message: "ALERT! Blocked execution of NVIDIA container runtime 
tools inside container."
  severity: 1

Tools in container which 
are not used during 

inference



Securing NIM microservices - NVIDIA Tools



Securing NIM microservices - HPC/CUDA

apiVersion: security.kubearmor.com/v1
kind: KubeArmorPolicy
metadata:
  name: ksp-audit-hpc-libs-access
  namespace: container_namespace
spec:
  action: Audit
  selector:

matchLabels:
    app: nvidia-nim
  file:

matchDirectories:
   - dir: /opt/hpcx/
       recursive: true
   - dir: /usr/local/cuda/
       recursive: true
   - dir: /usr/local/cuda-12.3
       recursive: true

matchPaths:
   - path: /usr/lib/x86_64-linux-gnu/libcuda.so.560.35.03
   - path: /usr/lib/x86_64-linux-gnu/libcudadebugger.so.560.35.03
   - path: /usr/lib/x86_64-linux-gnu/libcuda.so.545.23.08
   - path: /usr/lib/x86_64-linux-gnu/libcudadebugger.so.545.23.08
  message: WARN! Access to NVIDIA HPC/CUDA libs detected.
  severity: 1

Audit HPC/CUDA library access in container



Host Security - Observability
docker run --gpus all -d --shm-size=16GB --labels app=nvidia-nim --name nvidia-nim -e NGC_API_KEY -v 
"$LOCAL_NIM_CACHE:/opt/nim/.cache" -u $(id -u) -p 8000:8000 nvcr.io/nim/mistralai/mistral-7b-instruct-v0.3:latest



Host Security - HPC/CUDA

apiVersion: security.kubearmor.com/v1
kind: KubeArmorHostPolicy
metadata:
  name: hsp-protect-hpc-libs-access
spec:
  action: Allow
  nodeSelector:

matchLabels:
    kubearmor.io/hostname: '*'
  file:

matchDirectories:
 - dir: /

       recursive: true
   - dir: /usr/lib/firmware/nvidia/
       recursive: true
       fromSource:
         - path: /usr/bin/nvidia-container-cli
   - dir: /usr/local/cuda-12.6/
       recursive: true
       fromSource:
         - path: /usr/bin/nvidia-container-cli
   - dir: /usr/src/nvidia-560.35.03/
       recursive: true
       action: Audit

matchPaths:
   - path: /etc/nvidia-container-runtime/config.toml
       fromSouce:
       - path: /usr/bin/nvidia-container-runtime-hook
  message: "ALERT! Blocked unexpected access to NVIDIA libs on host."
  severity: 6

Only nvidia-container-cli can 
access CUDA Libs



Cryptojacking - Prominent Attack On GPUs

apiVersion: security.kubearmor.com/v1
kind: KubeArmorHostPolicy
metadata:
  name: hsp-protect-against-cryptojacking
spec:
  action: Block
  message: "ALERT! Cryptominer execution detected and blocked."
  process:
    matchDirectories:
    - dir: /tmp/
      recursive: true
    matchPaths:
    - execname: apk
    - execname: apt
    - execname: dero-miner-linux-amd64
    - execname: dero-wallet-cli-linux-amd64
    - execname: dero
    - execname: derod-linux-amd64
    - execname: masscan
    - execname: nmap
    - execname: ntpdate
    - execname: xmrig
    - execname: zgrab2
  nodeSelector:
    matchLabels:
      kubearmor.io/hostname: ‘*'
  severity: 5
  tags:
  - MITRE
  - MITRE_T1496_resource_hijacking
  - cryptominer



Host Security - File Integrity Monitoring
apiVersion: security.kubearmor.com/v1
kind: KubeArmorHostPolicy
metadata:
  name: hsp-file-integrity-monitoring
spec:
  action: Block
  file:

matchDirectories:
- dir: /bin/

    readOnly: true
    recursive: true

- dir: /sbin/
    readOnly: true
    recursive: true

- dir: /usr/bin/
    readOnly: true
    recursive: true

- dir: /usr/sbin/
    readOnly: true
    recursive: true

- dir: /usr/lib/
    readOnly: true
    recursive: true

- dir: /boot/
    readOnly: true
    recursive: true
  message: "ALERT! Detected and prevented compromise to file integrity"
  nodeSelector:

matchLabels:
    kubearmor.io/hostname: '*'
  severity: 1
  tags:
  - MITRE_T1036_masquerading
  - MITRE_T1565_data_manipulation
  - NIST_800-53_AU-2
  - NIST_800-53_SI-4

Adversaries can’t 
modify system 

binaries



Further Hardening


