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SBOM RISK REPORT

Report Summary

This report covers 3 projects: Customer Portal, Core Platform, Al Agent Platform.

3 M 12,225 452 280 3,086

PROJECTS BOMS COMPONENTS OPEN KNOWN EXPLOIT LICENSE
VULNERABILITIES FINDINGS

INSIGHT
Core Platform has the largest exposure, with 316 open vulnerabilities. Across all 3 projects, 38 vulnerabilities are Critical
and 280 have a known public exploit.

Exposure by Project
Customer Portal _ 101 open
4 BOMs 62 exploitable
Sore Platform ——— | e
215 exploitable

5 BOMs
Al Agent Platform 35 open
2 BOMs - 3 exploitable

@ Open vulnerabilities @ With a known public exploit

Compares open vulnerabilities with the subset that has a known public exploit, per project.

Combined Severity Mix Combined License Composition
iy, ® Critical 38 8% R\
~ @ Public Domain 6 0%
@ High 169 37% o
Permissive 2,789 90%
452 ® Medium 167 37% 33086
OPEN VULNS LICENSES @ Weak Copyleft 103 3%
® Low 15 3%
@ Copyleft 188 6%
Unscored 63 14%
Open vulnerabilities across all projects, grouped by AccuKnox severity. License findings grouped by obligation tier. Copyleft tiers carry
distribution obligations.
Selected Projects at a Glance
PROJECT BOMS COMPONENTS OPEN VULNS EXPLOITABLE LICENSE FINDINGS
Customer Portal 4 242 101 62 599
Core Platform 5 11,402 316 215 2,028
Al Agent Platform 2 581 35 3 459

® AccukNox Private & Confidential 2
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PROJECT 1 OF 3

Customer Portal

4 BOMs in this project. Each BOM has its own detail section below.

CUSTOMER PORTAL

Executive Summary

Customer Portal registers 4 BOMs and 242 components. It has 101 open vulnerabilities, and 62 of them
have a known public exploit.

£ 242 101 62 599

BOMS COMPONENTS OPEN KNOWN EXPLOIT LICENSE FINDINGS
VULNERABILITIES

INSIGHT
billing-worker needs attention first. It holds 97 of the 101 open vulnerabilities in this project, and its worst severity is
Critical. 62 of its findings have a known public exploit.

Severity Mix License Composition
‘ . ® Critical 6 6% @ Public Domain 2 0%
101 @ High 43 43% 599 @ Permissive 333 56%
OPEN VULNS ® Medium 38 38% LICENSES @ Weak Copyleft 77  13%
@ Low 4 4% @ Copyleft 187 31%
Unscored 10 10%

License findings by obligation tier.
Open vulnerabilities by AccuKnox severity.

SLA Compliance Exploitability
|
® Overdue 100 99% @ Exploitable 62 61%
101 101 P
FINDINGS @ Due within 14 days 1 1% FINDINGS No known exploit 39 39%
Open findings measured against the remediation due date. Open findings with a public exploit on record.
Components per BOM Most-Used Licenses
G Y MIT e—— 222
[ ] api-gateway 15 48% GPL-2.0-only a—— 63
® inventory-api 9 4% GPL-2.0-or-later [ ] 61
@ billing-worker 16 48% BSD-3-Clause 45
. GPL-3.0-onl - 33
@ google/gemma-4-26B-A4B-it 2 1% ony
GPL-3.0-or-later - 30
Share of the project's components that each BOM contributes.
BSD-2-Clause - 27
ISC - 26

License identifiers by the number of components that declare them.

©® Accuknox Private & Confidential 3
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PROJECT 1 OF 3 | CUSTOMER PORTAL

Project Risk Overview

The BOM to fix first, and the components that drive the most risk in this project.

FIRST PRIORITY WORST SEVERITY OPEN VULNERABILITIES EXPLOITABLE

billing-worker 97 62

BOM Risk Ranking

# BOM WORST SEVERITY vgfri'; EXPLOITABLE OVERDUE LAST SCAN
1 billing-worker Critical 97 62 97 2026-05-21
2 api-gateway Medium 4 0 3 2026-09-01
3 inventory-api Clean 0 0 0 2026-06-17
4 google/gemma-4-26B-A4B-it Clean 0 0 0 2026-04-08

BOMs ranked by worst severity, then by the number of open vulnerabilities.

Most Impactful Components

COMPONENT FINDINGS WORST SEVERITY FIX TO BOMS
Django 4.2.7 63  Critical 4.2.22 billing-worker
cryptography 41.0.5 " High 42.0.2 billing-worker
urllib3 1.26.18 10 High 2.6.3 billing-worker
Jinja2 2.11.3 6  High 3.1.6 billing-worker
pip 24.0 5 High 26.1 billing-worker
yauzl 2.10.0 2 Medium 3.2.0+echo.1 api-gateway
cacheable-request 7.0.4 2 Unscored 10.2.7 api-gateway
sqlparse 0.5.5 1 Medium See advisory billing-worker
wheel 0.45.1 1 High See advisory billing-worker

Components with the most open findings. One upgrade removes every finding in the row.

©® Accuknox Private & Confidential 4
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Actionable Fixes

COMPONENT UPGRADE TO RESOLVES SEVERITY EXPLOITABLE BOMS
Django 4.2.7 5.2.1+echo.1 9  Critical 5 billing-worker
yauzl 2.10.0 3.2.0+echo.1 2 Medium 0 api-gateway
cacheable-request 7.0.4 10.2.7 2 Unscored 0 api-gateway
Django 4.2.7 4.2.26 2 Critical 2 billing-worker
urllib3 1.26.18 2.6.0 2 High 0 billing-worker
Jinja2 2.11.3 3.1.4 1 Medium 1  billing-worker
Jinja2 2.11.3 3.1.5 1 Medium 1  billing-worker
cryptography 41.0.5 41.0.6 1 Medium 1  billing-worker
pip 24.0 26.0 1 Low 0 billing-worker
Jinja2 2.11.3 3.1.6 1 Medium 1 billing-worker
Django 4.2.7 4.2.22 1 Medium 1 billing-worker
cryptography 41.0.5 94a50a9731f3.. 1 Medium 0  billing-worker

Upgrades ranked by the number of findings each one resolves.

® AccukNox Private & Confidential 5
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PROJECT 1 OF 3 | CUSTOMER PORTAL

Top Cross-BOM Risks

The highest-CVSS findings across every BOM in this project, from the latest scan.

Highest-CVSS Findings

SEVERITY ADVISORY COMPONENT CVSsS BOM EXPLOIT FIXTO
Critical CVE-2024-53908 Django 4.2.7 9.8 billing-worker Yes
Critical CVE-2026-4277 Django 4.2.7 9.8 billing-worker
Critical CVE-2020-7471 Django 4.2.7 9.8 billing-worker Yes
Critical CVE-2024-53908 Django 4.2.7 9.8 billing-worker Yes
Critical CVE-2025-64459 Django 4.2.7 9.1 billing-worker Yes 4.2.26
Critical CVE-2025-64459 Django 4.2.7 9.1 billing-worker Yes 5.2.1+echo.1
High CVE-2025-66418 urllib3 1.26.18 8.9 pilling-worker 2.6.0
High CVE-2026-21441 urllib3 1.26.18 8.9 billing-worker oG08
High CVE-2025-66471 urllib3 1.26.18 8.9 billing-worker 2.6.0
High CVE-2016-10745 Jinja2 2.11.3 8.6 billing-worker Yes
High CVE-2026-26007 cryptography 41.0.5 8.2 billing-worker 46.0.5
High CVE-2025-64460 Django 4.2.7 7.5 billing-worker
High CVE-2024-24680 Django 4.2.7 7.5 billing-worker Yes
High CVE-2024-41989 Django 4.2.7 7.5 billing-worker Yes
High CVE-2026-3902 Django 4.2.7 7.5 billing-worker
High CVE-2026-25673 Django 4.2.7 7.5 billing-worker
High CVE-2024-41990 Django 4.2.7 7.5 billing-worker Yes
High CVE-2025-64458 Django 4.2.7 7.5 bpilling-worker Yes 4.2.26
High CVE-2024-41991 Django 4.2.7 7.5 bpilling-worker Yes
High CVE-2024-41990 Django 4.2.7 7.5 billing-worker Yes
High CVE-2024-26130 cryptography 41.0.5 7.5 billing-worker Yes
High CVE-2024-41989 Django 4.2.7 75 billing-worker Yes
High CVE-2024-41991 Django 4.2.7 75 billing-worker Yes
High CVE-2026-1285 Django 4.2.7 7.5 billing-worker
High CVE-2024-38875 Django 4.2.7 7.5  billing-worker Yes

© AccukNox Private & Confidential 6
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PROJECT 1 OF 3 | CUSTOMER PORTAL

Findings by BOM

Every bill of materials registered under Customer Portal, with its components, findings and licenses.

BOM Inventory

BOM LAST SCAN COMPONENTS VaFL’II\EIZ EXPLOITABLE LICENSES COPYLEFT
api-gateway 2026-09-01 15 4 0 210 0
inventory-api 2026-06-17 9 0 0 5 0
billing-worker 2026-05-21 116 97 62 383 264
google/gemma-4-26B-A4B-it 2026-04-08 2 0 0 1 0

Copyleft counts both weak-copyleft and strong-copyleft license findings.

BOMs With No Open Vulnerabilities

inventory-api google/gemma-4-26B-A4B-it

Last scanned 2026-06-17 Last scanned 2026-04-08

9 components 0 open vulns 2 components 0 open vuins

Apache-2.0 D 2 Apache-2.0 D 1

MIT D 2

BSD-3-Clause [ J 1

® AccukNox Private & Confidential 7
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BOM DETAIL | CUSTOMER PORTAL

api-gateway
Last scanned 2026-09-01 | 1 scan(s) recorded

Acme Corp | Generated September 23, 2026

15 4

o) 0]

COMPONENTS OPEN VULNERABILITIES KNOWN EXPLOIT COPYLEFT OR WEAK
COPYLEFT

INSIGHT

This BOM has 4 open vulnerabilities, led by Medium severity. A published fix is available for 4.
Severity Mix License Composition SLA Compliance Fix Availability

[
q 210 q
OPEN VULNS LICENSES FINDINGS
@ Medium 2 50% @ Public Domain 2 1% @ Overdue 3 75% @ Fix available 4 100%
Unscored 2 50% @ Permissive 208 99% @ Due within 14 days 1 25%

Top Findings in This BOM

SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-21
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-01

The highest-severity open findings in this BOM.
Top Components Licenses in Use
COMPONENT FINDINGS WORST FIX TO MIT . ] 183
yauzl 2.10.0 2  Medium 3.2.0+echo.1 Isc e 13
BSD-3-Clause [ 6
cacheable-request

- 2  Unscored 10.2.7 BSD-2-Clause (] 4

Apache-2.0 { 2
Unlicense [ 2
Open Vulnerabilities With a Fix (4 of 4)

SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-21
Unscored GHSA-8x6c-cv3v-vpbg cacheable-request 7.0.4 N/A No 10.2.7 2026-10-01
Unscored GHSA-8x6Cc-cv3v-vpbg cacheable-request 7.0.4 N/A No 10.2.7 2026-09-11
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-01

4 of 4 open vulnerabilities have a published fix version.
© AccukNox Private & Confidential 8
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BOM DETAIL | CUSTOMER PORTAL

billing-worker
Last scanned 2026-05-21 | 1 scan(s) recorded

116 97 62 264

COMPONENTS OPEN VULNERABILITIES KNOWN EXPLOIT COPYLEFT OR WEAK
COPYLEFT

INSIGHT

This BOM has 97 open vulnerabilities, led by Critical severity. 6 are Critical. 62 have a known public exploit. A published fix
is available for 34. It also has 264 weak-copyleft or copyleft license findings.

Severity Mix License Composition SLA Compliance Fix Availability
383 97
OPEN VULNS L\CENSES FINDINGS
@ Critical 6% @ Permissive M9  31% @ Overdue 97 100% @ Fix available 34 35%
@ High 43  44% @ Weak Copyleft 77 20% No fix identified 63 65%
® Medium 36 37% @ Copyleft 187 49%
® Low 4 4%
Unscored 8 8%

Top Findings in This BOM

SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIX TO DUE
Critical CVE-2024-53908 Django 4.2.7 9.8 Yes See advisory 2026-05-31
Critical CVE-2026-4277 Django 4.2.7 9.8 No See advisory 2026-05-31
Critical CVE-2020-7471 Django 4.2.7 9.8 Yes See advisory 2026-05-31
Critical CVE-2024-53908 Django 4.2.7 9.8 Yes See advisory 2026-05-31
Critical CVE-2025-64459 Django 4.2.7 9.1 Yes 4.2.26 2026-05-31
Critical CVE-2025-64459 Django 4.2.7 9.1 Yes 5.2.1+echo.1 2026-05-31
High CVE-2025-66418 urllib3 1.26.18 8.9 No 2.6.0 2026-06-05
High CVE-2026-21441 urllib3 1.26.18 8.9 No 2.6.3 2026-06-05

The highest-severity open findings in this BOM.

©® Accuknox Private & Confidential 9
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Top Components Licenses in Use
COMPONENT FINDINGS WORST FIX TO GPL-2.0-only D 63
Django 4.2.7 63  Critical  4.2.22 GPL-2.0-or-later 61
BSD-3-Clause D 38
cryptography 41.0.5 11 High 42.0.2
yplography g MIT caEEEs——— 37

urllib3 1.26.18 10  High 2.6.3 GPL-3.0-only G 33

Jinjaz 2.11.3 6 High 3.1.6 GPL-3.0-or-later D 30
. LGPL-2.1-only D 24

pip 24.0 5 High 26.1

LGPL-2.1-or-later D 24

sqlparse 0.5.5 1 Medium See advisory BSD-2-Clause PSS 23

wheel 0.45.1 1  High See advisory LGPL-3.0-only [ J 15

ISC [ ] 13
LGPL-3.0-or-later [ J 12
Open Vulnerabilities With a Fix (34 of 97)

SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Medium CVE-2026-1287 Django 4.2.7 5.4 5.2.1+echo.1 2026-06-10
Medium CVE-2024-34064 Jinja2 2.11.3 5.4 Yes 3.1.4 2026-06-10
Medium CVE-2024-56326 Jinja2 2.11.3 5.4 Yes 3.1.5 2026-06-10
Medium CVE-2023-49083 cryptography 41.0.5 5.9 Yes 41.0.6 2026-06-10
High CVE-2025-64458 Django 4.2.7 75 Yes 4.2.26 2026-06-05
Medium CVE-2026-1207 Django 4.2.7 5.4 Yes 5.2.1+echo.1 2026-06-10
Low CVE-2026-1703 pip 24.0 2.0 26.0 2026-06-20
Medium CVE-2025-27516 Jinja2 2.11.3 5.4 Yes 3.1.6 2026-06-10
High CVE-2025-57833 Django 4.2.7 Al Yes 5.2.1+echo.1 2026-06-05
Medium CVE-2025-48432 Django 4.2.7 4.0 Yes 4.2.22 2026-06-10
Medium CVE-2023-23931 cryptography 41.0.5 4.8 94a5029731F3.. 2026-06-10
Medium CVE-2026-3219 pip 24.0 4.6 26.1 2026-06-10
Low CVE-2026-34073 cryptography 41.0.5 1.7 46.0.6 2026-06-20
High CVE-2025-66418 urllib3 1.26.18 8.9 2.6.0 2026-06-05
Critical CVE-2025-64459 Django 4.2.7 9.1 Yes 4.2.26 2026-05-31

Showing 15 of 34 fixable findings. Export the full list as CSV from the AccuKnox platform.

©® Accuknox Private & Confidential 10
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PROJECT 2 OF 3

Core Platform

5 BOMs in this project. Each BOM has its own detail section below.

CORE PLATFORM

Executive Summary

Core Platform registers 5 BOMs and 11,402 components. It has 316 open vulnerabilities, and 215 of them
have a known public exploit.

S 11,402 316 215 2,028

BOMS COMPONENTS OPEN KNOWN EXPLOIT LICENSE FINDINGS
VULNERABILITIES

INSIGHT
data-pipeline needs attention first. It holds 246 of the 316 open vulnerabilities in this project, and its worst severity is
Critical. 167 of its findings have a known public exploit.

Severity Mix License Composition
. . I
< Ny, @ Critical 29 9% @ Public Domain 3 0%
® High 123 39% . 99%
3'|6 : - 2,028 @ Permissive 1,998
OPEN VULNS ® Medium 1o 38% LICENSES @ Weak Copyleft 26 1%
® Low n 3% @ Copyleft 1 0%
Unscored 34 N%

License findings by obligation tier.
Open vulnerabilities by AccuKnox severity.

SLA Compliance Exploitability
@ Exploitable 215 68%
@ Overdue 316 100% 316
FINDINGS No known exploit 101 32%
Open findings measured against the remediation due date. Open findings with a public exploit on record.
Components per BOM Most-Used Licenses
"I- MIT G 1,598
@ api-gateway 116 1% IsC - 163
® nightly-build-0408 2 0% BSD-2-Clause Ld 109
® google/gemma-4-26B-A4B-it 2 0% Apache-2.0 e 80
@ storefront-web 1,773  16% BSD-3-Clause ‘ 48
L LGPL-3.0-only { 19
data-pipeline 9,509 83%
MPL-2.0 [
{

Share of the project's components that each BOM contributes. .
Unlicense

License identifiers by the number of components that declare them.

©® Accuknox Private & Confidential "
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PROJECT 2 OF 3 | CORE PLATFORM

Project Risk Overview

The BOM to fix first, and the components that drive the most risk in this project.

FIRST PRIORITY

data-pipeline

BOM Risk Ranking
# BOM

1 data-pipeline

2 storefront-web

3 api-gateway

4 nightly-build-0408

5 google/gemma-4-26B-A4B-it

WORST SEVERITY

CRITICAL

WORST SEVERITY

Critical

Critical

Medium

Clean

Clean

BOM s ranked by worst severity, then by the number of open vulnerabilities.

Most Impactful Components
COMPONENT
golang.org/x/net v0.10.0
tar 6.0.5
golang.org/x/crypto v0.5.0
golang.org/x/crypto v0.9.0
github.com/go-git/go-git/v5 v5.7.0
golang.org/x/net v0.17.0
elliptic 6.5.3
urllib3 2.5.0
sanitize-html 1.4.2

Microsoft.NETCore.App.Runtime.win-x64
6.0.7

github.com/cloudflare/circl v1.3.3

rexml 3.2.6

FINDINGS WORST SEVERITY

14 High

10  High

10  High

10 High

10 Critical
9 High

8 Critical
8 High

7 Medium

6 Unscored

6 Low

6 High

OPEN VULNERABILITIES

246

OPEN

Acme Corp | Generated September 23, 2026

167

EXPLOITABLE OVERDUE

VULNS
246

68

FIX TO

See advisory
/N8

See advisory
See advisory
See advisory
See advisory
See advisory
2,613

2.0.0-beta

See advisory

See advisory

See advisory

Components with the most open findings. One upgrade removes every finding in the row.

® AccukNox

Private & Confidential

167 246

48 68

BOMS

data-pipeline
data-pipeline
data-pipeline
data-pipeline
data-pipeline
data-pipeline
data-pipeline
data-pipeline

storefront-web

data-pipeline

data-pipeline

data-pipeline

EXPLOITABLE

LAST SCAN

2026-03-24

2026-03-27

2026-08-10

2026-04-08

2026-04-08

12
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Actionable Fixes

COMPONENT UPGRADE TO RESOLVES SEVERITY EXPLOITABLE BOMS
jsonwebtoken 0.1.0 9.0.0 4  Medium 4  storefront-web
jsonwebtoken 0.4.0 9.0.0 4 Medium 4  storefront-web
braces 2.3.2 3.0.3 2  High 2 ;'?gr;ifrzznt—web, data-
micromatch 3.1.10 4.0.8 2 Medium 2 :tigr;ifgzm'web' data-
moment 2.0.0 2.11.2 2 Medium 2 storefront-web

vm2 3.9.17 3.9.18 2 Critical 2 storefront-web
minimatch 3.0.8 3.1.3 2 High 0 storefront-web
minimatch 3.0.5 3.1.3 2 High 0 storefront-web
lodash 4.17.20 4.17.21 2  High 2 data-pipeline

urllib3 2.5.0 2.6.0 2  High 0 data-pipeline
minimatch 3.0.4 3.1.3 2  High 0 data-pipeline
handlebars 4.7.6 4.7.7 2  Medium 2 data-pipeline

Upgrades ranked by the number of findings each one resolves.

® AccukNox Private & Confidential 13
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PROJECT 2 OF 3 | CORE PLATFORM

Top Cross-BOM Risks

The highest-CVSS findings across every BOM in this project, from the latest scan.

Highest-CVSS Findings

SEVERITY

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

® AccukNox

ADVISORY

CVE-2015-9235

CVE-2026-22709

CVE-2023-32314

CVE-2023-37466

CVE-2023-37903

CVE-2015-9235

CVE-2022-37601

CVE-2022-37616

CVE-2018-7750

CVE-2021-3918

CVE-2023-49569

CVE-2024-3817

CVE-2024-3817

CVE-2020-28499

CVE-2022-37614

CVE-2022-22912

CVE-2023-49569

CVE-2022-39353

CVE-2022-26260

CVE-2025-21613

CVE-2025-21613

CVE-2023-46233

CVE-2019-10744

CVE-2024-48949

CVE-2025-9287

COMPONENT
jsonwebtoken 0.4.0
vm2 3.9.17

vm2 3.9.17

vm2 3.9.17

vm2 3.9.17
jsonwebtoken 0.1.0
loader-utils 1.4.0
xmldom 0.1.31
paramiko 3.5.0
json-schema 0.2.3

github.com/go-git/go-git/v5
v5.7.0

github.com/hashicorp/go-getter@
v1.71

github.com/hashicorp/go-getter@
v1.71

merge 1.2.1
mockery 2.1.0
plist 3.0.1

github.com/go-git/go-git/v5
v5.7.0

xmldom 0.1.31
simple-plist 1.1.1

github.com/go-git/go-git/v5
v5.7.0

github.com/go-git/go-git/v5
v5.7.0

crypto-js 3.3.0
lodash 2.4.2
elliptic 6.5.3

cipher-base 1.0.4

Private & Confidential

CVss

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.8

9.2

9.2

9.1

9.1

9.1

9.1

BOM
storefront-web
storefront-web
storefront-web
storefront-web
storefront-web
storefront-web
data-pipeline
data-pipeline
data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

data-pipeline

storefront-web
storefront-web
data-pipeline

data-pipeline

Acme Corp | Generated September 23, 2026

EXPLOIT

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

FIX TO

4.2.2

3.10.2

3.9.18

3.10.0

4.2.2

0.4.0

4.17.12

14
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PROJECT 2 OF 3 | CORE PLATFORM

Findings by BOM

Every bill of materials registered under Core Platform, with its components, findings and licenses.

BOM Inventory

BOM

api-gateway

nightly-build-0408

google/gemma-4-26B-A4B-it

storefront-web

data-pipeline

LAST SCAN COMPONENTS VaFL’Elg
2026-08-10 16 2
2026-04-08 2 0
2026-04-08 2 0
2026-03-27 1,773 68
2026-03-24 9,509 246

Copyleft counts both weak-copyleft and strong-copyleft license findings.

BOMs With No Open Vulnerabilities

nightly-build-0408
Last scanned 2026-04-08

2 components

Apache-2.0

® AccukNox

0 open vulns

google/gemma-4-26B-A4B-it
Last scanned 2026-04-08

2 components 0 open vulns

Apache-2.0 D

Private & Confidential

EXPLOITABLE

48

167

Acme Corp | Generated September 23, 2026

LICENSES

105

1,713

208

COPYLEFT

22

15



SBOM Risk Report Acme Corp | Generated September 23, 2026

BOM DETAIL | CORE PLATFORM

api-gateway

Last scanned 2026-08-10 | 1 scan(s) recorded

116 2 0] 0]

COMPONENTS OPEN VULNERABILITIES KNOWN EXPLOIT COPYLEFT OR WEAK
COPYLEFT

INSIGHT
This BOM has 2 open vulnerabilities, led by Medium severity. A published fix is available for 2.

Severity Mix License Composition SLA Compliance Fix Availability
l
2 105
OPEN VULNS LICENSES
@ Medium 1 50% @ Public Domain 1 1% @ Overdue 2 100% @ Fix available 2 100%
Unscored 1 50% @ Permissive 104 99%

Top Findings in This BOM
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIX TO DUE
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-08-30

The highest-severity open findings in this BOM.

Top Components Licenses in Use
COMPONENT FINDINGS WORST FIX TO MIT D 91
cacheable-request 1 U D 10.2.7 ISC . 7
nscore L
7.0.4 BSD-3-Clause [ ] 3
yauzl 2.10.0 1 Medium  3.2.9+echo.1 BSD-2-Clause ! 2
Apache-2.0 { 1
Unlicense [ 1
Open Vulnerabilities With a Fix (2 of 2)
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIX TO DUE
Unscored GHSA-8x6c-cv3v-vpbg cacheable-request 7.0.4 N/A No 10.2.7 2026-09-09
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-08-30

2 of 2 open vulnerabilities have a published fix version.

® AccukNox Private & Confidential 16



SBOM Risk Report Acme Corp | Generated September 23, 2026

BOM DETAIL | CORE PLATFORM

storefront-web
Last scanned 2026-03-27 | 1 scan(s) recorded

1,773

COMPONENTS

INSIGHT

Severity Mix License Composition SLA Compliance Fix Availability
iy, |
68 1,713 68 68
OPEN VULNS LICENSES FINDINGS FINDINGS
@ Critical 8 12% @ Public Domain 2 0% @ Overdue 68 100% @ Fix available 59 87%
@ High 27 40% @ Permissive 1,689 99% No fix identified 9 13%
@ Medium 27 40% @ Weak Copyleft 21 1%
Unscored 6 9% @ Copyleft 1 0%
Top Findings in This BOM
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Critical CVE-2015-9235 jsonwebtoken 0.4.0 9.8 Yes 4.2.2 2026-04-06
Critical CVE-2026-22709 vm2 3.9.17 9.8 No 3.10.2 2026-04-06
Critical CVE-2023-32314 vm2 3.9.17 9.8 Yes 3.9.18 2026-04-06
Critical CVE-2023-37466 vm2 3.9.17 9.8 Yes 3.10.0 2026-04-06
Critical CVE-2023-37903 vm2 3.9.17 9.8 Yes See advisory 2026-04-06
Critical CVE-2015-9235 jsonwebtoken 0.1.0 9.8 Yes 4.2.2 2026-04-06
Critical CVE-2023-46233 crypto-js 3.3.0 9.1 Yes 4.2.0 2026-04-06
Critical CVE-2019-10744 lodash 2.4.2 9.1 Yes 4.17.12 2026-04-06

68

OPEN VULNERABILITIES

The highest-severity open findings in this BOM.

® AccukNox

48

KNOWN EXPLOIT

Private & Confidential

22

COPYLEFT OR WEAK

COPYLEFT

This BOM has 68 open vulnerabilities, led by Critical severity. 8 are Critical. 48 have a known public exploit. A published
fix is available for 59. It also has 22 weak-copyleft or copyleft license findings.
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SBOM Risk Report

Top Components

FINDINGS WORST

COMPONENT

sanitize-html 1.4.2 7
jsonwebtoken 0.1.0 5
jsonwebtoken 0.4.0 5
vm2 3.9.17 5)
tar4.4.19 5
multer 1.4.5-1ts.2 4
moment 2.0.0 4
tar6.2.1 4

Medium
Critical
Critical
Critical
High
High
High

High

FIX TO

2.0.0-beta

Open Vulnerabilities With a Fix (59 of 68)

SEVERITY
Medium
Medium
Critical
High
High
High
Medium
Medium
Medium
Medium
Medium
High
Medium
High

High

ADVISORY

CVE-2016-1600237

CVE-2022-23540

CVE-2015-9235

CVE-2017-18214

CVE-2026-24842

CVE-2024-4068

CVE-2024-21501

CVE-2022-23539

CVE-2018-16487

CVE-2024-4067

CVE-2018-3721

CVE-2026-23950

CVE-2016-4055

CVE-2025-47935

CVE-2026-23745

COMPONENT
sanitize-html 1.4.2
jsonwebtoken 0.1.0
jsonwebtoken 0.4.0
moment 2.0.0
tar6.2.1

braces 2.3.2
sanitize-html 1.4.2
jsonwebtoken 0.1.0
lodash 2.4.2
micromatch 3.1.10
lodash 2.4.2
tar6.2.1

moment 2.0.0
multer 1.4.5-1ts.2

tar6.2.1

Licenses in Use

MIT

ISC
Apache-2.0
BSD-2-Clause
BSD-3-Clause
LGPL-3.0-only
Unlicense
MPL-2.0
GPL-2.0-only

CVss

Showing 15 of 59 fixable findings. Export the full list as CSV from the AccuKnox platform.

® AccukNox

Private & Confidential

6.1

6.4

9.8

7.5

8.2

7.5

5.3

5.9

5.6

5.3

6.5

8.8

6.5

7.5

8.2

Acme Corp | Generated September 23, 2026

D 1,418

- 155

[ ) 62

[] 31

[ 23

[ 19

( 2

[ 2

( 1
EXPLOIT FIXTO DUE
Yes 1.4.3 2026-04-16
Yes 9.0.0 2026-04-11
Yes 4.2.2 2026-04-06
Yes oy od 2026-04-11
Yes 7.5.7 2026-04-11
Yes 3.0.3 2026-04-11
Yes 2.12.1 2026-04-16
Yes 9.0.0 2026-04-11
Yes 4.17.11 2026-04-16
Yes 4.0.8 2026-04-16
Yes 4.17.5 2026-04-16
Yes 7.5.4 2026-04-11
Yes 2.11.2 2026-04-16
2.0.0 2026-04-11
Yes 7.5.3 2026-04-11

18



SBOM Risk Report Acme Corp | Generated September 23, 2026

BOM DETAIL | CORE PLATFORM

data-pipeline
Last scanned 2026-03-24 | 1 scan(s) recorded

9,509 246 167 5

COMPONENTS OPEN VULNERABILITIES KNOWN EXPLOIT COPYLEFT OR WEAK
COPYLEFT

INSIGHT
This BOM has 246 open vulnerabilities, led by Critical severity. 21 are Critical. 167 have a known public exploit. A published
fix is available for 49. It also has 5 weak-copyleft or copyleft license findings.

Severity Mix License Composition SLA Compliance Fix Availability
- ' N
246 208 246
OPEN VULNS LICENSES FINDINGS
@ Critical 21 9% @ Permissive 203 98% @ Overdue 246 100% @ Fix available 49 20%
@ High 96 39% @ Weak Copyleft 5 2% No fix identified 197 80%
@ Medium 91 37%
® Low 1 4%
Unscored 27 1%

Top Findings in This BOM

SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Critical CVE-2022-37601 loader-utils 1.4.0 9.8 Yes See advisory 2026-04-03
Critical CVE-2022-37616 xmldom 0.1.31 9.8 Yes See advisory 2026-04-03
Critical CVE-2018-7750 paramiko 3.5.0 9.8 Yes See advisory 2026-04-03
Critical CVE-2021-3918 json-schema 0.2.3 9.8 Yes 0.4.0 2026-04-03
ithub.com/go-git/go-git/v5

Critical CVE-2023-49569 85 7.0 /g0-git/go-git/ 9.8 No See advisory 2026-04-03
ithub.com/hashicorp/go-getter

Critical CVE-2024-3817 31 71 / p/go-g @ 9.8 Yes See advisory 2026-04-03
ithub.com/hashicorp/go-getter

Critical CVE-2024-3817 31 71 / p/go-g @ 9.8 Yes See advisory 2026-04-03

Critical CVE-2020-28499 merge 1.2.1 9.8 Yes See advisory 2026-04-03

The highest-severity open findings in this BOM.

® AccukNox Private & Confidential 19
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Top Components

COMPONENT

golang.org/x/net
v0.10.0

tar6.0.5

golang.org/x/cry,
v0.5.0

golang.org/x/cry|
v0.9.0

github.com/go-g
git/v5 v5.7.0

golang.org/x/net
v0.17.0

elliptic 6.5.3

urllib3 2.5.0

FINDINGS WORST

14

10

pto 10

pto 10

it/go- 10

High

High

High

High

Critical

High

Critical

High

FIX TO

See advisory

7.5.8

See advisory

See advisory

See advisory

See advisory

See advisory

2.6.3

Open Vulnerabilities With a Fix (49 of 246)

SEVERITY
Medium
Medium
Medium
Medium
Low
High
Medium
High
Medium
Medium
High
High
Critical
High

High

ADVISORY

CVE-2023-26115

CVE-2025-15284

CVE-2025-8869

CVE-2024-4067

CVE-2021-23358

CVE-2022-24785

CVE-2022-25883

CVE-2024-4068

CVE-2023-45803

CVE-2020-28500

CVE-2020-7660

CVE-2026-21441

CVE-2021-3918

CVE-2025-66471

CVE-2025-66418

COMPONENT
word-wrap 1.2.3
s 6.9.4

pip 25.2

micromatch 2.3.11

underscore 1.12.0

moment 2.29.1

semver 5.7.1

braces 3.0.2

urllib3 2.5.0

lodash 4.17.20

serialize-javascript 1.9.1

urllib3 2.5.0

json-schema 0.2.3

urllib3 2.5.0

urllib3 2.5.0

Licenses in Use

MIT
BSD-2-Clause
BSD-3-Clause
Apache-2.0
MPL-2.0

ISC

CVss

Showing 15 of 49 fixable findings. Export the full list as CSV from the AccuKnox platform.

® AccukNox
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5.3

6.3

5.9

5.3

3.3

7.5

5.3

7.5

4.2

5.3

8.1

8.9

9.8

8.9

8.9

EXPLOIT

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Acme Corp | Generated September 23, 2026

FIX TO

1.2.4

6.14.1

4.0.8

1.12.1

2.29.2

5.7.2

3.0.3

4e98d57809da..

4.17.21

7.0.3

2.6.3

0.4.0

2.6.0

2.6.0

89
76
22
15

DUE

2026-04-08

2026-04-13

2026-04-13

2026-04-13

2026-04-23

2026-04-08

2026-04-13

2026-04-08

2026-04-13

2026-04-13

2026-04-08

2026-04-08

2026-04-03

2026-04-08

2026-04-08
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SBOM Risk Report

PROJECT 3 OF 3

Al Agent Platform

2 BOMs in this project. Each BOM has its own detail section below.

Al AGENT PLATFORM

Executive Summary

Acme Corp | Generated September 23, 2026

Al Agent Platform registers 2 BOMs and 581 components. It has 35 open vulnerabilities, and 3 of them

have a known public exploit.

2 581 35

BOMS COMPONENTS OPEN

INSIGHT

Critical. 3 of its findings have a known public exploit.

Severity Mix
" @ Critical 3 9%
i 9%
35 ® High 3
OPEN VULNS @ Medium 10 29%
Unscored 19 54%

Open vulnerabilities by AccuKnox severity.

SLA Compliance

\

@ Overdue 33 94%
35 ® Due within 14 days 1 3%
FINDINGS

@ Ontrack 1 3%

Open findings measured against the remediation due date.

Components per BOM

@ api-gateway 16 20%
@ agent-gateway 465 80%

Share of the project's components that each BOM contributes.

® AccukNox

) 459

KNOWN EXPLOIT LICENSE FINDINGS

VULNERABILITIES

agent-gateway needs attention first. It holds 33 of the 35 open vulnerabilities in this project, and its worst severity is

License Composition

i i 0%
459 @ Public Domain 1

LICENSES @ Permissive 458 100%

License findings by obligation tier.

Exploitability
35 @ Exploitable 3 9%
FINDINGS No known exploit 32 91%

Open findings with a public exploit on record.

Most-Used Licenses

MIT D 394
ISC - 43
BSD-3-Clause (] 12
BSD-2-Clause (

Apache-2.0 [ 4
Unlicense { 1

License identifiers by the number of components that declare them.

Private & Confidential 21



SBOM Risk Report Acme Corp | Generated September 23, 2026

PROJECT 3 OF 3 | Al AGENT PLATFORM

Project Risk Overview

The BOM to fix first, and the components that drive the most risk in this project.

FIRST PRIORITY WORST SEVERITY OPEN VULNERABILITIES EXPLOITABLE

agent-gateway 33 3

BOM Risk Ranking

# BOM WORST SEVERITY vgfri'; EXPLOITABLE OVERDUE LAST SCAN
1 agent-gateway Critical 33 3 33 2026-07-14
2 api-gateway Medium 2 0 0 2026-09-08

BOMs ranked by worst severity, then by the number of open vulnerabilities.

Most Impactful Components

COMPONENT FINDINGS WORST SEVERITY FIX TO BOMS

vite 5.4.21 9  High 6.4.2 agent-gateway
esbuild 0.28.0 6 Unscored 0.28.1 agent-gateway
esbuild 0.21.5 6  Unscored 0.25.0 agent-gateway
esbuild 0.27.7 6  Unscored 0.28.1 agent-gateway
js-yaml 3.14.2 3 Medium 3.15.0 agent-gateway
vitest 2.1.9 3 Critical 3.2.6 agent-gateway
yauzl 2.10.0 1 Medium 3.2.0+echo.1 api-gateway
cacheable-request 7.0.4 1  Unscored 10.2.7 api-gateway

Components with the most open findings. One upgrade removes every finding in the row.

©® Accuknox Private & Confidential 22
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Actionable Fixes

COMPONENT UPGRADE TO RESOLVES SEVERITY EXPLOITABLE BOMS

esbuild 0.28.0 0.28.1 6 Unscored 0 agent-gateway
esbuild 0.27.7 0.28.1 6  Unscored 0 agent-gateway
js-yaml 3.14.2 3.15.0 3 Medium 0 agent-gateway
esbuild 0.21.5 0.28.1 3 Unscored 0 agent-gateway
esbuild 0.21.5 0.25.0 3 Unscored 0 agent-gateway
vite 5.4.21 6.4.3 3 High 0 agent-gateway
vite 5.4.21 6.4.2 3 Medium 3 agent-gateway
vitest 2.1.9 3.2.6 3 Critical 0 agent-gateway
vite 5.4.21 2.14.1 3 Medium 0 agent-gateway
yauzl 2.10.0 3.2.0+echo.1 1 Medium 0 api-gateway
cacheable-request 7.0.4 10.2.7 1 Unscored 0 api-gateway

Upgrades ranked by the number of findings each one resolves.

©® Accuknox Private & Confidential 23



SBOM Risk Report

PROJECT 3 OF 3 | Al AGENT PLATFORM

Top Cross-BOM Risks

The highest-CVSS findings across every BOM in this project, from the latest scan.

Highest-CVSS Findings

SEVERITY
Critical
Critical
Critical
High
High
High
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

® AccukNox

ADVISORY

CVE-2026-47429

CVE-2026-47429

CVE-2026-47429

CVE-2026-53571

CVE-2026-53571

CVE-2026-53571

CVE-2026-31988

CVE-2026-39365

CVE-2026-39365

CVE-2026-39365

CVE-2026-53632

CVE-2026-53632

CVE-2026-53632

CVE-2026-53550

CVE-2026-53550

CVE-2026-53550

COMPONENT
vitest 2.1.9
vitest 2.1.9
vitest 2.1.9
vite 5.4.21
vite 5.4.21
vite 5.4.21
yauzl 2.10.0
vite 5.4.21
vite 5.4.21
vite 5.4.21
vite 5.4.21
vite 5.4.21
vite 5.4.21
js-yaml 3.14.2
js-yaml 3.14.2

js-yaml 3.14.2

Private & Confidential

CVss

9.8

9.8

9.8

8.2

8.2

8.2

6.9

6.3

6.3

6.3

5.5

5.5

5.5

5.3

5.3

5.3

BOM
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
api-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway
agent-gateway

agent-gateway

Acme Corp | Generated September 23, 2026

EXPLOIT

Yes

Yes

Yes

FIX TO

3.2.6

3.2.0+echo.1
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SBOM Risk Report

PROJECT 3 OF 3 | Al AGENT PLATFORM

Findings by BOM

Every bill of materials registered under Al Agent Platform, with its components, findings and licenses.

BOM Inventory

OPEN

BOM LAST SCAN COMPONENTS EXPLOITABLE  LICENSES
VULNS

api-gateway 2026-09-08 16 2 0 105

agent-gateway 2026-07-14 465 33 S 354

Copyleft counts both weak-copyleft and strong-copyleft license findings.

® AccukNox Private & Confidential

COPYLEFT

Acme Corp | Generated September 23, 2026
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BOM DETAIL | Al AGENT PLATFORM

api-gateway

Last scanned 2026-09-08 | 1 scan(s) recorded

Acme Corp | Generated September 23, 2026

COMPONENTS OPEN VULNERABILITIES KNOWN EXPLOIT COPYLEFT OR WEAK
COPYLEFT
INSIGHT
This BOM has 2 open vulnerabilities, led by Medium severity. A published fix is available for 2.
Severity Mix License Composition SLA Compliance Fix Availability
[
2 105 2
OPEN VULNS LICENSES FINDINGS
@ Medium 1 50% @ Public Domain 1 1% @ Due within 14 days 1 50% ® Fix available 2 100%
Unscored 1 50% @ Permissive 104 99% @ Ontrack 1 50%
Top Findings in This BOM
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-28
The highest-severity open findings in this BOM.
Top Components Licenses in Use
COMPONENT FINDINGS WORST FIX TO MIT G 91
yauzl 2.10.0 1 Medium 3.2.0+echo.1 Isc it 7
BSD-3-Clause [ ] 3
cacheable-request
- 1 Unscored 10.2.7 BSD-2-Clause (] 2
Apache-2.0 [ 1
Unlicense [ 1
Open Vulnerabilities With a Fix (2 of 2)
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Medium CVE-2026-31988 yauzl 2.10.0 6.9 No 3.2.0+echo.1 2026-09-28
Unscored GHSA-8x6c-cv3v-vpbg cacheable-request 7.0.4 N/A No 10.2.7 2026-10-08

2 of 2 open vulnerabilities have a published fix version.

©® Accuknox
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BOM DETAIL | Al AGENT PLATFORM

agent-gateway
Last scanned 2026-07-14 | 1 scan(s) recorded

465

COMPONENTS

33

OPEN VULNERABILITIES

3

KNOWN EXPLOIT

o)

COPYLEFT OR WEAK
COPYLEFT

INSIGHT

This BOM has 33 open vulnerabilities, led by Critical severity. 3 are Critical. 3 have a known public exploit. A published fix
is available for 33.

Severity Mix License Composition SLA Compliance Fix Availability
Y
33
OPEN VULNS
@ Critical 3 9% @ Permissive 354 100% @ Overdue 33 100% @ Fix available 33 100%
® High 3 9%
® Medium 9 27%
Unscored 18 55%
Top Findings in This BOM
SEVERITY ADVISORY COMPONENT CVSS EXPLOIT FIXTO DUE
Critical CVE-2026-47429 vitest 2.1.9 9.8 No 3.2.6 2026-08-13
Critical CVE-2026-47429 vitest 2.1.9 9.8 No 3.2.6 2026-08-12
Critical CVE-2026-47429 vitest 2.1.9 9.8 No 3.2.6 2026-08-12
High CVE-2026-53571 vite 5.4.21 8.2 No 6.4.3 2026-08-13
High CVE-2026-53571 vite 5.4.21 8.2 No 6.4.3 2026-08-12
High CVE-2026-53571 vite 5.4.21 8.2 No 6.4.3 2026-08-12
Medium CVE-2026-39365 vite 5.4.21 6.3 Yes 6.4.2 2026-08-03
Medium CVE-2026-39365 vite 5.4.21 6.3 Yes 6.4.2 2026-08-02
The highest-severity open findings in this BOM.
© AccukNox Private & Confidential 27
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Top Components

COMPONENT FINDINGS WORST
vite 5.4.21 9
esbuild 0.28.0 6
esbuild 0.21.5 6
esbuild 0.27.7 6
js-yaml 3.14.2 3
vitest 2.1.9 3

FIX TO

Unscored 0.28.1

Unscored 0.25.0

Unscored 0.28.1

Open Vulnerabilities With a Fix (33 of 33)

SEVERITY ADVISORY
Medium CVE-2026-53550
Unscored GHSA-gv7w-rqvm-qjhr
Unscored GHSA-gv7w-rqvm-qjhr
Unscored GHSA-67mh-4wv8-2f99
Unscored GHSA-g7r4-méw7-qqqr
High CVE-2026-53571
Medium CVE-2026-39365
Critical CVE-2026-47429
Medium CVE-2026-53632
Unscored GHSA-gv7w-rqvm-qjhr
Unscored GHSA-g7r4-méw7-qqqr
High CVE-2026-53571
Unscored GHSA-g7r4-méw7-qqqr
Unscored GHSA-g7r4-méw7-qqqr
Medium CVE-2026-39365

COMPONENT
js-yaml 3.14.2
esbuild 0.28.0
esbuild 0.21.5
esbuild 0.21.5
esbuild 0.27.7
vite 5.4.21
vite 5.4.21
vitest 2.1.9
vite 5.4.21
esbuild 0.27.7
esbuild 0.28.0
vite 5.4.21
esbuild 0.27.7
esbuild 0.28.0

vite 5.4.21

Licenses in Use

MIT

ISC
BSD-3-Clause
BSD-2-Clause
Apache-2.0

CVss

Showing 15 of 33 fixable findings. Export the full list as CSV from the AccuKnox platform.

® AccukNox

Private & Confidential

5.3

8.2

6.3

9.8

5.5

8.2

6.3

S 303

EXPLOIT

Yes

Yes

FIX TO

3.15.0

0.28.1

36

DUE

2026-08-13

2026-08-13

2026-08-13

2026-08-13

2026-08-13

2026-08-13

2026-08-03

2026-08-13

2026-08-13

2026-08-13

2026-08-13

2026-08-12

2026-08-12

2026-08-12

2026-08-02

Acme Corp | Generated September 23, 2026
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SBOM RISK REPORT

Methodology and Notes

How AccuKnox selects and classifies the source data in this report.

Data Sources

AccuKnox pulls the findings from its finding dashboard API
for the 3 selected projects. The pull keeps component
vulnerability findings and component license findings. Every
BOM registered under a selected project is included.

Severity and CVSS

Severity is the AccuKnox risk classification. CVSS is the
base score from the advisory. Exploit availability shows

whether a known public exploit is on record for the advisory.

SLA Compliance

Each open finding carries a due date. Overdue findings are
past that date. Due within 14 days marks findings that reach
the date in the next two weeks.

Generate This Report for Your Own BOMs

Schedule the report or run it on demand from Settings > Reports in the AccuKnox platform.

Acme Corp | Generated September 23, 2026

License Obligation Tiers

License findings are grouped into Public Domain,
Permissive, Weak Copyleft, and Copyleft tiers.

Fix Guidance

The Fix to column names the remediation target from
AccuKnox advisory data. See advisory means the advisory
names no specific fixed version.

Sample Data

This is a sample report. The customer, project and BOM
names are fictional. Component, advisory and CVSS data
come from real open-source scans.

support@accuknox.com
www.accuknox.com

® AccukNox
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2. ACCUKNOX

Secure Your Software Supply Chain

SBOM, SCA and license risk in one AccuKnox platform, from code to cognition.

support@accuknox.com

www.accuknox.com



